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Viruses, malware, ransomware, phishing, smishing, vishing, social
engineering... the list of digital threats with peculiar names expands
daily and hardly a moment goes by without some form of attack
appearing in the news. We live in interesting times, where data is
worth more than oil or gold and your personal information is greatly
sought after by cybercriminals, scammers and hackers. How prepared
are you for this new age of digital vandalism and theft? Is your
computer secure against the continual onslaught of the modern online
world? Over this series we’ll help you secure your computer, network
and devices against such threats and with easy to follow tutorials,
help arm you against potential threats and attacks. For parents and
guardians, we also cover looking out for your children when online,
together with guides on how best to protect them and advice from
industry experts. You’ll soon be security savvy and prepared for
whatever digital threat looms on the horizon.
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Digital Security In Numbers>

nformation regarding cyber security doesn’t always have

to be technically heavy. In fact, to make it easier to digest,

and to just show you how virulent and bitterly hostile
computer-borne security threats are, here’s a collection of
statistics to give you the heebie-jeebies; all the more reason
then to keep this manual close to hand.
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Modern Day Security>
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Modern Day
Security

The start of the digital age brought with it many advances in the way we
work and interact with each other. It’s estimated there’s 1.2 Zettabytes
(1.3 trillion gigabytes) of data available to someone with access to the
Internet and whilst most of it may be irrelevant, what’s important to you
is somewhere within that mass of raw information.

Sadly, the cold hard light of day reveals that with the growth of this
voluminous data comes the nefarious acts of those who wish to cause
mayhem, panic, theft and other such negative elements. Therefore, as
a user you need to make sure that you’re protected against the ever
increasing digital world of threats, viruses and everything else the
Internet has to offer.

This chapter will help you to recognise some of the threats, what they all
mean and how they work. We can help you to identify and know what to
look out for when online.

10 Types of Security Risk 20 Phishing, Vishing and Smishing
12 Hackers and You 22 Pharming

14 Social Engineering 24 Windows Security

16 Ransomware: How it Works 26  Digital Security FAQ

18 The Virus Top Ten
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- Modern Day Security)

Types of Security Risk

There are more security risks for your computer than just the common, run-of-the-mill virus. The
amount of digital use the average person has over the course of a week has increased significantly
in just a few years, and with it comes a legion of security related issues.

Here Be Dragons x d ) =
This isn’t a definitive list of the possible threats available for the Windows ! : - « LT
user but here are ten modern risks that you face every time you powerup “ " ©

your PC. ¥p

Viruses Trojans

Viruses have been around for as long as computers. The Trojan horse, as the name suggests, is a program that S
They’ve moved on from simply displaying the name of masquerades as a legitimate application but in actual
the coder on the monitor, a kind of virtual vandalism, fact contains code that allows a hacker remote access $s
and now can disable and wipe the data off a hard drive to your computer. Like the legend of the wooden horse .';
in mere seconds. the Greeks used to gain access to Troy, once inside your ’
computer it opens and creates an opening for the hacker. : ':l
!
3
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Earlier in the year the UK was gripped in the clutches 166 52'. :

of the WannaCry ransomware infection. This particular —?
infection exploited a vulnerability in Windows,

and quickly spread throughout the NHS and other

organisations, locking and encrypting the data on

a computer until money was sent to those who

unleashed it to the world.
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Worms Spyware

Although a worm is a type of virus, it behaves Spyware invades computers usually through freeware

differently in that it’s goal isn’t to alter or destroy or shareware downloads, which is why you should

system files. Rather, it’s designed to replicate itself always download a program from a reputable source.

continuously until all the resources and space on the The intent of spyware is to collect information about

system are consumed. A bit of a nightmare for the the user and report it back to those who wrote it.

system administrator.
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(Types of Security Risk

Adware

Adware is very similar to spyware, in that one of its goals
is to monitor the user. However, adware usually goes one
step further and bombards the user with Internet pop-up
advertising, usually when they open their browser or a
new tab. The advertising can be tame, such as gardening
equipment, or it can be extremely offensive.

Hacking

While Hollywood would have you visualise the lifestyle
of a hacker as something that’s quite alluring, in truth it’s
quite the opposite. The average user is generally under
the radar where a hacker is concerned. They’re mostly
after the corporations, or famous people, but you can
have your computer hacked by a neighbour, for example.

forrePe

Social Engineering

Arelatively modern term in the history of computer
security, social engineering will have the user deceived
into giving away personal information or allowing a
scammer into their systems. The recent spate of calls
from people claiming to be from the likes of Microsoft
or a security firm are a prime example.
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Phishing

RS 18C37 Much in the same vein as social engineering, phishing
{ \ is the act of obtaining sensitive information (bank
details usually) about a user by being disguised as a
trustworthy source. Phishing on social media sites
such as Facebook, Twitter, etc. is on the rise.

vars. e dd

Rootkits

Rootkits are virus-like programs that are activated
before the computer’s anti-virus and security suites
are started when booting Windows. They can change
the way a security suite looks at files, allowing a virus
to hide in plain sight and not be detected by the
system’s security measures.

www.pclpublications.com _



Modern Day Security>

www.pclpublications.com

We’re probably all familiar with the term
‘hacker’, and what it suggests, but do we
. really know what a hacker wants from
. us? More to the point, how are we
& . perceived in the eyes of a hacker?
¥, Let’s have a look at what the
%  modern hacker wants from the

“rion average user.

Being on the end of
a successful hack
has been likened to
having your house
robbed. There’s a

60

You’ve
been
hacked!

22

feeling of invasion,
that someone

has rifled through
your personal
belongings and
stolen what’s yours.




Monetary Motivation

As with most hacks the world over, money is the driving force
behind an attack. A hacker will want to enter your system through
various means and obtain your bank or credit card details in order
to get access to your money. It’s plain and simple theft.

Personal Information

Personal information can be extremely valuable to a hacker. Those
who manage to obtain information about you, from date of birth,
address, social security number and countless other trivial details,
can then use your identity to open bank accounts, start a loan and
so on. In the end, it is your name that’s linked to the fraud.

Parasitic Infection

Sometimes a hacker will use you to get some other target.
Perhaps you work at a bank, or something similar, the hacker
will then identify you as a target that can be used to transfer a
program from your laptop to the work’s server. You unwittingly
become the carrier of malware, allowing a hacker to gain access
to your work.

Exploitation

Exploitation is becoming a common theme among modern
hackers. In this scenario a hacker will gain access to your personal
information and hold it to ransom. They can then demand
anything from money, to more personal acts.

Stealing Bandwidth

Rather than targeting a user purely for financial gain, or something
else, a hacker can also want to use your home bandwidth.
Generally speaking, the hacker doesn’t need to be on the other
side of the world, they could be a neighbour who’s using your
Internet connection to download copyright material.

<Hackers and You

Access to Your Webcam

Webcam hacking has become more popular in recent years. What
happens here is, a hacker manages to gain access to your computer
and activates the webcam in order to view what you’re doing; and
as long as the computer is up and running, they can see everything
the webcam can, and they can do so without you even knowing.

Access to Your Microphone

To expand on the previous hack, along with a webcam hack an
attacker can also activate a computer or device’s microphone. Doing
so will allow them to listen in on anything that’s being said, so perhaps
it’s worth covering up your microphone during any future meetings.

Zombie Apocalypse

There are instances whereby you become the target of a larger
scale hack. In this case the hacker isn’t targeting you specifically,
they’re simply using your computer as a zombie, a collection of
machines connected to the Internet that runs malicious programs
against a target. Zombies are often used to conduct DDoS attacks.

Cyber Vandalism

Often you can be the target of an attack that doesn’t seem to
make any sense. The hacker doesn’t want money, they don’t
want your personal information either. It’s just a case of cyber
vandalism. Perhaps the hacker wants their name known in the
wider world, or just likes to see chaos reign. Who knows why they
doit?

Distributing Illegal Material

Finally, a hacker can use your computer as a source or a node for
the distribution of illegal material. You won’t even be aware of the
fact but your computer is successfully trafficking illegal material
together with others on the Internet.

www.pclpublications.com



5 Modern Day Security>
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With the rise of wider forms of communication, through social media
and so on, comes a new wave of threats called social engineering.
There are many forms of social engineering, so let’s have a look at
what you’re up against, and how to combat it.

ocial engineering is the new modern way of
manipulating people to give up their personal and
confidential information. It comes in many guises
and under different sub-headings, such as Phishing
and the like, but it’s essentially all a form of social engineering.
Essentially, the scammer will take your human nature and
responses and turn it against you for their own gain. You may thinkyou’re

The kind of information the scammeris after does vary, depending not the sort of person
on the type of scam being used, but for the most part they're to be fooled bya

usually after your passwords, bank and credit card details, or login scam but often the

information in order to gain any sort of financial data. Foreign offers are fake

You're probably more familiar with social engineering that If you've received an email or a pop-up

you suspect, even if you’re new to the term. Recall the emails on awebsite offering you some financial

from someone, usually based in Nigeria, who has come into a reward, then it's more than likely to be

fortune in the billions and for some inexplicable reason wants S _ fake. Likewise, lottery funds from other

to put the money in your bank account. Needless to say, the Cam, 2 LT e o AR N e

money was never there in the first place and should you go i N
lled Uncle Charlie who |

through the process you will eventually be persuaded to hand scam, SOO caMe T_C S SN

over some banking information which the scammer can then and Rl RIER

use to steal from you.

There aren’t too many Nigerian scams these days, mostly you more

get a phone call from someone claiming to be from Microsoft

or some other well-known company, who insists that they scam

are tracking a virus or other harmful malware that’s currently

residing on your computer. They ask you to visit a webpage

and download a piece of software that will allow them remote Slow down

access to your computer. When in, they run a script that
displays a wealth of useless information on the screen whilst scammers have
in the background they run keylogging and hacking software employed subtle a matter of urgency. Take a moment to figure
to obtain your online banking details. They can even ask you out what's going on and don’t fall for any high-
to log into your bank while connected to make sure everything
is working.

Many scammers want you to react quickly, as

ways and meansin
which to bait you.

pressure tactics. Ask for half an hour to call a friend
for advice.

Other common social engineering tactics include emails
from a friend, who has been hacked, with the scammer
masquerading as them. It could be an email claiming to be
from your bank, an urgent request for help or someone asking
for a donation to a charitable organisation. Be wary, and
question everything.

m www.pclpublications.com




Research everything

Locate your bank or credit card company’s webpage and follow
any links to known social engineering scams. Read all the
information you can gather about the techniques and tricks

\} Don’t engage used and arm yourself with that knowledge prior to any contact

o’ from a scammer. The more you know, the less likely you are to
Whilst it's fun to lead a scammer on the other end of the i )

) ) being hoodwinked.
telephone, telling them that the only computer you own is

a Commodore 64, it’s really not worth it. They know they're
scamming, you know they’re scamming, so just put the phone
down and ignore them.

Never give your password

Beware of attachments Abank never asks you for your password, they never call you up

) o or send a text message requesting to enter your password, nor
Email attachments are an excellent way of distributing malware, . ) . .
j ) ) ) will they ask you for other personal information relating to your
viruses and hacking scripts to your computer. If you receive N
o ) - account. Treat all requests as suspect and don’t give out any of
an email claiming to be offering you a deal of a lifetime, and
) i i ) your passwords.
requesting you open the attached file, then it’s likely a virus.

Research the sender, and best to delete the email.

www.pclpublications.com




5 Modern Day Security>

Ransomware:

How it Works

The first instance of an extortion attack is credited
to Joseph Popp back in 1989. Since then the
frequency, delivery and scale of ransomware
attacks has increased significantly; so what is
ransomware and how does it work?

ansomware is a particularly nasty form of malware and
digital threat. There’s usually some kind of ransomware
headlining in the news around the world and those who are
the victims are often at a loss as to what to do next.

Essentially, ransomware will infect an individual computer and one
of two things can happen: first, it locks the computer, stopping all
access to it from the keyboard, then it starts to search for data and
encrypt the contents of the hard drive. Lastly it infects the boot
sector of the computer and displays a message detailing the type
of ransomware and how the individual will pay for the release of
the data; the message can even have fake FBI warnings included
with it. Alternatively, and the second thing that may happen once
a system is infected, the ransomware will lay in wait until a set time
and date, then do all of the above and lock the computer. Waiting
for a set time will ensure that numerous machines are infected
before any fix can be discovered; also if all the infected machines
are activated at the same time then there’s more of a chance of the
attacker getting their ransom paid.

You normally have a set time in which to pay the ransom, usually
72-hours. If the victim doesn’t pay in time, the attacker can
introduce a second phase into the ransomware code that will
either increase the amount demanded or completely destroy the
files that are being held at ransom.

Ransomware can be spread in a number of ways. The more
popular choice of delivery is via an infected web page, some form
of Flash script that has been hijacked and now contains a link to
a remote server where the browser will unwittingly download the
ransomware code. More recently there are instances of Drive-by
attacks, where the ransomware code locates any USB sticks a user
may have in their system and transfer itself in the knowledge that
the stick will be inserted into a work’s computer.

The WannaCry ransomware attack earlier in the year was by far one
of the most prevalent in recent years. It’s estimated that more than
250,000 computers across 200 countries were infected, rendering
the likes of big companies such as FedEx, Nissan Motor Co and
Telefonica SA under siege from its demands. The National Health
Service in the UK was hit too, resulting in weeks of chaos and
disorder for the staff and patients alike.

m www.pclpublications.com
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avoid getting
ransomware on
your computer
and what happens
if you’re unlucky
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enough to be the
target of such an
attack? Here are
some hints and
tips for you.
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.The

VIrus:

lop leny 4

Viruses are constantly evolving thanks.to more ingenious
methods of delivery and due to the developers and
hackers tweaking their code to sniff out operating system
vulnerabilities. It’s difficult to say what the next big virus
will be but some scary ones have already appeared on
the Internet.

Just to give you an idea of
what the future could hold
for the computing world,

44

Digital
Destruction

22

here are the top ten most
destructive viruses unleashed
over the last decade into the
digital domain.
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1l Storm Worm

Storm Worm was released in 2007 and was rumoured to
have hailed from Russia. It came in the form of an email
link, usually with an important headline to grab the victim’s
attention. When the victim clicks the link the code is inserted and payload
with a backdoor into the system is opened. It infected over 10 million
computers worldwide.

8 Daprosy Worm

2009 saw the release of the Daprosy Worm
whereby an estimated 20 million computers
were infected with a keylogger. What made
this such a dangerous virus was that it remained active
in Windows Safe Mode, so it was very difficult to remove.

4l Stuxnet

in 2016 thanks to Tiny Banker.

2 Conficker

Stuxnet was rumoured to have been a US Intelligence
created virus that was designed to infect Iranian nuclear
power plants, thus stopping them from potentially
creating weapons grade material. Whether you believe that or not, it
was one of the worst viruses to appearin modern times.

~ 8Regin

10 Tiny Banker

Tiny Banker is an information and
packet sniffer virus that will record N
any online banking details the victim
enters in their computer. That information is then
sent back to several servers which the hackers
can then use to access your bank accounts. It's
estimated that hundreds of millions were stolen

<The Virus Top Ten E

e
Conficker was a 2008 worm that infected an estimated 15 million
Windows computers worldwide. The French Navy, UK Ministry of
Defence, hospitals and local police forces were affected. It was spread
via Facebook, Skype and mail services, and infected networked computers with a
keylogger that the hacker could use to record your keyboard strokes. ‘

5Duqu

Duqu was released in 2011 and shared many i
characteristics with Stuxnet. However, Duqu had
different roles: it would work as a keylogger, to
steal digjtal certificates, gather information about an infected
PC, or completely wipe the contents of any connected hard
drives. Interestingly, parts of the Duqu code were written in an
unknown high level programming language.

-

|
® Shamoon :

Shamoon was discovered in 2012 and

developed to infect the Windows kernel,

the core code of the operating system. It "
successfully managed to wipe the contents of millions
of hard drives and was rumoured to be used in cyber
espionage in the energy industry.

| 7 CryptoLocker

CryptolLocker is a ransomware infection
that first appeared in 2013. As with most
ransomware code it locks and encrypts
your entire hard drive and offers to unlock them if
the victim pays up to $300. Remarkably, the code
was able to delete itself whilst still keeping the files
encrypted and locked.

2014's Regin virus was spread via fake websites and infected tens of

millions of computers. Rumour has it that it was a joint US and UK

intelligence created virus for global digjtal surveillance but we'll leave
that for the conspiracy theorists to argue over. Nevertheless, it managed to send
information of the victim’s computer back to an unknown location.

9 Rombertik’s Endless Loop

Rombertik's Endless Loop is an interesting, if somewhat deadly,

virus to have sprung up in 2015. When infected, the virus will alter

and delete key boot files for Windows computers then force them to
reboot. With the boot files missing or altered the Windows PC will continually boot
and reboot itself until you re-install the OS.

www.pclpublications.com _



5 Modern Day Security>

It's tempting to think we've made up the words
Phishing, Vishing and Smishing but in actual fact they’re
all forms of social engineering scams. Whilst we've
covered social engineering already, it'’s worth looking at
these three modern day threats individually.

ocial engineering, the act
of getting information
from a person based
on their human instinct
to react, help or be entrapped
into some form of false promise,
isn’t as modern as the name
suggests. Although the term ‘social
engineering’is in fact relatively new,
the process of obtaining sensitive
information from a victim has been
around for a very long time.

The digital age, of course, has
increased the attacks and how
they're delivered. No longeris a
victim beguiled by post, now they’re
bombarded by false websites,
emails and a string of other cleverly
disguised mediums.

Let’s break down the three main,
modern methods of how a scammer
will attempt to obtain your personal
and sensitive information: Phishing,
Vishing and Smishing.

m www.pclpublications.com

Social engineering
fraud comesin
many guises, with
oddly sounding
names and
methods. In the

66
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Phishing
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end, the scammers
are after your data,
but what do these
three in particular
mean?

o

Phishing is the attempt to obtain
information from a potential victim
through emails, messaging, social
media and auction sites. They can
come in the form of an email, for
example, claiming to have some
money available for you or pretending
to be from your bank or credit card
company. Social media phishing
includes individuals befriending
you, or pretending to be someone
you may know, then asking for
information. Similarly a phishing
attack can come in the form of a
Facebook seemingly friendly test,
such as ‘name the top five things
about yourself and tag ten friends. ..
The unwitting victim will happily
reveal their date of birth, where they
were born, pets names, names of any
children and so on. The attackers will
gather all that information and use it
to their advantage.

Interestingly there are also three
different phishing types: Spear,

shing,

Clone and Whaling. Spear phishing

is designed to specifically target an
individual, gathering information
such as the above Facebook

‘game’ whereby the scammer can
personalise their attack on the victim.

Clone phishing is an attack type that
uses a previously delivered, legitimate
email containing an attachment but
with the details changed and the
attachment swapped for a virus or
keylogger. To the victim the email
looks real, since it’s cloned from a real
email, and when the attachment is
opened it infects the computer.

Whaling is when a phishing attack
targets senior executives of a
company or a high-profile individual
or business. The attack is a finely
crafted email or web address that’s
created to look business-like and
containing information specific to the
company or individual. |




CPhishing, Vishing and Smishing E

Vishing - Smishing

Vishing is voice phishing, using a
telephone call to commit some
form of social engineering attack.
The victim will, as we've explained
previously, receive a call from a
legitimate sounding call centre with
the person on the line claiming to be
from a well-known computer related
company. Usually the caller will be
led to believe that there’s a virus on
their computer or that some form

of security vulnerability has been
detected. The victim will then be
guided to a website where the caller
can make a remote connection to
their computer. Once on the victim’s
computer, the caller will then run

a script that will display reams of
data on the screen designed to
confuse and baffle the victim. In the

meantime, they’re secretly running a
keylogger in the background.

In some circumstances they can then
claim to have fixed the so called issue
but ask you to log into your bank

to double-check all is well. With a
keyloggerin place, they can then see
your username and password on
their screen; after which they login
and steal from your account.

Alternatively an automated call can
ask you to enter your credit card
number into the phone’s keypad,
asit’'s been reported as being used
elsewhere. Of course it hasn’t but as
soon as you enter the details they’re
recorded and your card can be used
by the scammers.

Smishing is an SMS form of phishing.
In these cases you receive a text from
a seemingly legitimate source, usually
your bank or credit card company

but also in the form of a competition
winner or something free, asking

you to confirm your details. There’s
often a link for you to follow, which
leads to a false website that logs your
keystrokes and records your data.

Some smishing attacks will ask you
to send a return SMS to approve
an action, such as a delivery of
some goods. The return message
is designed to cost significantly
more than the usual SMS rate,

with the money going straight to
the scammers.

One way or another, each of these
scams are designed to bait the
victim, hence the phishing element,
a homophone of the word fishing.
The best defenceis to ignore, delete
orhang up on anything that’s even
remotely suspicious. Microsoft
doesn’t know if you have a virus, and
nor will it telephone you. Your bank
won’t email you for your account
details and don’t be tempted to
fillin any Facebook games with
personal information. In short, be
sawy about baiting techniques and
remain vigilant. |
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Whilst on the subject of homophones,
another recently added word to the
longlist of security threatsis Pharming.
Pharming falls within the online fraud
layer of security and although in reality
it's been around for as long as web
pages have, the methods of deception
are continually evolving,

is the criminal act of producing a fake

website and redirecting the victims to it.
The website could be anything from a reasonably
popular online shopping store, to one of the well-
known high street banks. The victim, unaware
that the web site is fake, as the front end apes
the real thing, even down to the small print at the
bottom of the page, will login with their details.

S o what exactly is pharming? In short, this

After the user has logged in several options are
available to the ‘pharmer. They can collect the
username and login details and simply leave the
victim with a blank web page; this is usually a
method used by an amateur pharmer or those
who want a quick username and password grab
before disappearing into the darkened corners
of the Internet. Otherwise, they can redirect the
victim to the real site where they need to enter their
login details again. The latter is a more convincing
method of pharming, as the victim rarely questions
why the bank has asked for their login credentials
twice; they often put this down to a mistaken entry
on their part.

Either way, the pharmer now has a considerable
list of valid usernames and passwords for the bank
or online shop they faked, which they can then
sell via the Dark Web or use themselves. How do
they, the pharmers, get away with being able to do
this? Interestingly, there are several ways in which
someone can fake a legitimate website.

www.pclpublications.com

Pharming has become quite
sophisticated in recent years,
and with the rise of connected
devices that offer Internet

66

Harvesting
Time

29

access it’s quickly become
one of the more popular
criminal cyber activities.
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So how can we be prepared for pharming attacks and combat them so we don’t become victims?

e e ——

¥ - = ssssssssee L L T T - _\ ‘g-_—f-_-.__l'.
g~ ! : é':i‘- - (Y==Kl Always make sure that the website Syl Always make surethat you havea go_od - -

b S~ you're visiting is the real one. Double antivirus program installed and that it’s - .
& check that the name in the address bar of the browser uptodate. A decent AV will stop any attempts by ﬁ,‘ - -

. 3t you're using has the carrect spelling and that other someone wanting to alter your Hosts file. If possible, ‘ ot '&
P ol =3 elements of the site are correctly positioned and the you can make a backup of your Hosts file and : fn s
2 logo of the site you're at is the most recent. occasionally restore it if you want to. - oete S
: " S &k

L N N R R T L Y R Y R R s T

(gl Neverfollow arandom email's Sy )=V Make sure that the web address you're
hyperlinks. Most banks will never send using has the HTTPS protocol before
athreatening email anyway but if you're tempted to, the actual address of the site. HTTPS is the secure

hover over the link and check that the translated version of HTTP, thus providing authentication of the
address matches the real web site name of the bank, genuine website. In fact, it's a good ideal to always use
for example. HTTPS for every site you visit.
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Windows

Security

Microsoft is often accused of developing insecure and ‘broken’ operating
systems. However, what the Redmond company delivers is an easy to use
system that’s as secure as it can be without compromising its use. It's a
difficult balance to maintain and security can suffer in the long run.

Security leaks, holes and flaws in
development code appear all the
time, for every operating system.
Windows has the bad luck of being

(44

Windows
Security
Improvements

2%

at the top of the security flaw news
pile. However, here are ten reasons
why it’s actually a secure OS to use.

Your device is being protected.

m www.pclpublications.com



Virtualisation-based
Security

VBS is an improvement to the core Windows security, it
stands for Virtualisation-based Security and uses a mixture
of hardware and software enforced developments to create
an isolated, hypervisor restricted subsystem for securing the
0S core data. Nothing unsigned by Microsoft is allowed to be
injected into the kernel or executed.

Secure Booting

Secure Booting utilises the new UEFI (Unified Extensible
Firmware Interface), the replacement for the older and more
vulnerable BIOS, along with Windows Trusted Boot code
integrity and ELAM (Early Launch Anti-Malware) capabilities,
to protect the computer as soon as you power it up.

¢ Windows Hello

Windows Hello may seem like a glamorous feature rather

than a security feature but it's really quite an impressive

layer of protection. Hello supports passwordless biometric

authentication methods, such as iris, facial and fingerprint,
together with a PIN code to help protect access to
Windows 10.

Microsoft Passport

Windows uses the Microsoft Passport single sign on

solution that supports the open FIDO Alliance security

authentication standard (www.fidoalliance.org) and

utilises cryptographic keys to secure access to network
and local resources.

Trusted Platform
Module

i If your computer has a TPM chip (Trusted
A .. Platform Module), Windows can utilise the

hardware cryptographic key therein to
link Passport and Windows Hello to
authenticate the user and operating
system with local, network and
Internet resources.

Windows Security

Credential Guard

Windows Credential Guard protects the user details and
Windows authentication keys within the VBS layer. This
isolates the authentication service against network and local
attacks, stopping keyloggers and other worms from gaining
your login details,

Device Guard

Windows has introduced Device Guard, a highly secure tool
that determines which programs and scripts should be
allowed to run on the computer. It utilises the VBS layer to
protect the core system files and with a list of what's allowed
and not allowed to run it can prevent most malicious content
from being executed on your system.

Rolling Upgrade

Windows's unique method of upgrades now ensures that
the latest versions to software, tools and applications are
continually upgraded on the computer. The new rolling
upgrade process has been widely criticised by many, as there’s
no opt-out for upgrades available. On the flip side, you're
always up to date.

Windows Defender
Security Centre

Windows Defender Security Centre is significantly
improved over previous versions of the software. The new
Fall Creators Edition version offers virus, ransomware and
threat protection, device health, firewall protection, app
and browser control and family options all under the

one roof.

Protection Features

Among the aforementioned security elements,

Windows offers User Account Control, | ]
Kerberos Armouring, Smartscreen, TPM W /
Key Attestation, Advanced Auditing
Settings, Mandatory Integrity Controls,
Virtual Smartcards, EMET enabled
protection and many more
impressive protection features.

W |
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Whilst it’s all fine and well learning
about the different security risks
you face every time you boot up
yourcomputer, often questions

can go unanswered. We've

put together ten popular

digital security questions

that we hope will help fill in

tal
Security

Understanding Security

Trying to understand the digital security world can be hard
work. There’s so much to take in, that it’s easy to become lost
in the quagmire of acronyms and homophones. Hopefully
we can help you out with these ten FAQs.
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Do | need
an antivirus
program?

Viruses and
malware are
only on dodgy
sites, right?

Isonline
banking safe?

Are hackers
after me?

Canlkeepa
phishing phone
scammer on
the line?

Without a doubt, yes. Windows
uses the built-in Windows
Defender program to help protect
you online. It's more than ample
for most users but often better
security is required.

No, sorry. Even legitimate websites
can be infected with a virus or
some other form of malware.
Remember too, a computer virus
can enter your system in other
ways, not just online.

Online banking is remarkably

safe and utilises the latest and
continually evolving security
encryption methodologjes. There’s
military grade security at every
level of the online process, and it's
highly unlikely to be hacked.

Whilst it’s true that most hackers
aren’tinterested in the average
user, they’re after bigger targets,
there are instances where you
could be targeted for one reason
or another. Generally speaking, the
average user will only be targeted
en masse in a country-wide
phishing or similar attack.

Yes, there’s nothing stopping you.
Aschool of thought is that while
you keep them on the line, turning
itinto a mock-prank call, you're
saving someone else from being
duped. However, it's best to simply
tell them you know they’re trying
to scam you and hang up.

Does having extra

security cost?

How oftendo |
need to update
everything?

How do I know if
something being
offered is a scam?

I think I've just
been scammed,
what do | do?

I’ve opened a scam
email attachment,
what do | do now?

<Digital Security FAQ

Most of the security changes you
can adopt don’t cost anything,
just you being more aware and
knowledgeable about what's
goingon. In terms of an antivirus
product, most of the better total
security suites will cost you an
annual subscription.

Windows keeps a continual update
cycle in operation, delivering the
latest updates in the background.
However, it’s always best to do a
daily check for any updates for
both Windows and any programs
you regularly use.

That'’s a difficult question to answer.
More often than not, if it's too good
to be true then it’s likely to be a
scam of some form or another.
There are times though when
genuine offers are made. It's best

to research as much as possible
before committing to anything.

Ifyou think you've been scammed,
you need to quickly make some
changes: change your Windows
password, inform your bank that your
details may be compromised, email
friends and relatives that you've been
scammed, file a police report, scan
your computer for threats and check
your credit card reports.

There’s a good chance you may
have a virus on your computer.
Close all open programs, open
Windows Defender and do a Full
Scan of the system. If anything
is detected Defender will tell you
what to do. Then, consider a
third-party AV suite and scan the
computer again.
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Protecting
Yourself

Being able to recognise a scam or virus is one thing but you need to
know how to protect yourself against possible attacks. We look at the
top Internet security packages, from Bitdefender, Kaspersky and McAfee,
as well as what encryption is and how to make it work for you.

Using a Virtual Private Network is an excellent way to improve your
Windows security, we’ll look at how a VPN works, what the best VPNs are
and how to install and use one on your PC.

30 BeSmart 50 Encrypting Your Windows Laptop
32 Top Ten Antivirus and Security 52 Top Ten Encryption Tools for

Packages -
34 Setting Up Windows Security Ay
36 Why Updating is Important 54 Whatis a VPN?
38 What to Keep Updated and How 56 How Can a VPN Improve Online
40 How to Secure Your Web Browser ;

Security?
42 How to Secure Your Home Network
44 What are Wireless Security 58 Top Ten VPNs
?

standards; 60 Using a VPN for Added Security
46 How to Secure Your Wireless ]

Network and Privacy
48 What is Encryption?
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Be Smart

We’ve looked at some of the many varied ways in which you can be compromised by a digital
attacker and some of the ways in which you can help protect yourself. However, it’s often more
beneficial to be able to recognise the signs of a digital security issue.

Weakest Links

In terms of digital security, you’re only as strong as the weakest link in your security chain. You can tick all the security boxes but if you don’t know what to

look for in the first place you’re still vulnerable.

PASSWORD CHANGE Agood sign of a breach in your digital
security is the sudden changing of a
password. It can be for a random site, webmail or just something small to begin
with. Sometimes a hacker with a keylogger in place will test the water before
accessing your bank, in which case you need to virus scan your PCimmediately.

We all receive spam emails of some form or another.

However, if you suddenly start getting emails of a
more personal nature, then you need to look at where that information could be
coming from. The details could be your full name, date of birth, knowledge of any
children or even a recent accident you may have been involved with.

m www.pclpublications.com

BANK ACTIVITY If you check your bank activity regularly and you've
noticed some odd, small transactions that you fail to

identify, then your account could already be hacked. Sometimes hackers will
take small amounts or purchase inexpensive items to check the validity of an
account before emptying the vault as it were. Contact your bank immediately.

Search your statement +

2016 = e

All Transactions

DATE & DESCRIPTION TYPE 3 (£} Ut (£) BALANCE (£}
View Pending Transactions +
22Feb 17 SAVE THE CHANGE BP 030 125.00
21Feb1? DASIS DENTAL CARE DEB 1970 12530
20Feb 17 NEXT DIRECTORY CAT FPO 40,00 14500
20Feb17 JSLOCOMBE TFR 40.00 185.00
20Feb17 DM CUMMINGS FPO 55.00 145,00

SLOW PC One of the many signs of your computer being infected by a

virus is the sudden slowing down of the overall system. Most
operating systems, Windows in particular, slow down over time but if you power
up your computer one day and it’s noticeably slower than usual we'd
recommend you run a virus scan.

For a short introduction for new users type: INTRO
For supported shell commands type: HELP

To adjust the emulated CPU speed, use and
To activate the keymapper

For more information read the README file in the DD5SBox director

n hittp: was. dosbox.com
Z:\>SET BLASTER=AZ226 I? D1 HS T6

Z:5>mount © semnlatorsc

> C is mounted as local directory semulator/c.

\>]-WALKER.COM



OW BROWSER In relation to the previous tip, a browser slow
down can also indicate that something is
potentially going on. Browser hijacking can adversely affect the speed at which

pages load, as it's sending information to a remote source. Naturally it's not
always a digjtal security issue but to make sure, check your system.

L

110100101001010110*~ ~~+1p-
1101010 NAME ADRES.
1101001010010101101001.

Al
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POP-UPS Furthering the browser issue, if you suddenly notice a lot
more advertising, pop-ups or similar, then it's usually a good

sign that you're infected with some form of adware or Trojan tracker.

Warkf's fastest color printer
| for under $1000 =0,

WEB'
sts.
3 Special Offer - Try AOL Frest— M

» Scionce Proves It Drnking Causes.
Teen Gals Beware: Popular Bays Da THIS
# Look What Was Found in Stane Age Cave
» Strange Space Objact Mystery Despens
0id You See What Bush Daved t Wear?
1f You Gt This E-Mail Scam, Calota It

POWER
GUIDES

You can add AOL" for Broadband to any
high-speed eable or DSL connection!

‘Works with and enhances any basic

high-speed connection

Built-in protection for you and your family
‘The best on-demand and exclusive

programming online

Rates are at Hist
A4 | m=
INFECTED CONTEN . Viruses want to be spread from one
computer to another and they can infect
your email or social media platforms. If you suddenly have your friends

asking you why you're posting adverts for pharmaceutical enhancements,
then there’s a good chance you're infected with something.

% 3
T

Be Smart ‘

RANSOMWARE WARNIN In the case of a ransomware attack,
you don’t often get much warning
that something is about to happen. Generally speaking, a sudden and inexorable

slowing down of your computer will be a key element, as the ransomware is
frantically encrypting your files in the background.

£ Cryptol ocker

Your personal files are encrypted!

Your mportant: fles encryption produced on this compater; phatas, videos,
documants, ete. Hers ik a completa st of encryphed fes, and you can persanaly verlfy
thes,

Erucryption wis produced using & unigue publc key BSA-2040 gerarsed for ths
corputer. To decrynt fles you need to cbtan the private bey.

Tha single copy of tha privste ey, which wil slow you to decrypt tha fles, loc
o & SBCTEE sErver On the Tiiemet] the seever wil diestroy the key sfer 3 time
specified N this window. AMer that, nobody and never will be abife to restore fies,.

atec

To obitain the private key for this compater which wil sutcrmatically decrypt fies, you
reed 10 DIy 300 USD [ I00 EUR | ST Smount n another curency,

hek schiets tor stect the method of payment and the curency.

Any attempt to remove or damage thes software will lead to the mmediate
Private o or destruction of the private key bl server,

71:19:53

ROUTER LOGS It's always recommended to check your router’s
logs frequently. Although hackers are generally
anonymous groups or individuals on the other side of the world, often a

hacker could simply be a neighbour leeching your broadband connection.
Check the logs for any unidentifiable computers attaching to the router.

BTQ\ BT Smart Hub Manager
Home > My network
[ changesettings | [ Back |

This shows devices connected to your BT Smart Hub either now or previously. Click on a device to see the full details. Along with
a useful summary, you can quickly see whether Access Control or port forwarding is enabled for each device.

You can see the volume of data that each device has sent and received next to the up and down arrows, since your hub was last
restarted.

Use the Filter link to see different sets of devices - such as all connected or disconnected ones. You can also use the Wireless
connections box to see all devices that are connected wirelessly.

BT Smart Hub

Devices - 1

BANK STATEMENTS . Keeping an eye on your credit card statements
will reveal any compromising security leaks.
Just as with bank statements, small transactions are usually the first indicator, then

once the hacker knows the card is valid they can then blitz it until you've run up a
huge debt. Always check your statements and mark any suspicious transactions.

Send Payment To:

[ PO Box 555
Credit Card Statement Atytown, US
Account Number Name Statement Date Payment Due Date
1234 567 B9O1 Suzy Student 1/15/2005 2/14/2005
Credit Line Credit Available New Balance Minimum Payment Due
51500.00 5500.00 51000.00 $30.00
Reference Sold Posted Activity Since Last Statement Amount
89XBT73 12/12 | Payment Thank You -10.00

TEXY66T | 12/20 12/22
J4XPRRY | 12/23 12/26
23XYO001 | 12126 12/28
T6X0E11 1/8 1/10

SmallTown US | 3524
Whoville US| 63,02
Techville US [697.78
SmallTown US | 24 53

Gas 'n’ Go

Gift Attic
Computer Monitor
Pizza Palace

Current Amount Due

Previous Balance [+]: 18943 :HHHLIJI]

Purchases (+):. 82057 Amount Past Due
Cash Advances #)l Amount Over Credit Line |
Pavments =2l 100 Minimum Payment Due |  30.00

www.pclpublications.com _



5 Protecting You rself)

Top Ten Antivirus and
Security Packages

While the built-in Windows Defender is a great antivirus and security tool, it’s nowhere near as
capable as one of the many third-party security suites. The likes of Bitdefender, McAfee and
Symantec have years of security specialism behind their products.

Better Protection

Athird-party security suite offers much than virus scanning. With one of these, you’re covered against most, if not all, digital threats. Here are ten security

suites worth considering if you’re serious about your digital protection.

BITDEFENDER Bitdefender Total Security security suite from one of
the world’s leading security specialists. This version
offers unrivalled levels of protection and performance for Windows, macOS and

Android platforms. There’s even an advanced ransomware protection element to
help protect your folders.

McAfee Total Protection offers a 100% guarantee of virus

removal, oryou get your money back. There are three main
versions available: Antivirus Plus, Total Protection and Livesafe, each has its own
particular twist, but all offer excellent security features and benefits.

UMc/ . U McAfee

Total Total
Prote Protection

fo

Protection for PC
martphones, and ta

BiaslA R =g Rz i Ricsin Bl s B s
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Norton Security Premium is Symantec’s top choice for

the home user. With it, you can protect up to ten PCs,
Macs, smartphones, or tablets and it'll keep you safe when shopping online,
general surfing, or when conducting transactions.

\/ Norton

by Symantec
NORTON' SECURITY 5
PREMIUM

Dur bést prateciion for your
Fs, Macs, smartphans i fabiats

Out of the three possible solutions available from Webroot,

Webroot Internet Security Complete is the one to consider
for home users. With it, you're protected from virtually any threat, as well as
offering 25GB of secure online cloud storage.

SN G

Internet Security

Internet Security
Complete

LoouazMm

Complete
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(Top Ten Antivirus and Security Packages E

. .

KASPERSKY Kaspersky's Total Security is one of the best go-to
products available on the market. It's great value for
maney and offers superb protection for your PC and other devices. You get

parental controls, secure password storage, encryption and identity protection
all under a single security suite.

TOTAL
SECURITY

ESET ESET Internet/Cyber Security is a comprehensive protection

package for everyday users. It offers online banking protection,
alerts for any malicious attempts to control your webcam and a fine-tuned
balance between security and privacy.

fvast has offered free antivirus software for many years, but its

other products: Internet Security and Premier, are also well worth
looking into. With bath versions, you'll get online banking protection, identity
protection and email protection, all for a reasonable cost too.

-  | t et
v ntern
Interne Security

g, Pl sl SIS

Securit :

st Fbmelt

F-SECURE F-Secure has been in the security and protection business
for alot of years and as such, its products are often
considered one of the best available. F-Secure Total is the top choice for the

home user, as not only does it provide superb antivirus protection, it also offers
aVirtual Private Network (VPN) for added privacy when online.

F "Kur-?
Foecun§

TOTAL SE
TOTAL CURITY
ANDPR: ~ ANDPRIVACY

r

- o

v@c____

; B TREND MICRO Trend Micro Maximum Security offers superlative
EMSISOFT Emsisoft Internet Security is an award-winning security protection for up to five different devices along with

suite that offers plenty of great features and elements. It's
quick, easy to use, cost effective and does an excellent job at protection you
and your devices from modern security threats.

3.
EMSISOFT E EMSISOFT

EMSISOFT

e P
i e, gt =t # -

1L

extended protection for children, Internet passwords and privacy on social
media sites, It's great value for money and performs excellently too,

TREND MICRO"
MAXIMUM SECURITY

Th pte

@ 1rewe

>

@ TREND

TREND MICRC
MAXIMUM st

ALIHNIAS WA W
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Setting Up Windows

Security

Before we dig deeper into the many levels of Windows security features, it’s worth taking a moment
to check that the initial security features are in indeed up and running, and doing what they’re

supposed to.

Are You Secure?

Remarkably, despite having an antivirus client installed, some users aren’t even aware of the default Windows security features. Here’s a quick ten step

process to check everything is working as it should.

STEP . Start by clicking on the Windows Start Button or pressing the
Windows key on your keyboard. Enter security into the search bar
and click the first option that appears in the results, Security and Maintenance.

D @ Filters .~

Best match

Security and Maintenance
Control panel

Settings
¥ Check security status

Change security settings

STEP . This will open the Security and Maintenance section of the

Control Panel. There are two main sections within this page, click
on the Security section to expand it. Ideally all the options within the Security
section should be displaying On, with the exception of Internet Security Settings
which will display OK.

"

4 P & Commsl Paned 5 Sysem and Secusty > Security and Mankenance w|@] | search Cantrot Pane a

Review recent messages and reschve prablems
L detecied iy

Fittrk Fopwnl o
Windizes Frwsll it actioy protacting yeur devics
J eI

Vi peotecton 0
T artia

Intemet securiy settings o
L1l et secarky settings ane et to hei recommended e

Refomh yeur P witheus affecing
ot ks, or reses & wnd at agam.
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STEP3 Should any of the options display No, then you'll need to check

the setting relating to that particular feature. For example, if your
User Account Control (UAC) is set to Off, click the Change Settings link under the
UAC option. The other features can be found via a search from the Windows
Start Button.

"
P b Coniel Panel + Sritem i Secusty » Securty sed Msntenssce v & [ sewon ContralFane P
L
Rieview recent messages and reschve probilems
L
) Chasge User Accsust Cartrol Security
— curity
Ve archived mesages et oo Choose when to be notified about changes 1o your computer
) T p——
iur pretacien
3 ‘Windowa Defends Mdmaya nctify

-1- Hatifyma
o my computer igefault)

ke seaury setings onb ebem spplcations iy fo ks changes
anivvemei secuhy 5t
* it nctty me whan| make changer 1o Misdses
Uses Becirt Cenmsel - setings

UAC Wl vy 20 o]

ot s e

H 0w Can¥ set o posties Hsernotty

b Troutiesheos|
* Find.and f gt

UAC will warn you of any attempt to access a system critical file. If
any malware wants to alter a file, then you're asked if you want to
proceed; obviously you don’t, so you can say no and investigate the issue. There
are various settings to choose from but the second step down from the top is
the recommended.
® User fccount Control Settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more about User Account Control settings

Always notify
=) = Notify me only when applications try to make changes
to my computer (default)
*  Don't notify me when | make changes to Windows
-m.- settings
© Recommended if you use familiar applications and
-1 - visit familiar websites.
Never notify



(gl Close down the Security and Maintenance window, then click the
Windows Start Button and search for Defender. Click the resulting

Windows Defender Security Centre option.

25 O &

Filters .~

Best match

Windows Defender Security Centre
Trusted Windows Store app

Search suggestions

L2 defender - see web results

If you're not using a third-party security and AV suite, then you

need to make sure that Windows Defender is activated and
working. There are numerous options available in the new-look Creators Edition
Windows update of Defender. Each can be selected with a mouse click and
viewed separately.

]

Your device is being protected.

“3 Ak

Virus & threat Device performance & Firewall & netwark App B browser contral Family aptions
pratection health pratection fou're ung the My famiy
M acting nesdsa Mo action nesdsc Wil Firswal s on. Iessterdat settrg us

STEP7 Click the Virus & Threat Protection option. This will open a new
window allowing you to perform a Quick or Full Scan of the

system that details the number of threats found and the number of files scanned.

O Virus & threat protection

= & Scan history

= 42924

Advanced scan

% Virus & threat protection settings

ou are uing the Miciosofts recaminended sottings.

3 Protection updates

Pratection delinitlc p o date

Setting Up Windows Security

m

v

STEP 8 If you click the Virus & Threat Protection Settings option, you
can further opt to improve the system protection. Make sure

that all the sub-options are set to On and scroll down to define the program’s
default Notifications.

% Virus & threat protection settings

View and update the vins & fhreat protection sattings for Windaws

@ O

Cloud-based protection

o and fester Hiar with access 1o the lates

n the clou

Prrvacy statement
Returning to the main Virus & Threat Protection page, you can
click the shield icon from the strip to the left of the screen; then
click on the Advanced Scan link, located under the Quick Scan button. Within are
options to run a Full System scan, a Custom scan (of a network location, for
example) or an Offline scan.

Advanced scans

G Home Run & full, custam or Windows Defender Offine scan,

I O Vinss & threat protection

@® Fullscan
Checks all files and running programs on your hard disk, This scan
could take longer than one hour.

% Device performance & health

Oy Firewall & network protaction
O Custom scan

B App & browser control Choase which files and locations you want to check.
O Windows Defander Offiine scan

' Family optians . .
R Some malicious software can be particularly difficult to remave from

your device, Windaws Defender Offiine can help to find and remove
them using up-ta-date threat definitions, This will restart your device
and will take about 15 minutes.

Lastly, click on the Firewall & Network Protection from the icon

strip to the left. Again, if you’re not using a dedicated, third-party
security suite, make sure that the Private and Public Firewalls are set to on, thus
protecting your system from unwanted intrusion.

1l

&) Firewall & network protection

@ Home Wiew network connections, specify Windows Firewall settings and
froubleshioot network and internst problems.

O Wirus & threat protection

@ Device performance & health %8 Private (discoverable) network

Firewall is on:
Network is connected.

Fireveall & network protection

B App & browser conirol
3 Public (non-discoverable) network

Firewall is on,

Network is not connected,

% Family options

Allow an app through the firesall
Network and Intermet troubleshooter
Firewall notification settings
Advanced settings

Restare firewalls to default
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5 Protecting You rself)

Why Updating is Important

Continual updates, rebooting after an update has been installed, then the inevitable second reboot
straight after the first to apply the update: it’s little wonder people stray from the regular update
checks. Whilst it can be a pain though, keeping things up to date is a top priority.

Update, reboot, update, reboot

Updates may well be the bane of the modern computer user but they are there for a reason. It’s not the 8-bit era anymore, we need those updates to help
protect our security. Here are 10 reasons why they’re important.

PATCH VULNERABILITIES Windows updates patch recognised BROWSER UPDATES Windows comes with many different
security holes in the core system. Many programs to make it a more appealing

of the viruses around today exploit a vulnerability in the Windows code that environment. They include Internet Explorer and Edge browsers. As a part of
hasn’t been fixed yet. So when an update comes along, that potential flaw will be Microsoft, these will need to be in tip-top working order to help prevent any
ironed out. modern Internet-borne viruses from entering the system. Daily update checks

will keep things in shape.

poia B #* =

Faster than both Chrome and Firefo

EXTRA SECURI . In addition to potential security glitches in the
code, often an update can contain an extra level of

security that's been programmed in by the developers. For example, the code

DEFENDER UPDATES Windows Defender and its other security
that handles remote desktop requests has had a security patch but another code elements will require at least one update a

that handles the authentication is hardened as a result. day to keep up with the latest virus definitions. This is a much needed aspect of

updating, as even if you only go online once every so often, being protected from

Your device is being protected.

g=9

owsercontrol  Family options
* TG ho o Sy

locally spread malware (USB drives etc.) is equally important.
iy (
v 3 B 3

? Mirus & threat Digvice performance & Firewall & network
protection haalth protection
N action readad 0 action eded Windaws Frewsh |

www.pclpublications.com
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FIREWALL UPDATES To expand the last reason, the Windows
Firewall is one of the first layers of security on
your system. With it, access to your computer from another source is monitored

and even blocked, stopping potential threats before they even hit the virus
defence layer. Updates make sure that the Firewall is up to scratch for the job.

1}

" Firewall & network protection

View network connections, specify Windaws Firewall settings and
troubleshact network and Internet problems,

Q
@ Private (discoverable) network
Firewll (5 on,
L Network is connected.
B8
¥ Public (non-discoverable) network
o

Firewall is on,
Network is not connected,

Allow an app through the firewall
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OFFICE PATCHING It's not just the Windows core files that require

regular updates, if you use Microsoft Office that
can be a part of the overall Windows update schedule. There are vulnerabilities
in Office too, which when exploited can allow malicious code in the system.

Tick the Give me updates for other Microsoft products box in Windows Update’s
Advanced Options.

& Advanced options

Choose how updates are installed

Give me updates for other Microsoft products when | update Windows.

D Use my sign in info to automatically finish setting up my device after an update,
Learn more

Privacy statement

Choose how updates are defivered
Maote: Windows Update might update itself automatically first when checking for ather updates,

Privacy settings

|
SIGNED DRIVERS As well as Office, Microsoft provides base-level
drivers for most of the hardware available today.

These drivers are signed and verified as safe, so any new piece of hardware
installed will work and will be safe according to the driver protection engine.

ﬁ Device Manager

File Action View Help
e | @B Hm B hX®
v ﬁ Windows

> i‘ Audio inputs and outputs

> E Computer

> wm Disk drives

~ [ Display adapters

I3 NVIDIA GeForce GTX 1080

> BE Firmware

> Human Interface Devices Di

> @ IDE ATA/ATAPI controllers

> Keyboards

> D Mice and other pointing dey

> i Modems

» [ Monitors

> B Network adapters

> [ Portable Devices

> i@ Ports (COM & LPT)

» [ Print queues

e device

Uninstall device
Scan for hardware changes

Properties

CWhy Updating is Important
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GENUINE SOFTWARE Non-genuine copies of Windows have been
athornin Microsoft’s side since illegal file

sharing on the Internet gained popularity. These days the act of downloading
something illegal is rampant. Windows updates ensure that you're using a
genuine copy of the OS, which will ultimately secure you PC against threats
from pirated copies.

ask for , ~

genuine

Microsoft
software

©000000000000000000000000000000000000000000000000000000000000000

Microsoft has big plans for the future of
Windows, it’s often mentioned that this will be

the last full version of the OS as they will be running Windows as a service as

opposed to different versions over time. This means it will be a constant update

cycle with adding or removing of features. Updates ensure you're running the
latest versions.

STREAMLINING CODE Updates not only patch any vulnerability,
they can also free up system resources by
improving the code and streamlining the available resources. In short, if your

computer is performing better, then it can easily handle background virus and
threat scans without affecting what you're doing.

-

® peterm

@ File Action Veew Window Help - =%
=% 2 EDw Hm
(& Pefumance HrB~- X7 0B | NM
[ Manitoring Tecls
=
[ Dirte Cllestor Sets
@ Reports
%0-
L
L
50-
oD

L i

ORISR OIS0 DRISI0 ORIBAD  ORIBN DRINSD  DRIE08 ORIET DRIE

DHIEN ORIEST
Last 172 Average 120 M | BI00 Masirs SE0D Durstion | T
Sow  Color Scale Counter latance  Parent Ohject Computer
" == fiteers
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5 Protecting You rself>

What to Keep Updated

and How

Discussing updates is one thing but how do you go about making sure that you have the latest
updates and that all the necessary components are being updated correctly? Thanks to the
improved update process of Windows, this is surprisingly easy.

Keeping Up To Date

Whilst it’s easy to update Windows, there are elements that can be missed. We've already mentioned that it’s not only Windows that needs updating but also

software and drivers.

STEP 1 The first port of call is undoubtedly Windows Update. Click on the

Windows Start button followed by Settings, the cog icon just
above the power icon on the strip to the side. This will open the Windows
Settings interface, locate the last entry, Update & Security and click it.

STEP 2 By default Windows Update will automatically check for,
download and install updates for the core Windows files. You can
check for any on the spot by clicking the Check for updates button; and you can

see what’s already been updated by clicking the Update history link under the
update button.

S Home Windows Update

Update status D you hawve & question

| Update & security

@ Vour device s up 1o date. Last checked: yesterday, 09:35

Make Windows better.

|o Check for updates G s fondback
W Windows Defercer
| Update histar
T Bacp
Update settings
| & Troubleshoot
we' eqton
| mecovery [wbre changpes may spnbyh. I that case, we'd sutoensticaly dowricad only thase
upckites requined 10 keep Windows nnning smohly.
@ Activation e -
e ans

A Find My Device

B Fordevelapers

Loaking far infarmatian abaut the lstest updates?
P Windows Irsicer Programme:
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STEP3 If you click on the Advanced Options link under the Update
Settings section, you can then tick a box that enables Windows
to automatically check for updates for other Microsoft products, such as Office

and so on. It's recommended to make sure the box s ticked, for better security
and protection.

@ Advanced options

Choose how updates are installed D you have & quesstion?

| M8 Give me updates Bar other Micrasolt products when | update Windews.

[0 s my sign in infa to autamasically finish setting up my device after an upciate.
Lo o

STEP 4 Within the Advanced Options page click the link for Choose how

updates are delivered. This page details the way Windows
updates can be pushed to other computers on your network, or even the
Internet. Whilst it's a grand idea, there are concerns over privacy from some
factors of the community. It's your choice but we prefer this option is Off.

& Choose how updates are delivered

Do you have a questia
Get help
| Updates from mare than one place

| Downloas and apps f #Cs in addition
| o Miorosoft, This can help speed up app and update downlcads,
Leam more

| Wihven this is turned an, your PC may alsa send parts of previously

| cownloaced Windows updates and apps ta PCs an your lol
netwark or PCs on the Intemet, depending on what's selected
belaw,

& on
Get updates from Micresaft, and get updates from and send
updates to

| () ees an my local network

() PCs an my local network, and PCs an the Internat



STEP ' Hardware drivers are usually automatically updated by Windows

Update but whilst signed by Microsoft the drivers themselves
aren’t always the latest versions. Therein lies a problem: even though signed, the
MS drivers won't utilise the hardware as well as the driver developed by the
hardware manufacturer.

STEP ;u. In such cases it’s often best to use the hardware manufacturer’s
driver, as thisis more up to date and features security patches as

well as performance updates. For example, if you own an Nvidia graphics

card right-click the Nvidia icon in the taskbar and select Open Nvidia

GeForce Experience.

KBS Open NVIDIA GeForce Experience
B Open NVIDIA Control Panel
Check for updates

Update notifications ¥

B NVIDIA Control Panel

Exit

STEP . The Nvidia GeForce Experience allows you to improve in-game

graphics and check for the latest drivers. Usually this is done
automatically, and you are notified of any available drivers. However, If you want
to check manually, click on the Drivers tab followed by Check for Updates.

DRIVERS

<What to Keep Updated and How

Sy aXei Third-party programs and applications also require regular
update checks. Again, this is usually done automatically; when
you launch the program in question it often checks for the latest version. If

not, look for links such as Check for Updates or similar, usually in the Help,
About or even under the File menus of your favourite app.

@ Oracle VM VirtusiBox Manager - o x
File | Mchine  Help
& Preferences_ Cirle G
Gl mport Apprance.. Cirl+|
(#) Export Applance. Cirls £ — =
(] viual Mecia Manager... CrlD Hare; Linux Mt Crngmen
& Hetwork Operstions Manager... Opersting Systen:  Uburiu (6+-08)
& Check for Updates.. M System
b Reset All Warnings ;{Immmr 2048 M8 Linux Mint Cinnamon
semssors:
it " Boot Ortier:  Plopoy, Opbicel, Herd Disk
AW i Mocslerais  VT-afAVELY, Mestad Page, KIM
[‘% @ Poveres OF Paravkaskaation
Linux Mint KDE
@ Fomered off Ell pisplay
i Vides Messorys e
[SF woea Acseleratior: E
(] @ Powered OF flzmote Bezkinp Server:  Disabled
Video Caphure: Discbied
[T Ubuntu 17.04 —

STEP9 If you've attached some hardware and Windows hasn’t been able

to load a driver for it, and there isn’t any documentation detailing
the driver (this often happens with hardware purchased from eBay and the like),
then you'll need to hunt one down. Start by locating the device’s product name
and number and enter itinto a search engine.

Sound Blaster Products - Greative Worldwide Support

support creative comkDiShowAricle aspx?sid=10846 »

2 May 2016 - Keywords | Key Phvases: Creative Sound Blaster, Creative sound cands, X-Fi sound
Sound Blasterdxx (S8 8), SB1380 . Sound Blaster Livel5 1, S8 0101 . S0
5 - Windaws - Driver Aailabdity Chart

‘Windows® 10 - Software Availability Chart - Creative Worldwide Support
support creatve comkb/ShowArticle aspr?sid=126331 =

Keywords | Key Phrases: creative, Windows 10 driver, Windows 10 support, driver . Sound Blaster
Digital Music Premium HD / B %Fi HD ... 581380

Creative Werldwide Support > Sound Blaster X-Fi Gol Pro
supy ort creatve com/.._ProductDetails. ZISPK'* Sound+Blaster_ Sound+Blaster.. *
s downlaad containg the driver and applicationis) for use with your Sound Blaster® XFi™ Gol Fro

Fraatiue Wadduids neart = Sand Bisetar Biad

Sy =Rl You can often force Windows to locate a driver by right-clicking
the Windows Start button and choosing Device Manager from
the menu. In the Device Manager window, select the hardware you want

updating, right-click it and select Update Driver.

% Device Manager - =] X
File Action View Help
e mE EmBEX®
v & Windows
i Audio inputs and outputs
[ Computer
= Disk drives
I Display adapters
¥ Firmware
) Human Interface Devices
=@ IDE ATAVATAP| controllers
E= Keyboards
{ Mice and other pointing devices
B8 Modems
I Monitors
I Network adapters
0 Portable Devices
i Ports (COM &LPT)
= Print queues
[ Processors
1 Software devices
~ i Sound, video and game controllers
i NVIDIA High Definition Audic
i MNVIDIA Virtual Audio Device (Wave Extensible) (WDM)
i Realtek High Definition Audio
i Sound Blasterfox SBX £
S Storage controllers
im System devices
§ Universal Serial Bus contro

Update driver
Disable device

Uninstall device
Scan for hardware changes

Propertics
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5 Protecting You rself>

How to Secure Your

Web Browser

The web browser is possibly the weakest link in the entire security chain. It’s the software product
that’s on the front line, the one that will inevitably bear the brunt of any Internet attacks and as such,
attackers focus a lot of effort on making the browser a portal into your system.

Safer Surfing

Securing your web browser isn’t too difficult. There are plenty of options available, including some third-party add-ons you can use to improve security. For

this tutorial, we’re using Chrome.

STEP 1 Start by opening Chrome and clicking on the three vertical dots in

the top right of the browser window. This is the link to the
available options; from the list choose Settings.

& Bate
|}
' e
s
& Five - oo 5 Googw Dea @ Drovwes 1 o Opt Swn ot
3 o it
-] v a B T e
ceccccccccce cccccccccccce cccccccccccce eccccccsscnse eccccccscccce .

It's generally recommended that you sign into Chrome using a

Google account, as this can greatly improve the overall security of
the browser. For example, when you sign in, under the Sign In section in Settings,
click on the Advanced Sync Settings button, the first option available.

£ Settings x

(= c 0 |G Chrome | chrome://settings

Chrome Settings
Extensions Sign in
I Settings Signed in as Manage your synced data on Google Dashboard.
| Disconnect your Google Account... || Advanced sync settings... |
About
On startup

) Open the New Tab page
(@) Continue where you left off

) Open a specific page or set of pages. Set pages

m www.pclpublications.com

[yl With the Advanced Sync Settings box open, select the option for

Encrypt all synced data with your own sync passphrase. Enter a
secure passphrase you can remember in the boxes provided and this will
enhance the security of all data synced between Chrome and the Internet.

[ (I S bl

£ 008t e o

STEP 4 Look to the bottom of the Settings page and click the link for
Show Advanced Settings. The first new section to appear under
the Advanced settings is Privacy. Start by clicking on the Content Settings button.

Privacy

| Content settings... /| Clear browsing data... |

Google Chrome may use web services to improve your browsing experience. You may optic

services. Learn more

[ Use a web service to help resolve navigation errors

W Use a prediction service to help complete searches and URLs typed in the address bar
[ Use a prediction service to load pages more quickly

|| Automatically report details of possible security incidents to Google

|#f| Protect you and your device from dangerous sites

|| Use a web service to help resolve spelling errors

|| Automatically send usage statistics and crash reports to Google

|wf Send a "Do Not Track™ request with your browsing traffic
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STEP 5 Content Settings allows a greater degree of control over Cookies,

JavaScript, Flash, Pop-ups, your computer’s microphone and
even the webcam. It's an extensive list so we can’t go into all the options within
this limited space. For maximum security, disable JavaScript and Flash and
make sure the mic and webcam are protected too.

e

L T e see—— L
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Click the Done button when you're finished with Content

Settings, to return you to the Chrome Settings page. Within
Privacy still, ensure the last option, Send a “Do Not Track” request, is ticked. This
will stop any tracking elements from monitoring your browsing activities.

Privacy

Content settings... || Clear browsing data...

Google Chrome may use web services to improve your browsing experience. You m;

services, Learn more

&

Use a web service to help resolve navigation errors

Y

Use a prediction service to help complete searches and URLs typed in the addre

LY

Use a prediction service te load pages more quickly

Automatically report details of possible security incidents to Google
Protect you and your device from dangerous sites

Use a web service to help resolve spelling errors

Automatically send usage statistics and crash reports to Google

00O

Send a "Do Not Track” request with your browsing traffic
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STEP 7 Just under the previous step’s tick box, it’s also recommended to
untick the two Passwords and Forms boxes that offer to enable
Autofill and Save your Passwords. Whilst it's a pain to constantly enter

passwords, this will stop any hijack Chrome attacks from gaining your usernames
and passwords.

Passwords and forms

[[J Enable Autofill to fill out web forms in a single click. Manage Autofill settings

[ offer to save your web passwords. Manage passwords

How to Secure Your Web Browser

©000000000000000000000000000000000000000000000000000000000000000

STEP 8 Under the Downloads section, it's an idea to tick the box Ask
where to save each file before downloading. Again this can be a
bit of a pain for the user; however it stops malicious background downloads

from infecting your system, giving you more control and the ability to stop
the process.

Downloads

Download location: | C\Users\david\Downloads

[ Ask where to save each file before dow nloading

©0000000000000000000000000000000000000000000000000000000

To the left of the Chrome Settings page you can see links for

Extensions, Settings and About; click the Extensions link. With the
Extensions page open, scroll down to the bottom and click the Get More
Extensions link.

Chroms Extensions
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STEP 10 With the Chrome Web Store launched, via the Extensions link,
search for Adblock Plus. Within the results, click on the Add to
Chrome button on first option for Adblock Plus. This will install an advertising

blocker within Chrome, securing you from any threats from Internet advertising.

Do the same for Blur (an anti-tracking add-on) and HTTPS Everywhere.

! Rt
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g Protecting You rself>

How to Secure Your
Home Network

We’ve mentioned previously that an attack doesn’t always come from the other side of the globe
but can indeed be a little too close to home at times. Home network hacking is possible with the
simplest of tools available on the Internet, often even just tapping into a cable.

Network Protection
Without being too paranoid, it's remarkably easy to get into a neighbour’s home network. If you live in a block of flats or you use powerline adapters, you may
need to consider these ten steps for better network protection.

000000000000000000000000000060000000000000000000000000000000000 6 ©000000000000000000000000000000000000000000000000000000000000000

Yo RN R SN0 20 The most common entry point to gain access DIIYN=I M=) 5 [@28) It can be a pain but try disabling DHCP on your router
to your network is via the router. The router and opting for static IP addresses. Every device that

from your ISP may well be offering the latest forms of encryption but it doesn’t connects to a DHCP router will receive an IP address. By eliminating that you get to
take a genius to trawl the less reputable sections of the Internet to obtain a list of specify the address range available. It's not fool proof but it's worth considering.
passwords. Therefore, change the default username and password to access it. E‘r@ BT Srart Hub Manager
Mydevices | [Ped configntion | Addresstatis e ]
Hub gateway IP addrass
@ 1P addresz 192.168.1.354 jl
I jou've forgonsen your admin pasywond or
o't ingin prss tha Ml butten bl @ Subnet mask; 1553553550 |
DHCP sarver
=)
@ anthoraentice: ([l on ]
() Server address range:  Custom
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(D Start adivesi; 192.168.1.2
VYoV \p) 0] =SS \[ef) Most routers these days come with a form of — — =
authentication called MAC (MediaAccess Code) ||, . . iuvuuiurenruensansusenrasensaensensasensassnsessasenss
address filtering. Every networkable device, computers, tablets, games consoles, According to Trust 's 2013 Global Security Report
come with a unique MAC address. The filtering allows you to enter the MAC POWER OFF CCOTAINg To TTUstwaves obal security Report,
) many home network hacks are conducted when the

addresses of your devices, so only they can be used on your router. Consult your ) ) ! .

) : household is away or asleep. This leaves the hacker with ample opportunity to
router documentation for more details. . o . .
steal bandwidth and view files you may have on a NAS drive. The short, simple
T — solution is to power off the router at night and if you go out for the day.

Wireless , Access Applications
Wireless Security Restrictions & Gaming

| Wieless MAC Fiter |

Wireless MAC Filter

Wireless MAC Filter @ ® Epaple ' Disable

Prevent : ) Prevent PCs listed from accessing the wireless

Permit only ® Permit only PCs listed to access the wireless network

[ uilinksys.com/files/WRT54GL/4.30.0/WirelessMAC-Listhtm

MAC Address Filter List

Enter MAC Address in this format : xxxoootoooo

Wireless Client MAC List

MAC, MAC,
01 :|1234567830] ] 1] |
MAC, MAC,
02z | 12z |
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Powerline adapters are an excellent

resource for connecting wired
network devices, without trailing lengths of cable around the home. However,
depending on the adapter, it is possible to use another adapter to gain access to
yours. Newer homes are common where you’re able to pick up another network,
so use the encryption button if the adapter has one.

Cabling a home with Ethernetisn’t a difficult

project, this offers faster connection speeds
than that of wireless; but if you’re living in shared accomodation or a flat block,
make sure that any unseen cable lengths can’t be access by a neighbour. It’s
easy enough to splice into an Ethernet cable and steal bandwidth.

Consider using a network mapping program,

such as Open-AudIT, to gain a better
understanding of what devices are attached to your network. Become familiar
with the addresses, manufacturer, model IDs and so on of every connected

object. That way, should anything new appear, you'll know it’s not something
you allowed.

Administratar
I» Logout

HOME QUERIES ADMIN HELP

List Devices

[Hustnames L vevcrorions i agureise 1yve Jos soevce o lap ]

systen-1 Workstaton ir2a601 @ MicrosoftiR) Windows(R) %P Professionsl  17236.0.0, A%, Windows, XP

sratem-10. 1T2ah0.10 (@ Debian Sarge 17226,0.0, 48, Debian, Liux:

stern-11 AN, Linux, Virtusl
Status prodution
Syateen-2

o Hanufactyrer WMmare, Inc- 7 Ultimats 12226,0.0; A3, Win7, Windows

(Gl wmware Mool UMarn Vi Fatfoem | 2 -
Bpstamn=3 artal 1234511 ATZA6,00, A5, Linux, Ubuntu

Form Factor Cther =

syatam-4 10.255 0.0, A%, Printsrs
SERtam=S | Printer 10.255.0.5 4 HP Lasarier S1000 10.255.0.0, AK, Printers
spitame6 | Workstabon  192.168.0.6 e MicrosofiR) Windows(R) 4P Professional  192.468.0.0, All, Windows, ¥P.
srstem-T 10,255.0,7 @ | Micropoft Windows 2000 Sarver 10,255.0,0, AY, Win 2000, Win Svr, Windows
system-4 Router 192.368.0-8 as Cisco 1841 Router (105 win L}
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How to Secure Your Home Network
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Sharing resources and files from one computer to

another is perfectly fine but consider sharing less if you
live in close proximity to others. Once a hacker has gained access to your
network, getting to any shared folders you have will be a doddle. In extreme
cases don’t share anything but generally tighten password control.
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REMOTE ACCESS Remote administration on both the router and
computer certainly help you out when you're not at
the keyboard. Perhaps you connect to your home network from work? Whatever
the reasons, it does leave a potential gap in your home network security. Consider
closing it completely or double-checking the authentication is top notch.

System Properties X

Remote Assistance Settings *

You can set limits for the use of Remote Assistance on this computer.
Remate control

[#] Allow this computer ta be controlled remately

Invitations

Set the maximum amount of time invitations can remain open

|6 v‘ |H<x.|rs v

O Create invitations that can only be used from computers running
Windows Vista or later

Lok || comedd || hey

VISIBLE PORTS Ifyou run a small office make sure that all your wall
ports are located in areas where they are secure.

Behind desks and generally away from where the public or any visitors may be
able sneakily plug a laptop in.
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5 Protecting You rself>

What are Wireless Security

Standards?

Wireless security has adhered to a number of standards since 1999, each improving over
the last due to the ability for a then-modern computer to hack the security levels behind
them. Tighter controls are needed as computers and the way they connect have become

increasingly more complex.

WEP, WPA, WPA2, [EEE...

Amid the confusing acronyms lies a logical progression of wireless encryption and security protocols. Whilst at first they seem bewildering, it’s quite

interesting to learn of their history.

The technology behind delivering a wireless network has evolved over the last
couple of decades and so has the ways and means in which to secure it all. It’s not
just simply down to choosing a password that no one is likely to guess, you need
to make sure that data and connection to a wireless network is encrypted to the
highest possible standard.

IEEE

The Institute of Electrical
and Electronics Engineers is the
organisation responsible for setting
the entire wireless security industry, and
data communications standards. It was
founded, surprisingly, back in 1963 and
isregarded as the largest association
of technical professionals in
the world.
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These standards are always moving forward and like most elements of the
technology industry they come with a bewildering cocktail of acronyms and
meanings. Encryption and all things security can be a confusing topic, even for
experts. Here are the current, and most important, terms you should be familiar
with when talking about wireless security standards, wireless networking and the
hardware that lies between your wireless communications.
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802.1x
) AW
Youve no doubt come \\\\\\\\\\
(\\
across the numbers 802.11 when aw

looking at wireless-based and networking
documentation but what on earth does it
mean? 802.1x is the IEEE standard for providing
authentication and controlling user traffic across
wireless and wired Ethernet-based networks. It's an
ideal application for providing authentication for
wireless networks, as it requires very little processing
power from the authenticator: the actual wireless
access point. The better the standard, ending
with a, b, g, n, ac and so on, the higher
the speed of communications
between devices.




What are Wireless Security Standards?

WPA2 is the upgraded
standard security technology of WPA. It's
designed to offer the user an impressive 256-
bit encryption key, which is virtually uncrackable
unless you're a secret research lab with a few billion
dollars to spare on quantum computing and dedicated
hardware decrypting processors. There are also different
sub-standards within  WPA2, with AES (Advanced
Encryption Standard) and TKIP (Temporal Key Integrity
Protocol), both of which are encryption methods,
along with the lesser used CCMP (Counter
Mode with Cipher Block Chaining Message
Authentication Code Protocol).

WEP

This is the original wireless
encryption security standard, Wired
Equivalent Privacy. Whilst the protocol

worked for the late nineties wireless networks,
it was soon overshadowed by the ever increasing
power of the average computer. WEP uses a 40-bit
standard encryption key, which is a key consisting of
either 10 or 26 hexadecimal digjts. That sounds like a
lot of possible keys to crack but a modern, powerful
computer would be able to break 40-bit
encryption in around 30 seconds; compare
this to months for a computer in the
late ‘90s.

\\\\\\\\\\\\\\\\\\

Access
Point

Talking about access points, this
is the hardware that acts as a receiver
or transmitter for the wireless signal and
network. It can physically be a number of
different components, such as a router, switch
or powerline adapter but essentially it’s the
hardware that converts a wired Ethernet
network to a 2.4GHz or 5GHz wireless
signal and vice versa; it's also
referred asthe WAP, Wireless
Access Point.

WPA
Replacing the WEP standard,
WPA (Wi-Fi Protected Access) provided
a much needed improvement for the ever
advancing march of security. It became the
standard in 2003 and offered the user either 64-bit or
the more adept 128-bit key levels of encryption. A 64-bit
key attack would take several lifetimes when it was first
introduced; these days it’s estimated that it would take
several months, maybe less if the attacker used several
computers working as a cluster. Naturally 128-bit key
lengths are mind-numbingly more complex and even
by today’s standards, the theoretical process of a
brute force attack would take more time than
the universe has estimated left to exist.
Which is a very, very long time.
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5 Protecting You rself>

How to Secure Your
Wireless Network

It may seem a little far-fetched but it’s not unfeasible for a hacker to sit outside your house with a
tablet or laptop and gain access to your home network via the router’s Wi-Fi signal. Understandably
it’s quite rare but it’s worth considering beefing up your protection.

Wi-Fi, Lock and Key

Alot of the standard tips on protecting your Wi-Fi merge with those of protecting your wired network. It’s common sense mostly and keeping an eye on

what’s going on in your own network.

ADMIN PASSWORD All routers come with a generic username and
password. Depending on the model and

manufacturer of the router, it's surprisingly easy to get hold of the username and

password. For example, view www.routerpasswords.com and choose your router.
With that being the case, change the administrator username and its password.

RouterPasswords.com

Weitome et

Select Rouser MansARcturer.

Model Pratacol Usermame Password
F5DE130 SNMP {nane) MinAf
FSOT150 Rev. FB MuLm nig ‘admin
FSDB233-4 HTTP {blank) {iank)
FsOT23 HTTR admin {blank)

¥ you cant find the exact moded of the rouler you are looking &0, iy
PAKFWOMS BET4S ARfaranA Modks

Ususaly, vendors use the same of simi

©000000000000000000000000000000000000000000000000000000000000000

ISP PASSWORD ISP supplied routers tend to have their own set of
usernames and passwords. Although these are more

secure than that of the default set, they are still obtainable from the more dubious
quarter of the Internet. A potential hacker will easily be able to get hold of sets of
passwords, so where possible change the ISP default username and password.

!5 Please enter the admin password

If you've forgotten your admin password or
can't login press the ‘Help’ button below

m www.pclpublications.com
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CHANGE SSID The Service Set Identifier (SSID) is the name of the
router that’s broadcast so you're able to locate and
connect to it. Most routers will display the name and ISP, or the make and

model, making it easier for a hacker to find the information they need to gain
access. It's recommend therefore to frequently change the SSID.

sT@

BT Smart Hub Manager

[ Changesettings | [ Back |

Fierm yau cai e yous BT Sevart Huf's wirwless setiings, (Fyow want dickon & g o g the
set-up.

2.4 GHz and 5 GHz

2.4GHz - Smart [Channel - 11)
SGHz - Srmart (Charmel - 361
(D Metwork name:  ETHUSE

(3 wes: On
(D Band steering:  OF

(@ Security type:  WPA2 [Recommended)
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HIDE SSID It's also possible to select an option to hide your SSID from
being broadcast. Whilst this doesn’t stop it being hacked, it
does make it a little more difficult for someone who's casually looking around for

networks to access. You'll need to consult your router documentation to find
how to hide your SSID for make and model.

LINKSYS'

A Division of Cisco Systems, Inc.

Wireless Acce

Setup Wireless | Security Restrictions
Wireless Settings

applications
& Gaming

ACFiter |

Wiireless Metwork Mode: IDiSab\Bd 'I
Wireless Metwork Name (SSI0) I
Wireless Channel: IT =

Wireless S50 Broadoast  Enable ' Disable

Save Settings

Cancel Changes
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USE WPA2 Most modern routers will already come with the latest
security standard enabled, WPA2; but there are instances of
some routers defaulting to a lesser security type for the sake of device

compatibility. It’s essential that you ensure your router is using the latest and
best form of encryption for your protection.

{ ) Setthe wireless security

©000000000000000000000000000000000000000000000000000000000000000

OUTER FIREWALL The firewall that comes with Windows is good
but the firewall from third-party AV software is

even better; and for extra protection, make sure that the router’s firewall is
enabled and doesn’t have any potential leaks.

BT Smart Hub Manager

> Fireual

Port forwarding Canfiguration

Port forwarding ks wsed by devices; such as games consoles, and apgplications; such as servers, 1o make sure that data coming
fram the internet gets to the devics that needs to wse it When Port Farwarding s enabled, your BT Smart Hub will send all
for that pame 1o dewice.

To see a list of the most commen port forwarding rules click the button,

| Gotthe BT ot Forwarting page

| Create a new port forwarding nule

|| show P acdeess el

Rule name

' 2 F
| 43401 | 43404 | | 43401 |+3-m||

| Skype LUDP 21 192,188.1 ||

@ ®

| |43s0r) | s3901| | 43001 | 42908 | 1

| Skyps TCPat 102 168.1 i|

eec0cc00cccccccccccce
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DISABLE GUEST Some routers come equipped with the ability to
allow a guest network. This enables users to
connect to the router without requiring an encrypted password. Obviously this is

a potential huge gap in your home network security. If you have no need of a
guest network, then look to the documentation on how to disable it.

Bo0 NETGEAR Reuter WHDATADD

Home s Guast Network Sattings
[vcancur”
inturnat .
Warsiees BetingaiZ e Lin)
Wirslews * o s Ntk
Erente S50 Brescomt
Adtached Devices A b

Ak (it 35 sccess My L Haswer:
o ¥ Erme Ynks soion
a1 ¥ienan Natween Nars (5T

Securmy Ostans
IS
Iovsea

LS
WA [THIF « WA P AES]
IR Brintsien

Varaisaa Satings {35k 30|
7 Erati Geret et
7 Eracte 3210 Drsaccaa
vt ks ters
Akt a1 seceas Wy Lo P,
= Enaciy Worvina wolnn
Chrmt svrmes e e (5507

e e |

HELF & SUPPOAT =

SEARCH HELP [ENEH

=

How to Secure Your Wireless Network
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ROUTER RELOCATION Most users will have their router located

in the living room, near the master phone
socket. This means that not only will the router broadcast through the house,
it’s also broadcasting over much of the street in front. Consider placing the

router in a more central location of your house. This offers great coverage,
whilst limiting its signal reach beyond.

©000000000000000000000000000000000000000000000000000000000000000

DISABLE WPS The WPS button on a router and a device will allow
easy pairing of the two without the need to enter the
encryption password. This is certainly convenient but someone who may gain

physical access to your router will be able to pair their own device. Look to
turning off WPS in the router’s settings.

BT!\‘ BT Smart Hub Manager
Home » Advancedsettings » Advanced wireless

You can use this page to customise your wireless settings.
To manually set wireless channels or disable one of the wireless bands click the Separate bands button first.

If you make any changes on the page remember to click the Save button.

@ Separate bands

2.4GHzand 5 GHz

@ Wireless:
2.4GHz - Smart (Channel 11)
2) Channels:
O o 5GHz - Smart [Channel 36)
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MAC FILTERING Filtering MAC addresses was discussed previously
but it’s worth repeating with regards to wireless

network security. By filtering those devices that are allowed to connect to your
router, and keeping an eye on what’s connecting, you're able to control your
security to a far higher degree than usual.

Wireless-G Broadba

Wireless Access

Applications

HasED & Gaming

Security Resfrictions

| Wireless MAC Filer |

Wireless MAC Filter

Wireless MAC Fiter © @ Epable ) Disable

Prevent -

) prevent PCs listed from accessing the wireless

Permit only ® Permit only PCs listed to access the wireless network

[ uilinksys.com/files/WRT54GL/4.30.0/WirelessMAC-Listhtm

MAC Address Filter List

Enter MAC Address in this format © xxxxxxxxxxxx

Wireless Client MAC List

MAC, MAC,
01:|1234567890] ] ]
MAC, MAC,
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5 Protecting You rself)

What is Encryption?

We’ve mentioned encryption and its impact on your privacy and security, but what exactly is it?
The definition of encryption is ‘the process of converting information or data into a code, to prevent

unauthorised access’

Kryptos Communications

To better understand encryption it’s worth taking a moment to learn about its origins, how it’s been developed over the years and how it applies to our

modern communications.

The word encryption comes from the ancient Greek word Kryptos, which means
hidden or secret. Interestingly, the use of hiding messages from others can be traced
back to early Egyptian scribes who inserted non-standard hieroglyphs within other
communications in order to hide the message from casual viewers. According to
historians the Spartans used strips of leather with messages engraved. When the
strips were read they were meaningless but when wrapped around a staff of a
certain diameter the characters would be decipherable.

Of course, the modern forms of encryption are far more advanced but the overall
core concept has remained the same: to be able to send a message to others
without anyone else being able to decipher it. However, modern encryption now
requires more than simply sending coded messages. Not only is confidentiality
required, encryption must perform a level of authentication, so the origin of the
communication can be verified; integrity of the communications, where both
the sender and those who receive the communication can be ensured that the
message hasn’t been altered in between; and some form of nonrepudiation, where
the sender cannot deny having sent the communication in the first place.

During the early digital age the only users of encryption were the government and
military, and as such between them they created a set of algorithms and standards
to protect the communication on the battlefield and from one government agency
to the next. These algorithms grew in complexity as technology advanced and it
wasn'’t long before the military-based forms of encryption were being used in
commercial modes of communications. Within a few short years, bank transfers,
cash withdrawals and data sent to and from modems began utilising these

new protocols to protect sensitive information.

Today we're regularly seeing and using devices that boast ‘military
grade 256-bit AES’ forms of encryption, a standard that is regarded
as nearly impossible to break without spending billions on
specialist hardware and software. In plain English, the modern
formofencryption takes data and passes it through an algorithm
together with a key. This creates a garbled file of characters that

can only be clearly read if the correct key is applied to decrypt

the data. Algorithms today are divided into two categories:
symmetric and asymmetric.

Symmetric key ciphers use the same key to both encrypt

and decrypt data. The most popular symmetric cipher is AES
(Advanced Encryption Standard), developed by the military and
government to protect communications and data. This s a fast form
of decryption that requires the sender to exchange the key used to
encrypt the data with the recipient before they're able to read it.

Asymmetric key ciphers are also known as public-key cryptography and utilise
two mathematically linked keys, public and private. The public key can be shared

m www.pclpublications.com

with everyone and is usually generated by software or provided by a designated
authority. The private key is something that’s usually only known by the individual
user. Interestingly both types of keys can be applied, where one user has a public
key and another a private key, which can be combined to form a shared encryption
level.

These keys are many characters in length, proving it nigh impossible for someone
to Brute Force hack them. The Brute Force method involves using a program on a
computertotry every possible combination of a key until the correct oneis found. In
the case of the 256-bit encryption, it would take 22 different combinations to break
the key. If you were able to force one trillion keys per second, it would still take you
somewhere in the region of 10" years in order to crack 256-bit encryption. However,
a powerful computer can probably manage around two billion calculations per
second, so in theory it would take 9.2 years for your standard desktop to crack it.
Takeinmind that the universe has theoretically only been in existence for 1.4 years.

Numbers as big as that are generally far too mind-boggling to comprehend. Suffice
to say that if you're able to use 256-bit encryption for your communications or to
protect your data, then you're going to be protected for at least seven times the
current age of the universe.

Encryption is the act of
protecting your data from

prying eyes
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Protecting You rself>

Encrypting Your
Windows Laptop

Windows comes with Microsoft’s BitLocker program to encrypt the file system; however, Windows
Home versions do not have this feature. Thankfully there are many encryption programs available
for download, we’re using DiskCryptor in this tutorial.

Windows, Under Lock and Key

We’re going to encrypt a 2GB USB flash in this example, purely for ease of use and to demonstrate how you can encrypt your entire laptop hard drive(s).

Encryption doesn’t affect the core data, other than making it

impossible to read without the decryption key but it’s always
worth making sure you have a backup of all your data prior to any system related
changes. If you store your work or data in the Documents folder, then start by
opening itin Windows Explorer.

71 | = | Docsmems
n Home  Share  View
« = 4 E > ThisPC > Documents
Hame Diste medéied Type Sze
o Cluick access .

Fax File Telder
i Onedrive Freemake File folder
Functional ICT Resources File felder
0 This pC Functicnal hathamatics Rescurces g
M Dwid Hayward [Gal Goeme a Day
W Dukicp Imagine Publishing
| & Documents Invaices
¥ Downlcads -
§ Lest Sin Wesks Revision File felder
B Music
Linux Fermat wiitings File felder
] Pictures = -
Micre Mart writings
B Videos My Chest Tables
‘& Local Disk (€1 ) My Data Souarcss
e Mew Vokume (D) My Garnes
= KINGSTOM (B} Ny 150 Files
Onehlote Notebooks.
= KINGSTON (E) Outlook Ees
b Hetwork FC Lkiities Documentation File folder
P Lhiities writings File felder
& Homagieus Farvival Gamar writings File Tclder
iz o the Tom Raider File folder
ROCCAT File felder
Resthstir Games File felder

Press Ctrl+A to highlight all the files, then press Ctrl+C to copy

them to the clipboard. Next, choose a suitable backup location
such as an external or network drive and when ready, press Ctrl+V to paste the
copied data into the new location. Then, should something go wrong, you have a
recent backup of your most used data.

Hame e vew
| « = [+ THaPC + BewVoume ) » Backup » € Backep 217 +
. - Date modtied Type sar
o Guick acoes
30 Printing Beck
B Dbtz . 3
pr—
4 Demeicats # —
A Documens < iuprangin's Creed Syndicate 2
i Pictures - § ™
£ Geegle Diive
HowioSecu|  CoFYng 35607 tems from Documents b0 € Backus 2017
L HowioSecuy 070 COMplete n ®
ETURTESE

Clod Book | Spend: 203 MBs

|
o DD 2

Hame: Hatory of the Chud
....... ising: Absut 30 ssctndi
erme remaining 35.267 16,14 G

| e

| B Do e [
[
3 Dacumenss
+ Downloads
B Wusie
] Pictures
B vides
Ea Lecal Dk C)
om Nem Vel (DY}
= KINGSTCH (£

= WNGSTON iE)

) Favenr dataly
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It’s always best to ensure safe data before commencing with

anything like this. It's also always worth doing (as we are) a test of
the software first, on a disk that you don’t mind messing up should you get the
process wrong. Let’s start by navigating to the DiskCryptor homepage, at www.
diskcryptor.net/wiki/Main_Page.

* diskeryptors

= Downloads

+ Fonm 5 “ou
— n DiskCryptor |

b Ogen saurce parttion secrypso sskstion .5
= Changeleg

= Scraenshots Description cu

searen
—'—r DiziCryptar ia an open encryption solusos that offers encryplion of al disk parttions, iscluding the sysiem partkion. The fact of cpeness gres in
sharp cantrast with the cumem situstios, whese af praprictary, 114

Go | | Sesrch nazcaptable ba use for protactien of cosbdential data.
.m.m"m Originalty DiskCryptor was developed a5 3 mplacement for DriveCrypt Plus Pack and PGP WOE. Howewer the cument aim of the proect is to Faul
» Raistad changes Conata tha bast EMDduct i 3 categery. Meratvar, in the futurs, considarala sfon wil ba dcvatad b2 1ha Crastion of datailod decemantatien
O axpliring 1ha intemal mach; pezgeam, which contematien of &3 sacurty .l
= Privtstle varsion DiskCryptar relsasas fom 0110 0.4 iy TrusCryet, a3 thay parition farmat M A
Ll AES.25% aigrthm in LRW masa. Stasing em DtskCrygtor 0.5, the program selies upos 5 own parttian format, deveioged speciicaly for i
= Page infoamaticn encaypting panitions wih dats on them, a8 T Formiak hia e erig or conation of gty b That - 1
L i sabiity, L . and crested mn optimal o Pe
ot he pragram
=
aptin
Program Features c:n
= Support of ALS S, Twollsh S, Serpent ) encryption aigorithms, including their combinatians thag
+ Transparent encryption of disk pasitisns -
» Full suzpan for tynarvie. disks
» Support for disk duwices with Larg sectar sizs [imparian for harchwsra RAT ) eperasion) onil
= High P ¥ aingl
s Supgort for hardware AES accalection: proc
= AES New nstnuctions set on rezeat lafal & and AMD CPUS: am
= Pl ock astersions & on WA processars
- Supgort for the S50 TRIMA astensien No
= Broad chaice i configuration of booting an encrypbad C:5. Suppert for varieus mekbeck aptions. Ford
» Full compatisdity with thid pasty beot loaders (LLO S, GRUBE, iz ) il
« Encryption of kystam and tostable pariions wih pre-tact authentication s
+ Dtion 10 plac bact leaser 60 axsemal ssedis s ta mutharticats using fhe key meda i
« Supgort for key fles.
= Full suppont for sateenal storage dvieas Exta
+ Option 1o create sncrypted €0 and DV disks Lo
= Full suzpan for enesyplien ef sstamal USE sbarage duiced
+ Automatic mounting of disk pasitizns and sxtemal siorage devices.
= Sugpan ar hatkays and aptiensl eommand-ina inlartazs (CLI} |
= Open license G GPLOS Disky
——a east
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STEP 4

Using the menu to the top left, click on the Downloads link. Look
for the latest version in the Download section and click the link

for the Installer. This will open a confirmation box, click the Save File button to
download the DiskCryptor executable file.

i
 Ciaaia bociatie LwaCD wi Diskirypior BEFCRE ncryplon
= Bachip voiurrs hasche AFTER mcrypben

| | tmen
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The dcrypt_setup.exe file should now be in your Downloads

folder. Double-click it and select Yes to accept the Windows
confirmation. With the DiskCryptor setup window open, click the Next button
and accept the license agreement on the following page. For the remainder of
the options choose the defaults, clicking Next. When done, click the Install
button and reboot the computer.

8 Setup - DiskCryptor =

select Destination Location
Where should DiskCryptor be installed?

Setup wil install DiskCryptor into the following folder.

To continue, dlick Next. If you would lie to select a different folder, clck Browse.

|c:\Dmgram Files\derypt ‘ ‘ Browse...

Atleast 1.2 MB of free disk space is required.

<Back |[ Next> | | cancel
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After a reboot, click the Windows Start button and locate the
newly installed DiskCryptor program. You will need to click Yes to

authorise its administrative access. With DiskCryptor open you can see the list of

currently installed hard drives in your system. You can click each in turn and

Encrypting Your Windows Laptop
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You're now offered a selection of available algorithms to
choose from. Click the drop-down box to view them all but we

recommend staying with the default AES algorithm for the time being. Leave

the Wipe Mode box as None and when you're ready, click the Next button.

DiskCryptor 1.1.846.118 - ®

File Volumes Tools Help Homepage

| Disk Drives Maunt

| size | Label | Type | Status |
% P T = Ens it

= \Device\HarddiskVolumed X Sl

= Decrypt
= Sa ption Settings

— Encryption

= Mount All

=

= Algorithm: | AES ~| Unmaunt A
Kingj|  Wipe Mode: |Hone =

=
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In the next section, choose a unique password for accessing the

encrypted disk; you're notified how strong the password is. When
you're ready, enter it again in the Confirm box. Click the OK box to start the
encryption process.

view its information at the bottom of the DiskCryptor window. DiSkCrypton 11.8486.118 = =
DiskCryptor 1.1.846.118 - = File Volumes Tools Help Homepage
File Volumes Teols Help Hemep: | isk Drives Maunt
| Disk Drives T | size | Label | Type | Status |
— 1 5T8\ Deyice) 9 Encrypt
| e ‘ Lzhel | Type | Status | = DevicelHarddiskVelumed e
=3 5TE000YNOO0Z-1Z5112 Encrypt =3 || Voweme Pasaword Decrypt
D 7.277B Mew Volume  NTFS BT =
=3 Samsung 550 750 EVO 250GE = = e e Mount All
Password: | [ Show Password
=G 210 GB NTFS sYys = i
= Volume? 800 MB AOMET  FAT32 Mount Al = G|+ e e [ Use Keyfile Unmaunt Al
= Volumed 21.4GE AOMEIRecove... NTFS King: Status: [Correct :
= Volume3 450 MB Recovery  NTFS Urreire Al = | e
=3 Kingston DataTraveler 2.0 Layout: I QWERTY LI
SE 1.86GB KINGSTOM ~ FAT boot
Password Rating
Al Other  Digits
High Caps Latin
Small Latin ~ Spedal Symbols
| Back ‘ oK Cancel
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STEP 7 Start by selecting the disk you want to encrypt. In our example, as

mentioned before, we’re going to test this out on a USB stick. We
recommend you do too, until you’re comfortable with the process. With the
correct drive selected, either click the Encrypt button to the right or right-click

©000000000000000000000000000000000000000000000000000000000000000

Depending on the size of the drive, and how much data there is
onit, the encryption process could take some time. When it’s

complete you're notified and the selected drive will the fully encrypted, with you

being to access and decrypt it using the password you set up in the previous step.

and choose Encrypt from the menu. DickCeyptor 1.1.846.112 _ %
DiskCrypter 1.1.846.118 — X File Volumes Tools Help Homepage
File Velumes Tools Help Hi pag | Disk Drives Unmount
| Disk Drives Mount | size | Label | Type | Status |
) g— = STE000VNOD0Z- 126112 Encrypt
| size | Label | Type | Status | = D 7.277B New Volume  NTFS —
=3 STE000YNON02-178112 Enarypt =3 Samsung 550 750 EYO 250GE Lot
= D: 7.27TB Hew Volume  NTFS T =c 210GB NTFS sys
=3 Samsung 550 750 EVO 250GE i = Volume7 800 M8 AOMEL FAT32 Mount All
= C 210 GB NTFS sys = Volume8 21.4GB AOMEI Recove... NTFS r Al
= volume? 300 MB AOMEI FAT32 Mount All =1 Volume3 450 MB Recovery  NTFS SRy
= Volumed 21.4GB AOMEIRecove... NITFS T =l =3 Kingston DataTraveler 2.0
= Volume3 450 MB Recovery  NTFS LrH i} = E: 1.86GE KINGSTON ~ FAT  encrypt 00% boot

(=3 Kingston DataTravelsr 2.0
= o ) KINGSTOM FAT boot

E
Encrypt \
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Top Ten Encryption Tools
for Windows

There’s no shortage of programs that can encrypt files, folders and entire drives for Windows. Whilst
some are very good indeed, others tend to fall by the wayside by not offering as good a solution.

Encryption Galore

Here are ten different encryption tools for you to consider that work well with Windows, and some previous versions too. Some are free, others cost but
they’re all good in their own right.

BITLOCKER Available only for users of Windows Pro, Windows 8.1 Pro T-ZIP Primarily a compression program, 7-Zip can also encrypt your data
and Enterprise and Windows 7 Enterprise and Ultimate with the AES 256-bit standard. It's simple to use, completely free
versions. If you're running the Home versions, you'll need to upgrade via the and comes in either 32-bit or 64-bit versions depending on which type your core

Microsoft site, or from the Windows Store. In short, BitLocker offers full disk Windows system is.
encryption with 128-bit or 256-bit AES standards.

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity suppert, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or i this drive will only be used on devices running at least Windows 10 (Version 1511)
or later, you should choose the new encryption mode

(® New encryption mode (best for fixed drives on this device)

(O Compatible mode (best for drives that can be moved from this device)

VERACRYPT This s a free disk encryption program that's based on the AXCRYPT Another excellent free program, AxCrypt offers 256-bit
popular TrueCrypt. It offers enhanced security, lots of encryption, easy to use interface, cloud storage integration,
levels of encryption and support for UEFI drives. It's available for Windows password management, secured folders and is available in a multitude of

version 7 onwards as well as Mac OS X, Linux and even the Raspberry Pi. different languages. There’s support for Windows Vista onward as well as support
for files sizes over 4GB.

ﬁ AxCrypt

www.axcrypt.net

VeraCrypt

m www.pclpublications.com
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FOLDER LOCK An excellent and comprehensive folder locking
program, with support for 256-bit encryption and
Windows versions from Vista onward. It costs in the region of £40 but you'll need

to check for the most recent pricing. For your money, you get secure backups,
USB protection, password wallets, a secure file shredder and much more.

This entryis a little more advanced but once you master its

intricacies it's an extraordinarily powerful program, and free.
It's designed for file and email encryption, offering incredible levels of security for
Windows 7 upwards and Micrasoft Outlook 2003 and newer.
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CRYPTOEXPERT 8 Costing around £60, CryptoExpert 8 offer support
for Windows versions from 7 onward, unlimited

file size encryption, 256-bit AES encryption, unlimited secure file vaults and on
the ﬂy encryption a5 you move and copy files around your system.

DAl @ This is a simple and easy to use program
that supports AES 256-bit encryption,
compatibility with Windows Mabile, free unlimited support and updates; and

it also includes its own firewall to help prevent hackers from gaining access to
your system.

MAKE IT SECURE

CERTAINSAFE Thisis an interesting product, as it provides
cloud-based encryption for any files or folders you
upload into your online storage. It offers AES 256-bit encryption and an easy

to use setup and integration into your cloud provider. It's Pay as you Go, so
you only pay for what you use.

D)@/ e]” @ Ve used DiskCryptorin the previous tutorial asit's a
fairly straightforward program that can achieve high
levels of encryption with ease, There's a lot more you can do with it and you can

get further support from within the product’s homepage.
LJLJ T |_ S L

QHEQEQEHEHBHBHEQBPH {HHEHE

i
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Whatis a VPN?

Your system may be secure to any online threats but it doesn’t always mean your privacy is assured.
This is where a VPN comes in, as it offers the user a heightened level of anonymity when online and

even another level of security and protection.

Virtual Private Network

Using a VPN can help hide your online presence. Whilst this may seem like an ideal way to get to illegal content, it’s actually designed to help fight for your

basic right to Internet and digital privacy.

Essentially,a VPN (Virtual Private Network) is a server or group of serversin a remote
location that you can connect to through a client. The VPN servers then hide your
Internet-bound IP address with their own, so if you connected to a VPN that’s
located in Australia then your IP address would be as if you were actually sat at a
desktop down under.

The benefits of this are many but mainly a VPN will allow you to access region
restricted websites, protect you from tracking and shield your browsing activities
from those who want to find out where you are personally based. Obviously there
comes a negative side, in the form of being able to access content that your country
has deemed illegal for some reason but on the positive, VPNs have allowed people
in countries with extraordinarily tight restrictions to get access to the outside world;
often enabling them to report on what’s going on in their own country to the world.

However, for most users having a VPN means they’re able to gain access to TV
channelsin the U.S., Canada, Europe and other parts of the world. It's not always
about being able to moderately ‘cheat the system’ by forcing the Internet to
think you’re somewhere else other than where you actually are though. Remote
workers and employees who live in other countries can connect to company VPNs
and be able to use the company’s network resources as if they were physically sat
in the building.

The connection from your computer to the VPN server, via the client, is usually
secureto the tune of 256-bit encryption levels, depending on the VPN company who
is hosting the service. All your Internet traffic will filter through the VPN server’s
systems, offering multiple layers of protection from viruses, malware and
privacy. Beyond the other possible scenarios, using a VPN whilst you're

abroad, working in a hotel for example, will enable you to access your

home country’s services and work resources. One more element

that's worth mentioning is that using Wi-Fi hotspots is one of the

biggest security risk for travellers; using a VPN can effectively

improve your security whilst using a café’s free Wi-Fi.

Most operating systems come with the ability to connect to a

VPN through their network settings. If you have the network

and connection details of the VPN in question, then you're able

to connect to it using the built-in Windows, Linux or macOS
options. However, the more common, and in some respects,

easier method, is to use the client which most VPNs now offer as
standard. The client is often simply a connection window that will

ask you your login details, then provide a method of allowing you

to connect to any of provider’s geo-location servers, listed by country.
Once the choice is made, you simply click the connect box and within
afew seconds your IP address will be located within the chosen country.

There are plenty of VPN providers to choose from and we'll look at ten of the most
popular in a while. Some offer a free connection service that's handy for quick
browsing but isn’t very fast. To gain access to faster servers, with better security
and protection features you need to pay a monthly or annual subscription fee.

m www.pclpublications.com

Thankfully it's not a lot, for the most part: you'll be expected to pay in the region of
£5to £15 per month. This grants you better coverage and the ability to use up to five
or more different devices, including tablets and phones.

Over the coming pages we dig a little deeper into VPNs, as you can imagine, using
one will significantly improve your protection when online. In terms of Windows
security, the use of a VPN is quickly becoming vital, so by the end of this chapter
you'll be knowledgeable and helpfully utilising one to your own advantage.

AVPN isn't just used to get access to
foreign online services, it can be used by
remote workers to access head office as

ifthey were in the building”

o
&

VPN Connec thon

Head Office

Geo-location Internet
Services

Using a VPN will protect your
access online and filter all
your Internet traffic through its
secure service.




(What isaveN? (fg—

“You’re able to access
web pages and Internet
services from all over the
world, even if you can’t
from your own country.”

¥
‘-:'.,\

“AVPN greatly improves
security for devices and when
you’re using free Wi-Fi at cafés

and other such locations.”
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5 Protecting You rself>

How Can a VPN Improve
Online Security?

We’ve emphasised the enhanced privacy that a VPN offers when you’re connected to its services,
and the heightened levels of anonymity, but what security benefits does a VPN bring to a Windows
computer with an antivirus program already installed?

Security Beyond Anonymity

It’s a good question: how can a VPN improve Windows security? Whilst the privacy side is well catered for, there are some good security enhancements and

features a VPN brings to the table.

BROWSING ACTIVI . This doesn’t happen often but an ISP can
become compromised and details of user
activities leaked or stolen. Using a VPN can hide your browsing activity from

trackers and even your ISP, enabling you to browse with freedom of fear of
having your details leaked or accessed by others.

ANTIMALWAR :. Many VPN providers utilise a level of antimalware into
their security layers. This enhances your security by

filtering any downloads through the VPN first. Should there be a virus present,
then it can be removed or stopped at the VPN before it even reaches you.

m www.pclpublications.com

THREAT PROTECTION To expand the previous feature, VPNs will
filter web pages that are dangerous or

contain threats. Even with a good antivirus client installed, you can still access a
dangerous site. Using a VPN will stop the site from even being loaded.

CyberGhost has protected you
from malicious content!

The requested url has been blocked

HIGHEST ENCRYPTION The connection between you and the VPN
server is encrypted to the highest possible
standards. This makes it near impossible for some external element to gain

access to the data you’re transmitting. Online banking and shopping are
extremely secure with a VPN.




WI-FI PROTECTION Public and free Wi-Fi hotspots are notorious
when it comes to mobile security. Anyone with

a little knowledge and some free tools via the Internet can intercept public

Wi-Fi network and hijack your connection, revealing all your data. A VPN will
encrypt the data and protect you.

SECURE TUNNEL If you’re working abroad, or you’re a remote
worker, then a VPN connection to the company’s
servers will ensure that all the sensitive business data will remain secure. It's

difficult for a company to ensure 100 per cent security with mobile and off-site
workers but a VPN will provide a secure tunnel straight to the company itself.

MULTI-PLATFORM

The availability of iOS and Android
VPN clients means that your call
data and data stored on your device
is also secure. Mobile VPN apps will
use the same levels of protection
and security, so your data can’t be
stolen when you’re not even aware
ofit.

<How Can a VPN Improve Windows Security? E

AD BLOCKING

Most VPNs will also add an
extra layer of security
whereby they actively block
any advertising from
websites. Internet ads are a
necessary evilin some ways,
as they provide much
needed funds for your
favourite freely available
websites. However, some
contain malicious content
and need to be blocked.

USE HTTPS Using HTTPS instead of HTTP uses the secure side of the
Internet protocol. Sadly, it's not always implemented in

browsers or by users. Many VPNs will force all websites to use the secure

ZERO LOGS In some countries data retention laws are quite archaic,
with governments and other bodies being able to access
your data log for as long as you've been able to access the Internet. A good VPN

won't detail any logs of your browsing and in most cases won’t even hand over
any personal information relating to you to other agencies.

www.pclpublications.com
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Top Ten VPNs

There’s no shortage of programs that can encrypt files, folders and entire drives for Windows. Whilst
some are very good indeed, others tend to fall by the wayside by not offering as good a solution.

Encryption Galore

Here are ten different encryption tools for you to consider that work well with Windows, and some previous versions too. Some are free, others cost but

they’re all good in their own right.

CYBERGHOST CyberGhost is our favourite VPN. It offers 256-bit AES

military grade encryption, no logging, access to 27
countries and hundreds of servers, protected browsing, ad blocking, access to
fast servers, unlimited traffic and bandwidth and an anti-fingerprint system. All
foraround £5.83 per month for up to five devices.
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Despite its colourful name, Hide My Ass VPN is considered to be one

of the best services available. Along with the usual secure 256-bit
encryption connection you get blistering speeds, access to over 300 locations,
anonymous email use, a free web proxy access and free extensions for your
brovvser Expect to pay around £5 per month
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NORDVPN NordVPN offers two levels of encryption, access to fast
servers, no logging, a kill switch in case the VPN connection

drops and you're still surfing and support for multiple devices and operating
systems. It’s well priced and is highly regarded among the press and media. Not
bad for a mere $5.75 per month (around £4.50).
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With support for multiple devices, 256-bit AES encryption

and access to 180 locations worldwide with 750 plus servers,
PureVPN is a great choice for the home user. The cost varies depending on the
package but expect to pay in the region of $5.90 (around £4.58). Just as with all
these VPNs, it's worth checking for the latest pricing.
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V= NUOINIRIY IRg =@ VPN Unlimited offers a full firewall service with
anti-malware, ad blocking and anti-tracking. There’s

256-bit AES encryption, over a thousand servers in 70-plus locations, support for
up to five devices, fast servers and app support for i0S, Android and Widows
Phaone. Pricing varies but expect to pay around $8.99 (approx. £6. 97) per month.
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PRIVATE INTERNET ACCESS Private Internet Access VPN offers a
wealth of features with its

impressive service. 256-bit levels of encryption, no traffic logging, ad blocking,
support for five devices and access to over three thousand servers across twenty
five countries. It's surprisingly cheap too, at just $6.95 (about £5.40) per month
depending on the package you opt for.
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12 V/NN[S{E[ PVanishis another highly regarded and awarded VPN
service. For $6.49 (around £5) per month depending on the
package, you get access to fast servers, unlimited bandwidth, no logging, 256-bit
AES encryption and support for up to f've d|FFerent devices.

Vo=l =N yprvPNis an exceptionally good service that offer access to
fast servers, multiple device support, unlimited bandwidth
and connection, 256-bit AES encryption and access to over seventy global

locations and hundreds of servers. The Pramium package costs just £5.83 per
month for a one year subscription, but check regularly for any chan ges.

vyprvpn

by golden frog

UNNELBEAR VPN TunnelBear VPN offers an initial 500MB per
month free service, maving up to $9.99 (around

£7.75) per month for unlimited bandwidth. For this you get access to fast servers
across twenty plus countries, 256-bit AES encryption and support for Windows,
i0S, Android, macOS and browser add-ons.
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FACELESS.ME Faceless Me s an interestingly named VPN service,
Amongst its features expect to see elevated levels of
encryption, unrestricted access, an easy to use interface and unlimited traffic,

You get 2GB per month for free but for $6.65 (around £5,16) you can have

unlimited access and traffic.
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Using a VPN for Added
Security and Privacy

We’ve covered how a VPN works, how it can improve your security and given you a top ten chart of
recommended providers but we’ve not looked at how you would set one up and what it’s like when

up and running.

CyberGhost

We’re going to use CyberGhost as the example VPN for this tutorial. You'll need to purchase one of the available packages to begin with, Premium is £3.74 per

month, while Premium Plus is £5.83.

STEP . We won't use the free option in this instance, as the paid for

services offer a better set of features with which to display the
VPN in action. Start by navigating to www.cyberghostvpn.com and clicking on
the Pricing link in the upper portion of the main CyberGhost site for your regional
and latest pricing.
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STEP . Assuming you’ve purchased one of the options, click the yellow
Free Download button located in the top right of the main page.

This will, after a few seconds, automatically initialise the download of the latest

CyberGhost client software. Click Save File to download it to your

Downloads folder.
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STEP3 Go to the Downloads folder and double click the CyberGhost

executable followed by a click on Yes for the Windows
authentication process. Accept the agreement and follow the on-screen
instructions to set up CyberGhost on your PC; the default options are fine to use,
unless you specifically require a different location for installation.

(@ Setup - CyberGhost & - X

| License Agreement |

| Please read the following important information before |
continuing.

| Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation. ‘

User Agreement {General Business Terms) for the CyberGhost ~
Virtual Private Network (VPN) |

Last amended on: 06.06.2014

(® I accept the agreement

! (O do not accept the agreement
| Cyberchost 5.4,
|

STEP 4 Once the installation is complete you're presented with the main

CyberGhost client window. However, before you make a
connection, click on the Login link located at the top of the client window.




STEP ' Enter your CyberGhost login and password that you set up
when you purchased the package and click the OK button. Once

the login is confirmed you’re taken back to the main client window where the

available options for the account package you purchased will be displayed.

Unblode Rreaning

Lo -

Chisese My Server

STEP g. Before you use the service, it’s best to check a couple of things.

First click on the Settings link along the top of the client window.
In here you can see multiple options for the control, connection and how
CyberGhost will work with your PC. Generally speaking, the defaults are fine
unless you have a specific reason to change them.

STEP . One more thing before connecting to the CyberGhost VPN: open

a browser and enter www.ipcim.com/en/?p=where. This will
display detailed information based on your IP address, such as the ISP you're
using, the country, city, even latitude and longitude, complete with a map and
possible radius you fall into. This is the kind of information we want to secure
from prying eyes.

lpcim.com

Wit i5 an [P address? | Wnere am 17 | Speed test | Browsar test | Magyar viltozat

Where am I?
Based on your IP address, we Mig Sainiiis
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location. |az iy

Country:
Unifed Kingdom

Internet Service Provider:
BL

Crganisation:
B (Bolah BEconmesdan | Go, gle
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P farm #7077 om0/ S [£300) Bangle | Twerastilse

ACCATY.SA3 972947 Tarman Bartal| GueSons sed iomments
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(Using a VPN for Added Security and Privacy ‘

Click back to the CyberGhost client and return to the main
window. Click the Home icon along the top of the client window

and then the Choose My Server button in the bottom right. This allows you to

choose your own server from the available countries that CyberGhost works with.
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STEP9 Look through the list and pick a server; we're going to use one of
the Vienna servers in this instance. The Ping value is how fast the
server s, the lower the ping the faster the connection. Either click to highlight the

server followed by clicking the Connect button or double-click to launch the
server connection.

CONNECT

The CyberGhost client will take a few seconds to connect. When
it's ready you'll see a ‘You are currently protected’ message in

the client. Close your browser and relaunch it, then return to the www.ipcim.

com/en/?p=where page. You can see that the Internet now thinks you’re located

where the chosen CyberGhost server is, protecting and securing your privacy and
personal details.
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Online Protection and Disaster Recovery
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Online Protection
and Recovery

While you can successfully protect yourself and your own computer, as
soon as you make a connection to the outside world you’re under the
influence of many external factors. We look at how data is transmitted
from your computer to the Internet and how a canny hacker can
intercept that data for their own means.

Over the coming pages you’ll discover how best to protect yourself and
what strategies you can use to become more secure when online; even
when you’re out and about with your Windows laptop and other devices.

64 How Does Information Move 76  Secure Yourself on WhatsApp
Around the Internet? 78  What to Avoid when Creating a
66 How Can Internet Data be Password
Intercepted? 80 Password Generators and Tools

68 10 Tips to Protect Yourself Against g,

‘ Top Ten Password Managers
Interception

84 Shopping Online and Security

86 How to Remove a Virus or Malware
from a PC

70 How to Secure Your Devices

72 How to Secure Yourself on
Facebook

74 How to Secure Yourself on Twitter
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How Does Information Move
Around the Internet?

Before we get into online protection and disaster recovery, it’s worth taking a moment to look at
how information moves around the Internet, in particular your information. Just how is data sent
from your PC across the Internet, to potentially fall into the hands of someone else?

Information Superhighway

The Internet is a huge, complex network of computers and is widely credited as humanity’s greatest achievement. It’s estimated that the Internet houses

something in the region of 10 bytes of information, which is quite a lot.

That estimated 10* bytes equates to an exabyte of potential information held by
every single connected device that makes up the Internet, some of which is your
information. It's an impossible number to visualise, since we're only using gigabytes
or terabytes of storage in most of our devices. More to the point though, how on
earth does all that connect together, and how does it work?

To be able to transmit all that information, the data that travels around the Internet
isin packets. Each of these packets contains a header and a footer. The information
stored in the header and footer contains the details regarding the data being sent.
Forexample, if you send an email to someone, as soon as you click the send button
the data will be wrapped up in headers and footers, split into numerous packets
and senton its merry way.

Whilst that sounds logical, much in the same way a telephone call takes place, the
reality is quite different. Those packets can take any route possible to get to the
destination, as defined by the header and footer. Those routes don’t necessarily all
have to be the same either. Some packets may travel from one server to the next via
one data pathway, while others will take another. The server at the other end will use
the information provided by the headers and footers to collate the message, reform
the data and present it to the email recipient the way in which you intended it to.

Remarkably, if the server at the other end detects missing packets it can
request the missing information from its available connections. Any
missing data can then be sent via an alternative route, updating the
information as it goes so other packets will know that the previous

route isn’t getting through. The headers and footers then tell the

server that the data packets are all present and what they should

look like; the email will arrive accordingly.

All this happens in milliseconds. This sounds incredibly complex
and on paperitmakes the Internet appearto be aslow, lumbering
beast dealing with incomplete packets of data. In a way that’s
how it works but instead of being a lumbering beast, the Internet
or more accurately, the servers and computers attached to it, are
fathoming data packets by the millions every second.

Just as we've seen, each computer on the Internet is connected

using an IP address. These are registered across the Internet, so the

headers and footers in each packet contain the IP address of the sender

and where the data is heading to. That way, it's not just a random collection

of data travelling across the ether in the hope of landing in the right place. The
DNS, Domain Name System, converts the IP addresses to readable names, such
as Google.com and the like, and back again. That way when you enter the email
address someone@somewhere.com the DNS servers will convert the information
and the packets sent to the relevant destination.

m www.pclpublications.com

The protocols used throughout the Internet define what the data being
communicated actually is. For example IMAP, Internet Message Access Protocol, is
a mail protocol for accessing email on a remote server, such as accessing Gmail.
These protocols help further the transmission of data to its intended location,
making it more accurate and telling the computer on the other end what it is and

how to piece together the jigsaw puzzle of packets that will be received.

Essentially this is how information is sent and received around the Internet.
Obviously, there’s a lot more going on in the background than we've mentioned
here. The complexity that you can go into when dealing with data transfers is quite
staggering and a little bewildering at times. Suffice to say, all those packets of data
contain information about something or someone and somewhere out there are
packets of data that contain information about you, where you are, what you're
doing, and other personal details such as bank accounts, passwords, names
and addresses.

The Internet is regarded as the
greatest human achievement,
and it’s not difficult to see why




<How Does Information Move Around the Internet? E

“Data is split into packets, with
headers and footers telling
servers what to do with it and
where its going. ”

“Along with protocols, packet
information can take any
possible route to its destination
and it happens in a matter of
milliseconds.”

“DNS servers translate IP
addresses to readable locations,
the packets then know where
exactly to head to deliver the data.”
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How Can Internet Data

be Intercepted

We've seen how data travels around the Internet in packets and with the help of various protocols that determine
its source, destination and what manner of data packet it is. While that’s all well and good, it's worth knowing howa
hacker goes about intercepting that information.

(oLl

The data packets that make up a message, or a string containing a username
and password, are sent to and from yours and other computers without
most of us ever really knowing what’s going on in the background.
It's this lack of knowledge that’s the hacker’s greatest tool. Well,
that and some clever software that’s freely downloadable ‘I (‘) 1
from the Internet. Let’s look athow data can beintercepted M ITM . i
by a hacker. Let’s use the scenario that you're on a ‘
business trip, or just out and about, and you're using a
café’s free, public Wi-Fi.

The first and most notable form of attack is called MITM or Man In The ) “1
Middle. This attack utilises a set of free tools that can essentially grab data [ (’) (:) '
packets from the locally used network. This means that the data packets
leaving your computer must travel through the free Wi-Fi's network before
going off into the Internet to its destination. The MITM attacker can sniff out this ) ]_ -
data, intercept the stuff that looks interesting, which can be done by reading the
There are numerous, and ’ X Aol NP _
o X headers and footers and determining what the message/information contains,
quite ingenious, ways and decode it to view in plain text on their computer.
in which data can be

intercepted by a hacker.

Think of this form of attack as a postman opening a bank statement letter, \ {
writing down all your bank details, then sealing the envelope before posting -y

it through your door. The data packets are easily intercepted on the free

Wi-Fi and unless you're using a HTTPS site, they take very little effort to ¥
decode and read. :

Man in the
Middle

29

Shoulder Surfing A-

Normally you need to Whilst not a technical way of intercepting data,
be using an unsecure hackers will still use the old tried and tested method of
stealing information simply by sitting close to you and
peering over your shoulder whilst you enter login details

network, such as a public
Wi-Fi but there are other
ways and means.

or write an email.

It doesn’t take much skill, as we’re usually so busy
concentrating on other things that we often fail to
notice someone looking over our shoulder. However,

it's areal and credible threat, so be wary.

www.pclpublications.com




( How Can Internet Data be Intercepted?

Fake Wi-Fi

This is another element to a MITM attack, also known as an Evil Twin.
Essentially a hacker can sit at the same café as you and everyone else and

use a set of tools that can pretend to be the actual Wi-Fi router belonging to
the café. This enables them to do several things: first, they’re able to beam out
the fake Wi-Fi signal to every device within range, which in turn (if the users have
their devices set to attach to any freely available Wi-Fi) will instantly connect to
the fake signal. Secondly, once they have a device connected, they're able to
use their laptop and the tools therein to intercept all the traffic that's being sent
to their fake Wi-Fi signal. Thirdly, the attacker can connect themselves to the
actual café Wi-Fi and act as a filter to the real connection to the Internet. The
victim isn’t even aware that their connection is compromised.

Naturally, this means that every single scrap of data is being filtered
through the hacker’s system. It’s just up to them to collect it all, decode
it and use the information within for their own gains.

Fake Sites

We've mentioned fake websites previously. This way of data

interception is often working hand-in-hand with the scenario we're

using as an example. Combining the aforementioned Evil Twin and
packet sniffing methods, a hacker, who has taken the time to set up the
scam, can create several fake website front ends that mimic banking sites,
Outlook access, login pages and so on. They then host those sites on their
interception laptop, together with the Evil Twin fake Wi-Fi and should a user
connect and request the page of their bank they instead get the fake site that
the hacker set up.

The victim will then unwittingly enter their details, which will be stored by the
hacker before forwarding the victim to the actual bank website. The victim wiill
then be required to re-enter their banking details into the actual bank website.
For their part, they simply think they’re mistyped a password and
gain access to their account as normal. Sadly, the hacker
now has plain text information regarding all their
login details and can begin to transfer
money from their account.

www.pclpublications.com
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10 Tips to Protect Yourself
Against Interception

While it may seem like fearmongering, detailing the ways in which data can be intercepted, it’s sadly
a real world fact. Public Wi-Fi, hotspots and free access points are the bane of the security industry.
Thankfully, there are ways in which you can protect yourself.

Public Safety

Despite the different and varied ways a hacker can gain access to your inbound and outbound data, there are means in which you can defend yourself. Here
are ten tips to help you protect your data from being intercepted.

gi[=RM Notall public Wi-Fi access points are havens for nefarious hackers . Always double-check a website for spelling errors, older logos or

but that doesn’t mean you should let your guard down. Every anything else that may raise an alarm. If your banking website looks

security software and firewall in the world can’t help you if you're not savvy when even remotely different from when you last used it, try and avoid logging into it
it comes to information security. If you’re going to use public Wi-Fi, don’t use it for untilyou get to a more secure Internet location.
banking or other highly personal detail transactions.

TIP2 It may not always be possible to spot an Evil Twin fake Wi-Fi access TIP 4 . Ensure you use the latest antivirus and antimalware definitions for
point. It’s often best to double-check with members of staff, if it's a your security client. If you’re going to use public Wi-Fi, make sure

café, airport, restaurant or similar, that the Wi-Fi you’re connecting to is actually you’re up to date prior to leaving, especially airport Wi-Fi points, and that the
theirs and not one that’s being spoofed. Avoid Wi-Fi names like ‘Free Wi-Fi Here’ clientis in good working order.
orsimilar.

m www.pclpublications.com
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. 10 Tips to Protect Yourself Against Interception

-
.

Always use HTTPS to access any website. This means that the

information and data packets will be sent and received in an
encrypted form and will make it exceedingly difficult for a hacker to decipher
them. If possible, use an add-on such as HTTPS Everywhere for your browser
of choice.

ﬁ https://

Using a VPN when accessing a public Wi-Fi point is a fantastic way

of protecting your data packets. They can still be intercepted but
the VPN client encrypts all outgoing and incoming data with the highest possible
levels, making it virtually impossible for a hacker to decode.

TIP6 Turn off file sharing when you're using a public Wi-Fi access point.
retwork, once you start using another netwaork, your computer could start
sharing that data with anyone who's also connected to the same network.

Whilst it's great to share your content on your home or work

hange sharing options for differant network profies

sepaate et pro Sttt il ke h explinns for

tach el
rrunte et esfile]
stttk dacmaary
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e aret mmter snaring
T and prves dharing

Hemaiirug canmetenn

Trpically, ¥ 7 computars. But # oy e the

. .
To avoid shoulder surfers, make sure that the area behind you is

clear and enter passwords etc. via your keyboard in the same
way you'd protect your card details in an ATM. Cover your keyboard as much
as possible and make a point of looking around to make sure no one is
watching you over your shoulder.

e ot i dan e
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o hemagraus
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If you're not planning on using any public Wi-Fi points, then make
sure that the Wi-Fiis turned off on your laptop, phone, tablet and

other devices you have on you. There are instances when a device can

automatically attach to any available network, unless atherwise told not to.

Smart network switch

Automatically switch between Wi-Fi and mobile

and also between &
bands, to maintain a stable Inte

5Hz and 5 GHz
et connection

networks,

Wi-Fi networks

T dbdens
=  BTWifi-with-FON

Open

If possible, always use a two-factor form of authentication. For

example, some banks will utilise both a login from theirwebsite as
well as a text sent with a unique code to a registered phone number, This way
you ensure that the banking site is legitimate and a hacker can't go any further
without the SMS pin sent by the bank.
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How to Secure

Your Devices

Mobile device hacking is on the rise. Most people now carry a phone or tablet around with them
all the time, containing their emails, browser data, photos and enough personal information for

someone to be interested.

Ten Tips for Safer Mobiles

Your personal information is worth quite a bit to the right group of people. It’s not just Windows security you need to keep in mind, you need to consider your

mobile security too.

©000000000000000000000000000000000000000000000000000000000000000

SECURITY LOCK Locking your device is one of the most basic of
security tips for mobile devices. Either use a number
code, pattern lock or finger print to lock your device when not in use. Should

someone steal it, it becomes a little more difficult for them to gain access. That
won't stop a professional digital criminal, but it will deter the rest.

©000000000000000000000000000000000000000000000000000000000000000

REMOTE WIPE

If possible set up some form of remote wipe. Should
your phone or tablet be stolen or lost, you'll be able to

use another Internet connected computer to send a delete signal to the lost
device. You may never see the phone again but at least the personal data within
is now out of the hands of others.

www.pclpublications.com
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MOBILE ENCRYPTION It's possible to set up data encryption on
mobile devices these days. For example, you

can encrypt the entire device orjust the part that contains emails and personal or
banking data. Either way, encryption will protect the contents of your device.

h256 vAESwH 4
ENCRYPTION:

©000000000000000000000000000000000000000000000000000000000000000

Make sure that the data you have on your device is

regularly backed up. You may have umpteen security
elements in place but if the device is lost and you haven’t made a backup, then
your data is lost too.

[2 09:34

< Backup and reset

Backup and restore

Back up my data
off

Backup account



BLOCKIN TIONS Try to avoid installing third-party apps.
iOS devices are covered in this regard

thanks to Apple’s walled garden approach to its app store. However, Android
users are particularly vulnerable. Don’t install anything from an unknown source
and research plenty before installing anything.

Install blocked

Cancel Settings

NO ROOTING Avoid jailbreaking or rooting your device. Whilst it's
regarded as a positive process, to remove the built-in
software from the manufacturer and give you control over the device, it often

also opens your device to backdoors that were previously sealed. Unless you
know how to properly secure a device, leave rooting alone.

UPDATE SYSTEM . Keep your system as up to date as possible. It
can be a pain having to frequently accept update
and upgrade messages from your device, and waiting for the OS or the app to

update itself, but more often than not an update will provide much needed
security patches.

(How to Secure Your Devices E

FALSE TEXTS

Be aware of social engineering phone scams, Vishing
and Smishing in particular. Criminals love sending false

banking texts, links to fake websites and all manner of other scams designed to
gain access to your personal information.

Remember to turn off your Wi-Fi when you

leave the home or office network. If you
desperately require Internet access and don’t want the data charges, then
consider using a VPN if you’re connecting to public Wi-Fi points.

Tue, 20 June

5

Screen

y Bluetooth
rotation

O

Auto

Location Sound

& S Finder X Quick connect

MOBILE AV

Download and install a
good mobile antivirus
and malware tool set.
Bitdefender, McAfee and
all the other major
security companies offer
a mobile version of their
products and with it
you'll be better prepared
for any potential

cyber attack.

Bitdefender Mobiie Secunty
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How to Secure Yourself

on Facebook

Facebook has become one of the best sources for cyber criminals to gain personal information on
the Internet. Without realising it, a user is giving out reams of data and in most circumstances they’re

making it public.

Tips for Better Facebook Profiles

The dangers of social media aren’t just for young people, many adults have been duped into befriending someone they don’t know and exposing their

personal information.

©000000000000000000000000000000000000000000000000000000000000000

n Facebook’s policy forbids the use of fake names but it does allow nick
names to be used. Where possible, use your nickname instead of your
real name. This will effectively hide your real name details from those who would

wish to exploit it.

82 characters remaining S

Dave the Barbarian!

n Set up two-factor authentication, alerts about unrecognised logins and
make sure that emails from Facebook are encrypted. These can all be
found in the Settings > Security and Login section.

o General Security and login
[ Secursy and kg
\ie've reorganised & tew ings. Legacy conkacts and he account deactvalion opton are now under
1B Friacy General
1 Timeding and taggieg
© Elocang Recommanded
@ Langsage
Choose friends to contact if you are locked out
@ tatnicatens BB mincis 315 s o o I ou e ockad ot oy acun, Wa ecommend s  aveoos L.
B uezia
B Pubiic posts. e T BT
B e [EF] Windows PC - Lomestoft, United Kingdam
T saees .
B3 Famants
£ Supgon Inzax
L
B e o
&, Change passwerd =
= 2 goae idea ¥ e 2 stroeg FassWord Bt you dert st eisewhere
@ Lea W using your prafile picture Edit
56 60 CIE Y (RLRA EHCHTS 10103 1, SR 6 UBND 3 EaES WO
Setting up extra secursy
4 Getalerts about unreccgnised logins e
T 1yt Ko 1 PSS Vs i e 8 devics of SeamET 18U SorT EUS Uss
§ Use two-factor authentication =
Log i using a cade Fom your Ehona 35 wall 35 3 password
41 Choose 310 5 friends 1o contact if you are locked out o
Your WusHG contacts C3n 305 3 cnod and LIRL o Facaboak s bale peu log backin
Agvancad

& Encrypted netification emails
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'i Go to Settings > Privacy, and make sure that the Who can see my stuff
section is set for just friends, as opposed to friends of friends or public.
This will effectively hide your Timeline contents from others and only your
confirmed friends will be able to see any updates.

% General
{3 Security and login

Privacy Settings a

Who can see my stuff?
[ Privacy
=] Timeline and tagging
=] Blocking
E Language

& notifications

©000000000000000000000000000000000000000000000000000000000000000

'i Never post any contact information on your profile. We often
automatically startfilling in the phone number field on a site but take a
moment to consider what the ramifications could be should your number be
made aware outside your circle of friends. That also includes house address too.

Mobile Settings

Activating allows Facebook Mobile to send text messages to your phone. You
can receive notifications for friend requests, messages, wall posts and status
updates from your friends.

Alreai

You can also update your status, search for phone numbers, or upload photos
and videos from your phone.

+ Add a phone

Learn more about using Facebook on your phone at Facebook Mobile.
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n Tempting as it may be, try to avoid posting your location. Whether you're
athome alone, or you're on holiday, should that information be made
available then a criminal will know that your house is empty or worse, that you're
aloneinit.

# Create aPost | B PhotoiVideo Album

B on Holiday!|

00000D0OGNGOOGOO

(4 PhotolVideo Feeling/Activity

Q@ Checkin A¥ Tag friends

® sticker
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'i Try and avoid sharing random thoughts of the day, inspirational quotes,
fake news or other such items that appear on your Timeline from others.
Often these instances are created to farm for shares and likes and as such can
often be traced back to individuals who are simply looking for active

Facebook accounts.

Public posts

Random Thoughts
| 20may- €

Loving someone you don't see everyday is not a bad thing. It's just a proof
that love is not in sight but in the heart.

1l Like Page

Loving someone

you don't see everyday is not a bad

©000000000000000000000000000000000000000000000000000000000000000

n Try not to accept every friend request you get. Take a moment to
check the person out and if necessary message them to find out who
they are and how they know you. If their comment is something like ‘we met
at the bar last month’ then it’s best to ignore the request, as they could be
fishing for information.

How to Secure Yourself on Facebook

©000000000000000000000000000000000000000000000000000000000000000

n Not all apps you install on your phone or tablet are good. Take a
moment to read what an app will try to access when it's installed. Often

a rogue app will attempt to access your Facebook account to farm for your and
your friend’s information.

App Settings
Logged in with Facebook

On Facebook, your name, profile picture, cover photo
people and apps. Learn why. Apps also have access

ender, networks, username and user
your Friends list and any information

» Activity Tracker AdVenture Capitalist -~
b ¢ 1 :
= Archery King Avast y
i 8 8 b
|
Bitdefender Login | BloonsTD 5 m
-"- ﬁ *
Codecademy " Coupons
: 2t 1
Diggy's Adventure n Farm Away!
& @ a
Show all»
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'i Whilst in the Settings > Privacy section, consider editing the default
options for the Who can look me up fields. These will prevent the
public, or even friends of friends, from being able to find you on Facebook,
which in turn adds a higher level of security to your account.

Who can look me up? k you up using the email address you  Friend
k you up using the phone number yi Friend
D want search engines outside of Facebook No

your Profile?

©000000000000000000000000000000000000000000000000000000000000000

'i Finally, ensure that the Do you want search engines outside of Facebook
to link to your profile option is set to No. This will hide you from
someone who has entered your name into Google in the hope that they might
be able to find your Facebook account.

Do you want search engines outside of Facebook No
to link to your Profile?
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How to Secure Yourself
on X FKA Twitter

X formly know as Twitter’s success has boomed in recent years. Where once it was simply one of the
more popular social media platforms, thanks to presidential candidates and scores of celebrities, it’s
fast become the modern media phenomenon.

Securing the X-verse

Sadly, due to its popularity, Twitter is a hotbed of scammers, spammers, hackers and social engineers scouting out the next potential victim for monetary
gain, or simply behaving abusively. Here are ten tips to help secure your Twitter account.

If you click on your profile picture and choose Settings and Privacy from We've previously mentioned the fact that using weak passwords is,
the menu, you're able to set up a form of two-factor authentication unsurprisingly, not recommended. However, you'd be amazed at how
called Verify Login Requests. This will enable Twitter to use your phone number many people still use the likes of ‘password1234" or something similar. Set a

to send texts for any login requests. So even if your password is compromised, good, strong password that will take some cracking.
the hacker can’t get in without the text code. =

Security

Login verification Verify login requests.

You need to add a phone number to your Twitter account to enable this
feature.

Password reset [] Require personal information to reset my password
When you check this box, you will be required to verify additional information
before you can request a password reset with just your @username. If you
have a phone number on your account, you will be asked to verify that
phone number before you can request a password reset with just your
email address.

©000000000000000000000000000000000000000000000000000000000000000

Just like most other social media platforms, phishing scams are rife on
Twitter. Be wary of anyone sending you Tweets claiming to be someone

you know, offering a too-good-to-be-true job or even informing you that your ceceseccscesescssescrsescncas
account is compromised. It's likely a phishing scam, so delete and report the There are many accounts
instance to Twitter. on Twitter that simply

aren’treal. These bots, as they're
known, can be programmed to
post daily amusing, inspiring and
socially acceptable Tweets. On the
flip side, other bots are designed to
Tweet suspicious links to
virus-infested websites. In short,
unless you trust the account, don’t
follow any links.address too.

www.pclpublications.com



Within your account settings, you'll see a menu to the left with a
Privacy and Safety option. Click this to enable Twitter privacy,
Discoverability, Direct Message notifications, the ability to hide sensitive Tweets

and the removal of blocked accounts. It's worth going through the list to further
secure your account.

Privacy and safety
|- [ Privacy
" e e
Tweet location  [7] A0d @ lecation o my Twests
Brivasy and satery i
Dwlate looation infomation

Fhoiotagging 1 Abow aryone fn tag me= i ghotos
5 Gl abow peogie | B
21 D ot allow anyore

Discoveratity ] Lt ofiess AN me by firy smai address
] Lt e 4t m By phoma nusmar

Addressbock | saanage yaur contacts

Personaization  Allow som Edit
8N Dats bl x

Direct messaging in Twitter is both advantageous and dangerous at the

same time. Whilst great for communicating directly with another user,
it's also used by others to lure in victims or send links to malicious websites. It's
best to ignore most messages unless you know who they’re from.

If you use your Twitter account to login into any third-party apps or

games, then you may need to consider setting up a secondary Twitter
account. Whilst convenient, some apps can be hijacked to collect account
details, leaking them to hackers.

How to Secure Yourself on Twitter

Word Muting is an excellent feature within Twitter's account settings.
With it you’re able to mute any words you don’t want to see in your
notifications or timeline. There are often Tweets you'd like to avoid even seeing in

your timeline, so muting them is an ideal solution to help keep your account
clean and free from negative aspects.

Edit muted word X

Leamn
more

Mute from

Home timeline
Notifications
() From anyone
@® From people you don't follow

It's always worth browsing through the Apps section in the Twitter

options. This is where you can allow or revoke access for any apps
you've used via the Twitter account; and you can also see what rights each
app has to your Twitter account.

Applications

These are the apps that can access your Twitter account. Leamn more

ok Donnect) i Connect to Facebook
Post Tweets to your Facebook profile or page

Having trouble? Leam more

Wefollow by Wefollow / —
Wefollow is a directory of prominent people organized by \ cYoRedecess

day, January 12, 2011 at 6:38:05 PM

Who Unfollowed Me by CJgraphix /
: r app that lets \Revoke access

you track your unfollowers, in real time, without waiting for
a DM, or email

Permissions: read and write

Approved: Saturday, August 6, 2011 at 5:14:15 AM

a e

Red Bull Stratos

( Revoke access
S

e Red Bull Stratos Twitter
uStart f
(@  Tweeton your uStart.org page { Revoke access>
Permissions: read a irite

Approved: Monday, July

#~. Splurgy Inc by Splurgy Inc

Like Facebook, be careful of what you post. It's nice letting others know
you’re off on holiday to the Bahamas for several weeks but there could

be a rogue account that’s now informed of an empty house; and if you were

foolish enough to mention your address in previous Tweets, they know exactly

where to go.

a Off on Holiday for three weeks in paradise!!!
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How to Secure Yourself on

WhatsApp

With over a billion users worldwide, WhatsApp is proving to be a force to be reckoned with in the
social media marketplace. This messaging app was released over eight years ago and developed by
the Facebook team; since then it’s become the most popular messaging app.

WhatsApp Security Tips

With this popularity comes a darker side to messaging. Accounts of terrorists using WhatsApp, along with hackers, scammers and all manner of nefarious

individuals and groups are ever in the popular media.

Protecting your WhatsApp s

account can be done mainly
through the Settings > Account > Prliscy
Privacy option. In here you're able to
secure your personal details, profile,
status, messaging and who can see

Account

Security

Two-step verification

your account.

Change number

Delete my account

Samsuy

€ Security

Your messa
5 ges and
With enc-to-eng - calls
WhatsApp
listen to th

vl are secured
1an, which meg
third parti ; ng
el parties can't read or

Learn mare about WhaPsApp security,

Thankfully, WhatsApp

already encrypts and
secures messages sent from one
device to another. This means
thatyour data can’t be
intercepted and read. However,
you can opt to view security
notifications if a contact’s security
setting has been altered. Thisisin
the Settings > Account >

Security menu.

Show security notifications

Turn on this sett]
when a contapt's
changed. Your
encrypted regard

ng ta receive notifications
Security code hag
essages and calls are
less of this setting
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For added security you can

opt for two-step
authentication, which will require a
PIN when registering your phone
number with WhatsApp. Thisis an
absolute must for those who use the

app regularly.

Two-step verification

For added security, enable two-step
verification, which will require a PIN
when registering your phone number with
WhatsApp again.

Beyond WhatsApp itself, make sure that your phone or tablet is securely
locked with an access PIN, pattern, facial or finger print recognition

system. This way, should you lose your phone, it will be locked against anyone
who tries to access it and WhatsApp.




Generally you're not able to add users to your chat list if you don’t

already have them in your contacts list. However, clever phishing scams
can have a victim add a contact, who can then message them using WhatsApp;
as with all social media platforms, be wary of phishing attacks.

You can block users via the WhatsApp Web feature. Log into WhatsApp

Web, and click on the three horizontal dots by your profile picture. Then
click Settings and from there the Blocked option. You can select contacts to
block from WhatsApp.

David Hayward
Hey there! | am using WhatsApp.

A Notifications
]  Chat Wallpaper

%)

You can block all images

from appearing on your
photostream within WhatsApp. i0S
users can look to their Settings then
Privacy > Photos and deselect
WhatsApp from the list of allowed
apps. Android users will need to
create afile called .nomedia within
the WhatsApp images folder to stop
the app from listing pictures.

Blocked

Properties

e WhatsApp

Versian; 2.77.223 (457863)

Size: 29.00 MB
Package Name: com whatsapp

Permission

Cancel

Lock App

Open

CHOW to Secure Yourself on WhatsApp

[
%

If you don’t want WhatsApp contacts to see where you've been, you

need to disable the Last Seen option within the Privacy settings. This will
prevent other users from ‘seeing’ your movements. Should a malicious contact
be added, they will never know where you are or have been.

Last seen

®
O

Everyone

My contacts

()  Nobody

CANCEL

Be wary of scams where you're contacted through other social media

accounts informing you that your WhatsApp account has been
compromised. These often request you to add a so-called legitimate contact,
who in reality isn’t, or visit a webpage that’s riddled with malware.

If you use WhatsApp Web it’s always best to ensure that you've logged

out of it correctly before leaving your computer. The last thing you need
is for someone to come over to your computer and view any conversations
between contacts.

New group

Profile

Archived

Search or start new chat

Starred
Settings

Log out
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What to Avoid when
Creating a Password

Creating a strong password sounds easy on paper but when you’re presented with the password box
it’s easy to become stumped. Should you get past that part, there are also security rules to follow to
further protect that password.

PA55WORD1234

To help you create the perfect password, and secure it further, here are ten tips for happier password management. There’s always password pitfalls but stick
to these general tips and you should be okay.

(o)=Y (010 [Yp) Ny =P Never use your date of birth, partner’s date of birth, WIS TN 2SS 0]  Never write your password down on a Post-It
children’s date of birth, pet’s names, family names note or somewhere near your computer. It’s
or even the town where you grew up in. This is all information that can easily be not too difficult for someone to visit your computer whilst you're on a coffee

collected from social media sites or even a clever Internet search break and read the note.

SAME PASSWORDS ' Never use the same password for multiple COMMON PASSWORD ﬂ. Try and avoid using common words in
sites. It's tempting and easy to have a single your password. Most password attacks are

password for everything but should that password ever become compromised brute force, using dictionary words to gain access. Avoid using sequences of

you will lose access to every site you visit, including any banking sites. numbers, such as 1234. Instead, try inserting numbers, capital letters and symbols

into words, such as COm”0% instead of the word common, for example. However,
avoid common words altogether if possible.

00 = herSES S=EE el
456 8 geathﬁ{aggm S tﬁu‘ﬁuasﬁg e
= E = letmein
' E l’g]eusstta“g aCCRsSs g '_‘émiaﬂﬂfhiteme
490 3s5haseball == -

&= freedom
r harlersunslémeashley
| foothall 2
E

pass

tigger 10cke) 1345678035 . 5 B = E nicole joshua e
mgenrghe" ginger == == ES Sabell3
E I —] Egsih? master &3
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CHANGE REGULARLY Regularly change your password. Most
companies and good sites will require you to

enter a new password that hasn’t been used previously in the last few months
every thirty days or so. If not, then you should actively keep changing your
password yourself.

Change Password

Current Password™® | |

Mew Password® | |

Confirm Password*®

UNTRUSTED DEVICES Never enter your password on a device or
computer you don’t trust. Entering your

account details on a public computer, such as a kiosk or library, is dangerous as
you don’t know what protection these machines have nor whether they've
already been compromised.

_—— e

PUBLIC WI-FI Try to avoid logging into certain sites when you’re
using public Wi-Fi. We've already covered how data

on a public, free Wi-Fi access point can be intercepted. Your passwords,
therefore, can be intercepted and viewed in plain text by a hacker.

(What to Avoid when Creating a Password E

LENGTHY PASSWORDS Don’t use short passwords. The longer
they are, generally, the harder and more
complex it will be should anyone try to crack it. A longer password that also

utilises upper and lower case, numbers and symbols can’t easily be viewed by
any shoulder surfers.

SECURITY QUESTlON ~. In addition to creating a password, some
sites also offer a rescue security

question. Sadly most of these questions are a little too easy to get the
answers for. Questions such as Mother’s Maiden name, first pet, town where
you grew up, etc. can again be obtained by the clever hacker.

Security Questions.
Select three security questions below. These questions will help us verify your
identity should you forget your password.

Security Question What was the name of your first pet? ¥
Answer

Security Question | What is your dream job? M
Answer

Security Question In what city did your parents meet? M

Answer

STRONG PASSWORDS Astrong password isn’t going to be easy to
remember at first. For example, something
like 8%&KY4&SXzwMhfrk will take a hacker around a hundred thousand years to

crack but it hardly flows off the tongue. Find a happy medium and make your
password as strong as possible.

www.pclpublications.com



5 Online Protection and Disaster Recovery>

Password Generators

and Tools

We’ve looked at some tips on what not to include when coming up with a strong password.
However, it’s not always as straight forward as that. Whilst some can come up with an elaborate and
incredibly strong password, others struggle. Thankfully, there’s help on offer.

Top Ten Password Generators

We live in an age where you don’t have to sit with a dictionary and cryptic decoder to come up with an excellent password. There are many generators freely

available to help you out. Here’s our top ten.

©000000000000000000000000000000000000000000000000000000000000000

NORTON IDENTITY SAFE PASSWORD GENERATOR

Norton by Symantec, offers a handy free password online generator. You can set
the password length, include letters, mixed case, numbers, punctuation and no
identical characters. You can find it at:
https://identitysafe.norton.com/password-generator/.

—— ae 8

ViMoo Jgentty Safe | ou

Password Generator
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STRONG PASSWORD GENERATOR Another great online
resource that will create

an incredibly strong password based on the options you choose. You can choose
the length, punctuation and avoid similar characters but also display phonetic
words to make it easier to remember. Try it out at:
https://strongpasswordgenerator.com/.

Strong Password Definitian / Requirements

& strng prieord has 4 sirang passon nat —
. [STS—
i i
b s e 4 e
o —
[ —
ot s b | i
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WIGHT HAT PASSWORD GENERATOR  JRLEEIIEEESIEE
generator has been

around for quite some time and has proved to be one of the best available for
those after a unique and unbreakable password. There are ample options, and
none of the passwords generated are stored remotely. Visit:
http://strongpasswordgenerator.org/ for more information.

©000000000000000000000000000000000000000000000000000000000000000

LASTPASS LastPass is a popular password management program, which
we'll look at in the next section; it also offers a free password
generator. Found at https://lastpass.com/generatepassword.php, this

excellent tool will help you create a strong and virtually unbreakable password
in seconds.

] 1

... . X ..

Generate a Password

Usa the anline LastPass Passuord

1o Instantly , randam el
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MSD SERVICES An interesting site this, one that will allow you to
create multiple unique passwords, based on length,
upper and lower case, number and symbols as well as whether the end result will

be pronounceable or completely random. It’s at https://msdservices.com/
apg/index.php for those after several passwords.

e N ; 1

" MsD SERv%&Es g

Passwords
Faarm s genense
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SAFEPASSWD Another great site to have in your password arsenal.
SafePasswd has been around since 2006 and is regarded
as one of the best online password generators. The options are many and with

them you can create something truly impossible to crack. You can find it at:
https://www.safepasswd.com/.

@f;{FEPASSWD

The Memorable Password Generator

Create New Password
Type

Cnoose the fype of password you wsh 10 generate
Eagy To Rernember

[Eluse Uppercase ana Lowentase (Recommenced)
Length

10 20 w A0 Laots.
- i i 1 L 1

Ideal for...
Your personal and work amail sccounts
Banking, financial and savings online services
Kesping your social network's information safs

Thit Iongen your passwond 5, Me more secur it wil
be_ if's recommended 10 be at keast & characiens

long Idealy greales San 10
New Password

B 5L Acvaned

ul @ bution on your
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Thisis a quick and easy online password
generator. You won't get any options or added

extras, you simply click a button and ten unique passwords will be displayed

foryou to choose from. It’s worth looking into for a quick solution to password

creation; https://passwds.ninja/.

wesae

CPassword Generators and Tools

©000000000000000000000000000000000000000000000000000000000000000

This site is powered by the XKPasswd.pm Perl module,
which offers a range of settings to help create a unique
and very strong password. There are plenty of options to choose from and you
can save and load your preferred configuration for later. It’s at:
https://xkpasswd.net/s/ if you want to check it out.

= et LR
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PASSWORD GENERATOR

PRESETS

AP peskar || LN SECAI  Wesn | e | wiel | am

SETTINGS

1 WTIID. 1 sz o b 8 £ iy w e e sy

A SECURE PENORAGLE PRISWORD GEMERATOR

sXxkpasswd:
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LITTLELITE PASSWORD GENERATOR

Another simple but
easy to use and good
online password generator. LittleLite offers some options, including
password length, number, upper and lower case, symbols and spaces. It’s
found at http://www.littlelite.net/pwdgen/ and certainly worth
considering bookmarking.

©000000000000000000000000000000000000000000000000000000000000000

For kids at school or when online, DinoPass is an excellent
resource that will help them come up with a memorable, yet

strong password. You can choose between a simple or strong password type,

depending on where it’s going to be used and there’s meanings of each to help

out, too. You canfind it at:

http://www.dinopass.com/.

= .
= 'dinopass!
Awesome password generator for kids

— R

Here's a password | made just
far you!

I bigsun78

About Dino's Passwords

Whae snac Timpla pareserd’ masn

[IeT———
Vit bt obgt, s b

[ S ———
[ ——

Wt e g upsssmenl mece?

ke 8, 2,
i B ot sty

www.pclpublications.com _



5 Online Protection and Disaster Recovery)

Top Ten Password

Managers

Creating uncrackable passwords is one thing, remembering them for each of the services that require
one is something else entirely. The reason why most people opt for a single password for all their
accounts is simply due to not being able to remember them all. This is where password managers help.

Manage Those Passwords

Password managers differ in what they offer, how they work and what optional extras they provide. Therefore it can be tricky to find one that fits the bill.

Some are free, others cost a monthly or annual fee; here are ten to consider.

LastPass, which also offer a free password generator, is
regarded as one of the finest managers available. There’s a

free version that offers unlimited password storage, cross-platform access,

two-factor authentication and elevated levels of encryption. There’s also a

Premium version that offers a lot more, including 1GB of encrypted file storage
and higher levels of encryption.

LastPasse.-

Zoho Vault is another excellent password management
application. With a free version on offer, moving up to

Enterprise levels for just €7 per month, Zoho allows unlimited passwords, access

from all platforms, password tracking, offline access, auto-login for websites and

much more.

m www.pclpublications.com

STICKY PASSWORD Sticky Password is available both as free or
Premium versions, costing just £24 and offers

two-factor authentication, autofill for websites, advanced biometrics; it’s also

available on all major platforms. The Premium version goes further with cloud

backup and syncing and with every license purchased a Manatee is saved.
Certainly worth considering.

L X ]
%

StickyPassword

securing your personal data

With free, Premium and Business options available,
Dashlane covers a huge user base. Its features are many

and it offers the user a high degree of encryption and security alongside all the

usual auto-filling, two-factor authentication and the ability to export data.

)ﬁashlane



CTop Ten Password Managers a

Keeper is a powerful and feature rich password manager that
has Individual, Family and Business plans available for £20.99,

KEEPER

£44.99, and £22 per year respectively. With unlimited password storage, unlimited
device syncing, finger print login and secure cloud backup, amongst others, it's
certainly one to consider.

KeePass is a freely available, open source password manager

that's regularly updated and comes with a long list of
interesting features. You can import and export password data, it's fully portable
so there’s no installation required and it adheres to 256-bit AES encryptlon
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=SS e]>(p @ 1Password offer an individual and Family plan for as little
as £2.30 and £4 per year. With it you can access password
across all your devices and operating systerns; there's offline access, autornatic

synchmg, 1GB of secure storage available and a 365 day password history recovery.
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Password Boss offers both free and Premium
plans, with the Premium plan costing around

£24 per year. There are ample features to enjoy, including cross platform

support, full military encryption, cloud synching and more.
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PASSWORD
BOSS

True Key is an excellent password manager with a free
and Premium plan available; the Premium plan costing
around £29.99 a year. It's unique in that it utilises facial recognition as well as
finger print, and integration with Windows Hello. There are plenty of other
options available too, so it's worth Iooking into.
L_JIJEJ ‘|L4
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LOGMEQONCE LogMeOnce is an award-winning passward manager
that incorparates many interesting features. It's ultimate
selling point, however, is a passwordless operation, whereby you are able to log

in to any website or service just by using facial recognition. Prices do vary across

the Premium, Professional and Ultimate editions but the personal version is free.
(R T Ty ILJ J
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Shopping Online
vand Se¢uy

Windows is continually improving and as such the new
updates have brought a more customisable degree of control
over the operating system’s privacy configuration; something
that Microsoft has always been criticised for in the past.

The length of breadth of online
shopping is far too vast to cover every
conceivable angle here. So rather than

2

10 Online |
Shopping
Security Tips «

focus on particular elements, here are

ten online shopping security tips to
apply across the board.

RUSHBUYING JEEIEE —_—
fooled into

rush buying something that's at a
ridiculously low price. If a site is selling
an iPhone for £20, then it’s more than
likely to be a ruse to lure you in and
steal your money.

FAKE SITES Ensure that you're
buying from a real
website. Fake sites are remarkably easy
to create by the clever hackerand are
designed to steal your transactions. Be
! wary of sites other than the big names.
R - While smaller online shops are fine, just
look into the type of security it’s using
‘ and do some research before purchasing.

BOGUS EMAIL Strange email
addresses are

something to look out for with suspect
online shops. If the support email or
contactinformation for the site is
something like: ebayhelp@gmail.com
instead of support@ebay.com, then
there’s most definitely something wrong,.

m www.pclpublications.com . .
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HTTPS Evervwhere enough, it will stand up to any
ywhere. decryption methods.
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If possible, always use an online b
shop’s dedicated app rather than the
standard website. Websites can be
compromised, however apps from
iTunes and the Windows Store, for
example, can’t be altered by a
third-party.

/i_l -

©0ccc00000000000000000000000000 o

PAYPAL If possible use PayPal
ora Credit Card as

opposed to a Debit Card. Credit cards
have an extra layer of protection and
legal standing than that of a debit card;
PayPal features many protection
elements within its accounts too.

gt 1 1 1 1

Tempting as it may be, don’t use a public
Wi-Fi access point to conduct any online
shopping. For one, you could be attached
to an Evil Twin Wi-Fi point, where the
hacker is filtering all information through
their system and two, all your data can be
intercepted and potentially read.

ﬁ.- n‘_“\
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3R PARTYSECURITY JRAEE
in one

of the many third-party antivirus and
malware suites, such as Bitdefender.
These programs also offer extra security
when shopping online and can help
prevent any hacking or data interception
from happening whilst the transactions
- are in progress. They can also check the

site you're buying from, too.

—re

—t e e
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BANK TRANSACTIONS

Always keep an eye on your bank
account and the transactions that go on
after you've conducted online shopping.
This will help you get an idea of what’s
going on and should something
suddenly crop up that looks suspicious,
then you’re able to inform your bank
before too much damage is done.
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How to Remove a Virus or
Malware from a PC

So far we’ve looked at ways to prevent getting scammed or indeed getting malware on your system
but what if you’re unlucky enough to already have some form of digital infection? Thankfully, there’s
a way to remove malware and viruses from your computer.

Malware Busters

For this tutorial let’s use a preconfigured rescue disk from Bitdefender. You need to transfer, or burn, the disk contents to a CD or a USB stick and boot into the

safe environment through one of those mediums.

©000000000000000000000000000000000000000000000000000000000000000

STEP 1 Make sure you have a blank CD or a USB stick that’s at least 1GB

in size. The Bitdefender Rescue Disk is downloaded as an ISO
(which is an image file containing all the disk information) and can be
downloaded from www.download.bitdefender.com/rescue_cd/latest/
bitdefender-rescue-cd.iso.

Opening bitdefender-rescue-cd.iso *

You have chosen to open:
bitdefender-rescue-cd.iso

which is: iso File (667 MB)
from: https://download.bitdefender.com

What should Firefox do with this file?

O Openwith | Browse.. |

(®): Save File

Do this automatically for files like this from now on.

©000000000000000000000000000000000000000000000000000000000000000

STEP 2 To transfer the ISO to USB download Stickifier, which is an

executable that doesn’t require any installation. Insert your USB
stick and double-click Stickifier. Click the Select an Existing ISO Image option
followed by the three full-stops and using Windows Explorer, locate the
downloaded Bitdefender Rescue ISO. Click the Open button to select the image
and continue with the process.
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STEP3 Click the Next button and using the drop-down menu next to
Removeable Drive choose the drive letter of your USB stick. Click

Next to start the transfer of the image. Once the image is transferred click the
Finish button and remove the USB stick and power off your computer.

K stickifier -

Select destination

Select the desired destination removable drive from the list below.

Before continuing please ensure that the criteria listed below are met. Failure to do so may cause this utility
lead to boot failures when using the resulted disk.

* the drive should be at least 1GB in size

* the drive should be formatted using the FAT32 filesystem

* the drive should be empty. While this utility WILL OVERWRITE existing files it is recommended tha:
all data from the selected drive before continuning

Removable drive:

[

Ifyou’re using a CD, start by inserting the CD into the drive. Locate

the downloaded Bitdefender Rescue IS0, right-click it and choose
Burn Disc Image from the context menu. Tick the Verify disc after burning option
and click the Burn button to start the process. Once the ISO is burnt to the disc,
you can power off your computer.

Name Type Size Tags
rufus_files /0572017 14:14 File folder
Mathsapplicationpack 19/05/2017 11:12 File folder

7] bitdefender-rescue-cd 23/06/2017 08:34 Disc Image File 683,008 KB
I stickifier 23/06/2017 08:33 Application 3,397 KB
824 IPG File 2,402 KB
@) Windows Disc Image Burner X 2
731 IPG File 2468 KB
Discimagefile  bitdefender-rescue-cd.iso 2t JESjEte EIANES
7:29 Microsoft PowerP... 1,228 KB
R . < 729 Microsoft PowerP... 1,752 K8
S 729 Micrasoft Word D... 17KB
Status 7:28 Microseft PowerP... 2,791 KB
A disc buner wasn't found. Make sure that a burner is 728 Microsoft Word D... 1,074 KB
installed properly, and you have the appropriate - — —
permissions te burn a disc.
1:11 WinRAR ZIP archive 466 KB
1:27 Microsoft PowerP... 7,562 KB
003 Microsoft PowerP... 7,556 KB
2:34 Adobe Acrobat D. 4761 KB
3 i Word ... E
i 316 Microsoft Ward D 12KB
259 IPG File 258
[ eum || Canca | P27 Disc Image File 492544 KB




<How to Remove a Virus or Malware from a Windows PC E

STEP ' You now need to allow your PC to boot up into the Bitdefender

Rescue CD environment. Power up your PC and open the Boot
Option Menu. This could be accessed by pressing F12, depending on the make
and manufacturer of your PC motherboard. With the boot options available,
select either the CD or USB stick and press Enter.

Network boot from AMD Am?PICIT0A
+Hard Drive

+Removable Devices

Metwork boot from AMD AmMPICITOA #2

<Enter Setup>

STEP g. The PC will now boot into the Bitdefender Rescue Disc

environment. This is a custom Linux operating system with all the
necessary Bitdefender security tools preinstalled. First, you need to choose
which language to load the environment. Use the arrow keys, and press Enter for
your language choice.

STEP ' Ideally you should use a wired Internet connection but if you’re

on wireless, click on the network icon in the bottom right of the
desktop to establish a connection with your router. Once you’re connected to
the Internet, double-click the red Bitdefender icon on the desktop, labelled
Antivirus Scanner.

STEP ;. You need to accept the license agreement notification first. Tick

the I agree box, followed by clicking the Continue button. The
virus scanning software will then start to automatically update itself with the
latest virus definitions from the Bitdefender servers. The process won't take too
long, so let it run through the update.

STEP .. Once the update is complete you're taken to the main

Bitdefender Rescue CD antivirus interface. The three main
options: Scan Now, Update Now and Settings are fairly self-explanatory; the
Settings allows you to set a few more options regarding the scan, however the
defaults will suffice.

Bitdefendsr Rescus D

O

Scan Now Update Now Settings

Antivirus Engines Status Registration information
ersion anc o Key

Signatures Typo Fa

Scan plugins Remaining
Archive plug

Unpack plugins

Last updated

STEP 10 To remove a virus on your PC, click on the Scan Now button.
Select the drive you wish to scan and click the Open button to
commence scanning the system. Any viruses found will be detailed along with

options for removal. The process may take some time, so be prepared for a
lengthy wait.

Elapsed Tima
Estimated Tima

Filas/Sacond
Statistics

Scanned items

Infected items

Suspected ltems

O Errors
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Papercut

COMPLETE
MANUAL

series  Stay tuned...

This issue has come to its end, thank you for joining on this
adventure, don't worry as our journey together is just getting
started. So don't miss out on our exciting next issue, coming in
Summer 2026. Hit that Subscribe button as we have even more
high quality professional tech support, tutorials and guides that
you can't afford to miss!
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