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Advanced
Securty Tips

If you want to improve your Windows security further, then this section

looks at more advanced ways and means in which you can achieve that
goal. We cover firewalls, sandboxing and virtual environments and how
to tell which programs are communicating beyond your home network.

Our easy to follow tutorials will help you create a reliable backup of
Windows 10 and all your data, so should something happen you’ll be able
to restore your files with confidence.
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Windows 10
Privacy Settings

Windows 10’s new updates and special edition updates have brought a more customisable degree of control over the
operating system’s privacy configuration; something that Microsoft has always been criticised for in the past.

Windows 10is said
to be the last true
Windows desktop
release, with the
Redmond company

66

Going
Private

2

now opting for
arolling release
cycle, that will add
or remove features
over time through
regular updates.

here are many advantages to this particular setup. A

Windows 10 user will always be up to date with regards

to security, options and support. Any new hardware

that’sreleased will be added to the vast driver database
that Windows 10 already uses and it will operate at its maximum
potential. Microsoft can gradually roll out features that would
require a brand new operating system, thus maximising the
capabilities of the OS. Of course, the company can charge for
certain additional features that would ordinarily be a part of the
0S, such as a media centre for example.

However, profit margins aside, it's the rolling security and updates
that the userwill benefit greatly from. As Microsoft evolves Windows
10, user and developer feedback can help improve the way the 0S
protects its user base. A prime example is the new privacy settings
available post-Fall Creators Update, which was gradually rolled out
to Windows 10 PCs around late October 2017. The privacy settings
and options that are now on offer are a radical improvement over
the previous, rather bleak, features that came with the original
Windows 10 setup. Now, the user has greater control over what the
0S can and cannot do to affect an individual’s privacy.

Providing you've applied the Fall Creators Update, you can view
the current privacy options by clicking the Windows Start button

and typing privacy into the search box. Click on the Privacy
Settings option, with a padlock icon, and the core privacy
options window will open. There are, at the time of writing,
nineteen different options available to browse through. Each
option, when clicked, will display a subset of available options
that can then be enabled or disabled and turned on or off,
depending on your preference.

For example the first option, General, offers the user a choice
of opting for advertising via apps, allowing websites to provide
locally relevant content based on the user’s language list and
allowingWindows 10to trackhowanappis launched toimprove
search results. Whilst that in itself doesn’t sound too much like
your privacy is being infiltrated, there are those who don’t want
the installed apps and the OS having too much knowledge of
where they are and what to advertise. Like most privacy options,
it's a personal preference as to what you're happy sharing with
the system and its connected technologies. Whilst opting to
turn every privacy setting on will inevitably open your use of
Windows 10 up to whoever or whatever is readily receiving the
information, likewise turning everything off will effectively hide
you (to some degree); but at the cost of possible loss of available
features. There’s a fine balance needed to get the best from your

privacy and still enjoying Windows 10’s many features.

There are some interesting additions to the
Fall Creators Update privacy settings, which
are certainly worth looking over, if you want

a best of both worlds approach to privacy
and features.




Location - The Location option will allow Windows 10 and its apps to use your
current location to specialise any content. It's innocent enough but for added
privacy it's worth considering turning it off.

Camera - This is an excellent addition that will define which installed apps have
access to the computer’s webcam. You can turn off app access to the camera
globally or browse through the apps to decide which has access, or not.

Microphone - The same applies for the computer’s microphone; which apps can
access itor not, and whether you want to globally turn it off.

Contacts- The Contacts section details which apps can have access to your current
Windows account contacts. Disabling this globally may have a severe impact on
how some apps, such as Skype and email work.

Which apps are allowed to run silently
in the background whilst you work? You
can decide whether they do, or not.....

@ tome Background apps
| Background Apps
Let apps run in the background
Priva @ on
B General "
& Location

Select which apps can run in the background

Click the Windows Start button and type
privacy, click on the Privacy Settings link
and you see thisscreen. ..

General

Change privacy options

Let apps use advertising ID to make ads more interesting to you
Prvacy based on your app usage (turning this off willreset your ID)

@ on

3 Notfications

Let websites provide locally relevant content by accessing my
language list

@ o

&t Windows track app launches to improve Start and search

B Speech, inking & typing

8= Accountinfo

<Windows 10 Privacy Settings -

Radios — This option will define which apps can control hardware such as the
computer’s Bluetooth device, Wi-Fi or any other kind of wireless receiver. Obviously,
some apps will require access to share information or allow access to shared areas.

Background Apps - Windows 10's background task handling is far better than in
previous versions of the operating system. Memory is released as apps drop into the
background, as is processor allocation. However, you can further define which apps
will be allowed to run in the background with this option.

Taking time to go through each of the available options is something every
Windows 10 user should do. This way you become familiarwith how the OS shares
your account data and what exactly has access to your Windows 10 computer and
its hardware.

You can control which apps have access
to the computer’s webcam. Handy for
keeping track of your privacy. ...

@ Home Camera
o setling Let apps use my camera hardware
@ on
.
B General
& location Choose apps that can use your camera

Windows 10’s apps can access almost
every element of your account,
including your contacts. ...

@ Home Contacts
3 Let apps access my contacts
@ on
Privacy wacy Statement
6 Genenl Choose apps that can access contacts
A Location Some apps need access to your contacts to work as intended.

Turning off an app here might limit what it can do.
Camera
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How to Check which Apps
are Sending Information

Most Windows 10 apps and programs have some element of code that will attempt to communicate
with an external source. That communication could be to check for the latest version, or patches and
updates, or it could be malicious software sending personal data.

Look Who's Talking

There are a number of ways in which you’re able to view which programs and apps are sending data to Internet and external sources. Some methods are

better than others, so it’s worth trying them all to see which works best foryou.

STEP1

The first port of call to help monitor what apps are accessing the
Internet is Task Manager. Click the Windows Start button and type
task, then click the Task Manager result in the search box. You can also right-click
the taskbar and select Task Manager from the available option in the menu.

5 0 @ Fiters /|
Best match
Toolbars
1 .. Task Manager
T Desktop app Cortana
Apps Show Task View button
B Task Scheduler Show Windows Ink Workspace button
Search suggestions Show touch keyboard button
A task- See web results Cascade windows
Settings Show windows stacked
Photos. Show windows side by side

Documents Show the desktop

Store

Task Manager

STEP 2 With Task Manager displayed, click the More Details arrow (if it's

available). This will expand the Task Manager options. From here,
click the App History tab and then the Network column so that there’s a
downward pointing arrow above it. This indicates network use in a descending
order of amount of data sent.
File Options View
[ Processes Performance App history Start-up Users Details Services

Resource usage since 27/05/2017 for current user account.
| Delete usage history

| Name CPU time Network  Metered network Tile updates
Films & TV 0:01:55 69.7MB oms oms  *
[8] Cortana 0:03:16 265MB omB omB ‘
| [E] store 0:01:13 263MB oMmB 1.1MB
j [5) skype 0:01:54 195 MB 0MB omB
‘ B Microsoft Edge 0:00:25 127MB oMB 0MB
B Xbox 0:00:26 40MB omB omB
[ Weather 0:00:00 19MB omB 19MB
[E] Get Office 0:00:01 08MB omB omB
[E Photos 0:00:18 0.8 M8 oMB omB

B Mail and Calendar (2) 0:00:28 0.6M8 omB oMmB

STEP3

This is a reasonably accurate way of viewing which installed
programs have been accessing the outside world. The amount of
data being sent to and from your PC can be quite illuminating, and surprising, as
you may never even realise you have a particular app installed never mind that
it's communicating with an external source.

] Films&Tv 0:01:55 69.7MB omB oMB
[8] Cortana 0:03:16 265MB omB omB
=] Store 0:01:13 263MB ome 1.1MB
[5] Skype 0:01:54 19.5MB oMmB oMB
B Microsoft Edge 0:00:25 127M8 Y omB
B Xbox 0:00:26 40MB omB omB
3 Weather 0:00:00 19MB 0MB 1.9MB
[E] Get Office 0:00:01 03MB 0MB oMB
[ Photos 0:00:18 08MB omB oMB
W Mail and Calendar (2) 0:00:28 0.6MB omB omB
H Ssport 0:00:01 05MB omB 05MB
[ OneNote 0:00:01 0.1MB omB oMB
2 Twitter 0:00:01 0.1MB oMB oMB

S9)=2/B8  Another excellent method is by using the Netstat command. Click

on the Windows Start button and enter emd, then right-click the
Command Prompt option and choose Run as Administrator from the menu.
When the message to authenticate the action pops up, click on Yes.

Filters v

E O &
Best match

Command Promp*

Desktop app Run as administrator

Search suggestions Open file location

L emd - See web resulte Pin to Start

Pin to taskbar




<How to Check which Apps are Sending Information

|
vl

SypE2E)  With the command prompt open enter the following: netstat -e

-s -p tep -b. The information populates the command prompt
box quickly, so you need to scroll back up to the top to see it in its entirety.

SgJ=20  Whatyou'relooking at herefs a list of programs, from the column

to the far left, with the IP address of its source and the destination
address in the middle column; with a third column detailing if the connection is
established or not. It can be confusing to view at first but after a moment or two it
should begin to make sense.

STEP 7

If you want to create a friendlier way of viewing Netstat active
connection data, you can pipe the contents to a text file. For
example, in the command prompt enter ed\ to take you to the root of the C:
drive. Then create a new folder to store the text file with md activity, and enter it
with cd activity.

STEP 8 In the activity folder, enter the following: netstat -e -s -p tcp -b >

activityl.txt. This is the same command as before but this time
the output is being sent to a text file, named activityl.txt, rather than outputting
to the command prompt window.

STEP9 Using Windows Explorer, locate the C:\activity folder you created

and within the activityl.txt file. Double-click the activity1.txt file
and it opens in Notepad where you're able to view it without the often difficult to
read command prompt window.

STEP 10 If you want to simplify the information and the process, enter:

netstat -b 5 > activity2.txt into the command prompt within
the activity folder on the C: drive. This will record the information and only write
the data once you've pressed Ctrl+C, which stops the process. Use this for
around two minutes to get a record of what's going on.
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What s a Firewall?

The data packets that come and go between your PC and the outside world can be defined by a set
of rules. These rules state whether a packet has access to the system in the first place, then whether
or not it can gain access to its destination program. Collectively, these rules make up a Firewall.

Great Walls of Fire

The term firewall comes from fire prevention, where a physical wall is constructed in order to halt the spread of afire. In digital terms, the physical wall stops

malware and other threats from spreading into the system.

Some form of digjtal protection against unwanted entry into a system has existed
for many years but the more recent software side of a firewall, one that we're
reasonably familiar with, has only been around since the ‘80s.

Prior to the modern firewall, system administrators blocked unwanted access
through various stages of hardware layers. Long lists of allowed computer addresses
were painstakingly entered into mainframes and routers, where programmable
chips filtered the white list and simply stopped all access to addresses that weren’t
on the list; think of a nightclub bouncer, if your name’s not on the list you're not
gettingin.

In its simplest guise, a firewall will look to a defined set of rules then apply those
rules to any data packets that pass through it. For example, if you've created a
rule whereby all Telnet traffic is blocked, any packet that's trying to reach port 23,
the port that Telnet applications listen on for data, will be blocked. While suitably
effective this low-level packet filtering does have its Achilles heel, in that it treats
each packet as an independent piece of data: not knowing whether it's a part of
an already established stream of data. This can be targeted by hackers who want
access to a system with a firewall in place. The clever hacker is able to spoof a
packet and thus tricking the firewall into letting it pass. It takes some time, and it's
a bit hit and miss, but most hackers have plenty of patience when it comes to
getting into a network. Therefore a much needed higher degree of firewall
monitoring s called for.

Stateful Inspection firewalls were introduced in the mid ‘90s and
enabled a firewall to log all the connection that passed through it
determining what was the start of a new packet stream, part of
an existing packet stream or something random. This allows a
firewall to allow or drop any access based on a data packet’s
history. In terms of effectiveness, this makes the firewall more
efficient and faster at dealing with connection requests as it
doesn’tneed to continually analyse each packet as anindividual
but rather as a whole stream. For added layers of protection, if a
packet doesn’t match any of the connection histories, then it can
be evaluated and filtered through the various rules to determine
its legitimacy.

Afurther layer of protection was included into the basic firewall early

in the 2000s. Application-layer analysis enabled firewalls to inspect

packets that were targeting individual applications within the operating

system. Each program or application installed in the system will use a set of
protocols to communicate with the outside world. When an application is installed,
onaWindows 10 system forexample, the installation mechanism will automatically
add an instance of it to the Windows 10 firewall. This means that it is able to send
and receive information successfully through the Windows firewall without any of
it being blocked. By blocking an application’s access to the outside world, the user

could miss out on regular updates, fixes, patches and so on. One of the key benefits
to an application-layer firewall is that it's excellent at blocking specific content,
such as known malware and viruses or dangerous websites. It's also capable of
determining when a particular protocol is being misused by a rogue application.

Where the firewall proceeds from this point is unclear. However many experts agree
that although we'll always need a firewall, the modern systems, networks and
devices have so many potential access points that it’s fast becoming less efficient
to run the standard firewall model. In effect, the modern firewall, regardless of how
complexand efficient it has become over the years, is quick becoming a bottle-neck
for the operating system. What some experts are theorising is that at some pointin
the future, the need for a single, overall firewall will be outdated and that the next-
generation operating systems will require each program and application that can
beinstalled to act as its own firewall. Whether this will come about is pure fantasy at
the moment but at the speed digital technologies grow and evolve there’s a good
chance of finding out soon enough.

Hardware firewalls are an early
example of network security




<What is a Firewall?

@ Windows Firewall @ Windows Firewall with Advanced Security - o x
Fie Acion View licp
1 @@ > Control Panel > System and Security > Windows Firewall s 2@ =060
Helb ot uF PCwith Windows Firewall @ Vindows Frewall with Advancy ‘Actions
Control Panel Home 6l prosset your PC Wi dows Firewa 1 ibond Ries N 5 setie || Inbound fules -
K Outbound Rules ot g i
Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the - o M @ Newhle
Allow an app or feature Intemet or a network. 8 Mooy ©0C Universe Oniine Windows Clent pte /| ey o 5
through Windows Firewall 10 DC Universe Online Windows Client Private.
= - pe ||| ey sete »
& Change notification settings 9 Private networks Connected O« vmate || Filer by Group. »
® Tumn Windows Firewall on or @ poom a View »
off Networks at home or work where you know and trust the people and devices on the network e M
O R s © EvERSPACE™ M A e
estore defaults oo 3 opot
Windows Firewall state: on  tversoace L gL
© Advanced settings © Ficton (CProgeam i 680\l i Piete Heip
Incoming connections: Block all connections to applications that are not on 0 Fircfox (C\Program Files (86)\Moils Fr Private
Troubleshoot my network the st of allowed applications © Gand Theft AutoV m
© oo Thet uso v pivate
o
Acepinaie nctuord & Network 3 @ Gard Thett AoV a
© Gand Theft Auto¥ Piste
Notification state: Notify me when Windows Firewall blocks 2 new app Slurivi: phe
OLentsvensz ™
’ 9 Main execable for CBC Gld Prste
B @ uestor pubic neworks Not connected ey L
© hcosot Otce Outiook bmate
@ hecopois A
8 Necropolis Al
© NoMan's Sty an
O ot sty a
- J—— Piate
) exygennotincluded Public
© cxygennotincluded Drivate
5 cxygemnatincuded Sublc
Piate
Diatn

“The built-in Windows 10 firewall is
certainly good enough for most users’
needs. It’s fast, effective and can be
easily configured.”

“When each program, application,
game andso on s installed, itis
entered into the Windows 10 firewall
so it can communicate with the
outside world.”

“There are countless freely

available third-party firewall
clients. Some are very good,
others not so much.”

ZONEALARM

Fi
Free Firewall Update Tuneup Tools Help

YOUR COMPUTER IS SECURE

COMPUTER | INTERNET IDENTITY & DATA
Anti-phishing

Blocks dangerous web sttes

Browser Virtualization
Stops silent drive-by Web attacks from reaching your computer.

Not included, leam more

Anti-spam
Blocks dangerous and annoying junk e-mail in Microsoft Outlook and Outlook Express
Not included, leam more

Parental Controls
Helps safeguard your children from Intemet predators

Not included, leam more

Check Point’

h
SOFTWARE TECHNOLOGIES LTD.
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Improving the

Windows 10 Firewall

The built-in Windows 10 firewall is a surprisingly good security application. Whilst it may not be
as efficient as something offered by one of the third-party security suites, it’s certainly more than

adequate for the average user.

Getting to Know Your Firewall

Generally, there’s little need to ever configure the Windows 10 firewall. However, getting to know how it works and improving it is part of being more security-

conscious. Here’s some tips on how to manage it better.

STEP1

You can open the main Windows 10 firewall console window by
clicking on the Windows Start button and entering firewall into the
search box. Click the returned link, Windows Firewall Control Panel, to launch it.

0O @ Filters \/
Best match

Windows Firewall

Control panel
Apps

& Windows Firewall with Advanced Security
Settings

@ Check firewall status

@ Allow an app through Windows Firewall
£ Firewall & network protection

Photos
)=22) The Windows 10 firewall console window starts by detailing the
basic status of the firewall. It should be On by default, unless
you've installed a third-party security suite which contains its own firewall. There

are two kinds of network listed, Private and Public. Private is for home or work,
whereas Public is for cafés and the like.

A @ > Control Panel » System and Security > Windows Firewall

Gortiolbanitorme Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the
Allow an app or feature: Intemet or a network.

| through Windows Firewall

& Change notification settings

& Tum Windows Firewall on or
off

| @ Restore defaults
@ Advanced settings

Troubleshoot my network

B @ rrivacnemvorks

Networks

Connected

you know and

Windows Firewall state:

Incoming connections:
Active private networks:
Notifcation state:

. ° Guest or public networks
Networks in public places such as airports or cafés

Windows Firewall state:

Incoming connections:

Active public networks:

Notification state:

the network

On

Block all connections to applications that are not on
the fist of allowed applications

£ Network 3

Notify me when Windows Firewall blocks a new app

Not connected (~

On

Block all connections to applications that are not on
the list of allowed applications

None

Notify me when Windows Firewall blocks a new app

STEP3

Down the left-hand side are some links that will help you
configure and improve the firewall, as well as turning it on or off
(which isn’t recommended under any circumstance other than the installation of
animproved third-party firewall). To begin with, start by clicking on the Advanced
Settings link.

)

4 & > ControlPanel » System and Security » Windows Firewall

T Help protect your PC with Windows Firewall

your PC through the
Allow an app o festure

through Windows Firewall

Internet o a network.

l @ Private networks

Networks kno,

© Change noification cettings Connected (~

 Tuw Windows Fircwall o or
oft

Rectore defauts
it Vindows Firewallstate: on
© Advanced semings

Incoming connections:
Troubleshoot my network

Block all connections to applications that are not on
the st of allowed applications.

Active private networks: T Network 3

Notification stote: Notify me when Windows Mirewall blocks & new opp

l @ Guest or public networks

Networks in public places such as airports or cafés

Not connected

Windows Firewallstate: On

Incoming connections: Block all connections to applications that are not on

the st of allowed applications
Active public networks: None

Notification state: Notify me when Windows Firewall blocks a new app

(9= The Advanced Settings link launches a new console window. This

new console defines the inbound and outbound rules for the
entire system and its installed programs and applications. You can set
authentication rules between computers, view and create new firewall rules, view
the current firewall policies and even monitor what's being blocked in realtime.

[
He Acton View Hep
*= @ BF
[ T R T RET Windows Fivcwll with Advanced Security on Local Computer Action
8 Inbound Rules Ving
B Outsound Rues &
2 Connection Security Rules @l
- . &8¢
B Ficnal e = o
4 Connection Security Rul
8 Security Associstions Domsla Proie. e
© Widows Frowali bl
[ TP — -
© Oubound camocions ot do vt mkch e v aowed b
Private Profilo is Active |
Y Windows Frewal s on. .

oY ———
© Outon crvectio et do v mh e s o
Public Profile

Y Ta——

© vbound comecios ot do ek ke wwocked
© Outbound conections thel do ot metch & e ave alowed.

) Widowe Frowat Prpadioe

Getting Started

ortected b ting Ftemet Protocel secuty (Faec).
13 Comection Secusty s

View and create firewall rules.

£ mheercad

g e compi By .




Click on Inbound Rules to the right-hand side of the main
console window. This will list the current rules that allow traffic
into your computer and to the applications that require it. For example, in this
screenshot there are rules for various games that allow multiplayer interaction
and the ability to ‘talk’ to the game server as well as install updates.
@

File Action View Help
| 27 | B

@ Vidons et it Ao | -
: ot | Name Gowp Profle  [oabled  Acton  Overide Program |t
R Conneton Sty ol | @ -8 i M v Alw Mo Drgumeasteamiaenn | g

« B Monitoring 0 68 Amies M Yo Alow Mo Digemes\Steamistean ||

B Firewall @ Allow mONS for Semba. Privste Yes Alow  No Any
B Connestion Secuiity Rul| @ Assassins Creed Syndicate an Yes Alow  MNo d\games\Ubisoft Gom | V'
B Securty Associotions || © Borderiandc Prate Ve Alow Mo D\gameetborderands) || 7
0 serseranes Prte Ve Alow  No Dgames bordertands)
| 5 Bordertands. Public  Yes Bock N Do\gamesihordertands)
€ Borderands Pl Yo Bodk Mo Dgomestburdedends (| @
0 Bordertands.exe. Public  Ves Allow No. Di\games\Dorderdands! || =
0 Borderiands.oxe Public Vs Mlow N DigomeBordertonds)  |[ |
O ComnEses M Ve Mo Mo D gamesSteamictesn
© Conneies v miw N 0\gamesStesmistesn
© Conan Fuites. an Yes dlow Mo Dr\games\Steamistran
@ Conntrics A Yo Al Ne 01\gomesSteamstesn
10 Counter-Strike: Globel Offensive. Al Yes. Allow No D:\gemes\Steam!stean.
0 Counter Srike: Global Offcnsve M Ve Alew  No Di\gomes\Steamistesn
© DC Universe Onlie Windows Clent Prste Ve Mlow Mo Digamen\dc univere
© 0C Universe Oniine Windews Client Pruate Ve slow  Ne D4\ gameside univerze ¢
O Prate Ve Alow Mo DAgamediorcerdten
Qu Piste Yo Alow Mo Di\games\dioree\dLen
@ ooom A Ve Alow  No Di\gemesSteamistesn
©000M A Y Alow Mo Di\gomes\Stesmistean
@ EvERsPACE™ M Y Now Mo DioamesiSteamstesn

STEP 6 These rules are automatically entered into the firewall when you

install the program, game or app. When you install a program
you're required to accept and authenticate the process, clicking on Yes to start
the installation. This level of administrative access also allows entry of the
program into the firewall. Pick one of the entries and double-click it.
*
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STEP7

The properties of each firewall entry allow a greater degree of
control for that particular program. You can change the name of
the entry, allow or block the connection, define the physical location of the
program on your computer, allow access to the program from remote
computers, set the protocol and port number it uses and even which network
controller to use.

Conan Exiles Prop
General Programs and Services Remote Computers
Protocols and Ports ~ Scope ~ Advanced  Local Principals ~ Remote Users

Protocols and ports
™ Protocol type: |TcP v ‘
Protocol number: 53]
Local port: | Al Ports v
Example: 80, 443, 5000-5010
Remote port: Al Ports v
Example: 80, 443, 5000-5010
Intemet Control Message Protocol Customize
(ICMP) settings:

Improving the Windows 10 Firewall

gl Sometimes, uninstalling a program doesn’t automatically remove

it from the Windows firewall. The exact reasons why are varied but
to help improve the efficiency of the Windows firewall, whenever you remove a
program from your system, it’s worth checking the firewall to see if its entry has
been deleted. To delete an entry, right-click then select Delete from the menu.
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STEP9 You may not want to delete a rule as it could be used later or if
you reinstall the program and it fails to recreate the firewall entry.
The recommended process then is to block the rule from communicating with

the outside world. To do this, double-click the rule and from the General tab click
the Block the connection button.

Borderlands

Protocols and Pots ~ Scope  Advanced  Local Principals ~ Remote Users
General Programs and Services Remote Computers
‘ IBordedand: |
Description:
Borderlands
[ Enabled
Action

~5 O Alow the connection
‘J (O Allow the connection f it is secure

Customize

@ Block the connection

STEP 10

Similarly, the Outbound Rules link will detail the various
programs that are allowed to communicate from your computer
to an external destination. It’s good practise to familiarise yourself with the rules of
thefirewall, as a rogue program will need to set a rule to communicate. You can
then block that rule and stop the threat from reporting back.
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Advanced Security Tips>

Creating a Security Plan

A security plan will help you form a better strategy when it comes to tackling your Windows and
home network security. A good plan will help keep on top of backups, updates and possible areas of
weakness that malware or hackers can exploit.

“Users form
the most
vulnerable

point of access

forsecurity on
any system.
Educate and
make sure
they’re safe.”

Users

More than likely the ‘user’ is the most

vulnerable point of access and the
biggest security threat to any system
or network. Whilst you can have the greatest
AV suite and watertight security system
in the world, the user who carelessly visits
unbeliveableandobviouslyfakedeals.com is the
onethat’s going to cause you the most headaches.
In a home network that’s often youngsters, those
who don’t quite understand the whole Internet
security element.

Whilst most youngsters are more tech-sawwy
than us adults, there’s an age range where they'll
happily click a link from a friend or something
they've seen that looks cool. Therefore take
the time to educate and frequently check their

accounts or computers for anything suspicious.

If possible enforce limits to their browsing
and regularly update the browsing rules to
make sure they're not going where they
shouldn’t. Remember, it's not just viruses
that a child can download, they could
potentially see something that would affect
them emotionally.

Plan for the Worst, Hope for the Best

There’s a lot to consider when coming up with a good security plan. It’s not just a case of occasionally checking foran 0S
update on yourown computer, you have to take into account other computers and the entire network.

An effective security plan should encompass the whole of your network, which includes Windows computers, Android and iOS
devices, your router, any powerline adapters, Wi-Fi coverage, access passwords and even where the Ethernet cable runs through.

It may sound a little extreme but like most checklist-type scenarios it can be as in-depth as you like.
However, it's worth at least considering some aspects of the home network and overall security
before starting a plan.

Updates

Obviously a must-have section of a good security plan is to regularly
check for system and program updates. Thankfully, Windows 10 and
most security suites will run an automatic check whenever the system is
powered up and connected to the Internet. However, there’s always some
point where an update failed to initialise for some reason or another.
Therefore, it’s often best to manually check.

Consider too checking for updates for the most frequently used programs.
Microsoft Office, GIMP, your browser and even games will inevitably have
an update available which can enhance, protect and improve the security
of the program. After that, make sure that the other installed programs
on the system are up-to-date too, as it's best to make sure there’s few
weaknesses as possible.

Programs

It can be difficult to keep track of what programs are installed on a system
but it's not impossible. If you're serious about the security of your home
network and its systems, then taking stock of what programs are installed
on each system is worth doing,

Running through a checklist of installed programs you may notice one
that shouldn’t be there. A quick lookup of the program may reveal that
it's a popular backdoor for hackers to get into a system and the attached
network. That being the case, it needs to be removed and any firewall
entries checked and disabled.



“Router security is vital
but it’s placement
in the homeis
important too. Not
Jjust for effective
signal reach but
also to stop
others from
hijacking it.”

<Creating a Security Plan -

“Keep all your
software up-to-
date, including AV
{ suites, programs
andthe operating
systemitself.”

“Make sure that all

the important data
isbackedup toan
external source as well
as off site, suchasa
cloud service. That
way ifyou end up with

/ /i'

/i

Routers

The family router is the first point of access for anything malicious on the network,
since it’s the gateway to the outside world. Make sure that the router software is up-to-
date and that it’s using the best possible wireless security standards and encryption.

It's also beneficial to make sure that the router's admin password and access
passwords are hidden from sight. It doesn’t take much for someone to look through
the front window and make a note of a router password that’s carelessly on show for
all to see. Consider too, that not all visitors to your home are going to be chivalrous
towards viewing your network password.

It’s also worth tracking the range of the wireless signal from the router. By installing
and using a good Wi-Fi scanner on a mobile device you can tell where the Wi-Fi
signal from your router lies beyond your home. Whilst it's good to have a powerful
signal, it won’t take much for someone to sit nearby with a laptop (or a neighbour)
and hack into your network. A Wi-Fi analyser will help you determine the best
placement for security and more efficient use of the signal.

Passwords

It's not common for a home user to frequently change their password to the same
degree as would an office worker but it's certainly something worth implementing.
Using a combination of a good password manager and generator, you can set a 30-
day password limit for all users and their access to the sites they visit.

It might sound like an awful lot of hard work on the part of everyone involved but
weak passwords and the same password being used across Facebook, banking
and gaming is a huge security vulnerability.

a complete loss of
data, you can recover
iteasily. ”

Backups

We'll cover backups in a few pages time but for the meantime though making sure
that each account and computer is regularly backed up can take much stress out
of a security situation. If you're unlucky enough to catch a virus or other malware,
or are unfortunate enough to be hacked, you'll need to act quickly to prevent any
loss of personal information. This usually means wiping your computer completely.

Having a good and reliable backup solution will help you recoveryourvaluable data
in notime, should you ever need to wipe everything or all your data is compromised
through malware. It's also worth thinking of investing in a fireproof safe to store your
backups along with cloud options for off-site backup security.

Cabling

It's not always something you need to check but ensuring that the home’s Ethernet
cabling is secure is an essential element to network security. For example, if you
live in shared accommodation, it's possible for a neighbour to be able to be able
to connect to your Ethernet cable and steal your bandwidth or gain access to your
network resources.

If you can implement all or just some of these elements into your plan, you will be
well on the way to making sure that your home network is as secure as possible,
without becoming too paranoid over potential threats from outside sources. After
all, you lock your doors when you’re not at home so why shouldn’t you lock your
network too.




Advanced Security Tips>
Windows Security Checklist

Taking the time to write down an effective security plan for your home
network will pay dividends in the long run. With it you’re able to spot
potential leaks in security, secure your home network, Wi-Fi and
powerline adapter technologies, and ensure digital peace of mind.

Naturally, this is just our example and
will probably be different to your
own setup and depending on the
equipmentyou have available
. to you. Forthe sake of this
' publication we've taken a more
generic approach but it’s
worth using it as a foundation
from which you build your
own, personal and unique
checklist. Your checklist
can be asintricate as you
like, detailing specific
hardware or software
ononeorallyour
computers, devices and
so on, that needs to be
updated regularly. Just
remember though, there
is a point where you can
become a little too security
conscious. Whilst it’s great to be
prepared for anything, and run
your home network like a veritable
digital Fort Knox, it can take up a
substantial amount of your time applying patches
and checking off every item on the list. Therefore,
look for a happy medium, whilst remaining vigilant
against digital threats.

We’ve come up with
a template security
checklist that you
can use to create
your own, for your

66

Plan
Ahead

29

home network.
Remember to tick
each section and
remember to keep
checking regularly
and alter it as new
devices are added.
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[ Wi-Fi S

ecurity
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Router

Make sure thatyour router’s admin password and
access passwords areinasecure, unviewable

place.S0 Jisitors can’tsee the
into your home-

mwhen they cOMme

Loginintoyour routerand check thatthe Wi-Fiis
us‘rr\gWPSZ.Then checkthe currently attached
devices forany anomalies. [fyou use any other
form of router secu fity, double checkitsstil
functioningas updates can reset routers.

reless Positioning

Using aWi-Fi analyser onyour phoneor tablet,

measurethe impactof the wireless signal from
the router. ffit’s reaching outinto the streetan
notso much therear ofthe house, then consider
movingt. Keepan eyeonthe signal power and

weak locations-

[] oS Update

Check forany operatingsystem updateson all
the computers and Windows mobile devices that
connecttothe home network.

Security Suite Update

Runasimilar update checkonany anfivirus
clients, VPN clients or other third-party security

O

O

programs and applications-

Program &ApP Update

Run any update checkson frequently used
programs and applications: After that, run as
many updates on otherinstalled programs on all

your computers.

O

O

Installed Rogue

Program and App

Checkeach computeron the network forits list
ofinstalled programs- fthere’s anythingin there
thatdoesn't lookight, research itand remove it if
necessary- Make a note ofthe programs installed
(as ascreen shotor physical note) and compare
themwith each frequent check.

Password Reset

Set aregular, usually30-days password reset.Each
individual user <hould be able t reset all their
passwords for every site they Jisit and make sure
thatthe passwords theyreusingare strong. Use

a password manager and password generatori
needed.

D Firewall Integrity

O

Checkthatthe firewall on each computer, and
potent‘raﬂy any devices, isupand runningand that
there’s no rogue programs withinthe inbound and
outbound rules set.

Backup |mportant
Files

Make surethat each computer and deviceis
regularly packed up- we'll cover how 1 effectively
pack up aWindows 10 computer lateron- Back
up important documents and keepthe backup
copy somewhere <afe; consider purchasing a
fireproof safe.
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What is a Sandbox?

Sandboxing is an important security technique that’s used by companies and individuals the world
over. It’s not something the average user will normally come across but you can guarantee that every
piece of software you use has been sandboxed at some point in its development.

Playingin the Sand

Everyone from software developers and security experts to the hackers themselves will use a sandbox environment to help build and test their products; so

what exactly is a sandbox?

Just as the name suggests, a sandbox is a place where you can do something
without it affecting the surrounding area: visualise a sandbox in the middle of
a garden. In digjtal security terms, this means a sandbox is a tightly controlled
environment that’s isolated from the main operating system where a person can
test or analyse software and its impact on a virtual system.

The sandbox can be one of a number of implementations: web based, operating
system based, program based, network based or even emulating interaction with
the Internet. There are countless more examples, each depending on what exactly
is being tested and what functions are required to complete the test.

For security, a sandbox is usually an extremely isolated environment that doesn’t
have access to anything on the company network, or any contact with a host
machine. Here the security expert is able to conducts tests on untrusted pieces of
code, known malware and viruses and even website content. Should those tests
reveal something nasty within, the security expert is able to work their magic and
develop a fix that can be further tested and finally deployed to the company’s
servers, where it's downloaded as updated virus definitions by the security suites
and applied to a customer’s computer.

Imagine that from the point of view of a hacker, then. The hacker has developed
a particularly nasty piece of code that could bring down government agencies
and cause widespread panic among the global digital community; they’re hardly
goingto test it on their own computer. They need to create a sandbox environment
whereby they can trigger the malware, ransomware or whatever, and let it run

its course. In the meantime they can run through various procedures

to try and wipe the malware, as a security expert would, to find any

weaknesses. Once they've perfected the malware and wiped out

any perceivable vulnerabilities, they can then happily upload

it to the Internet and sit back as the world is infected with

their code.

It's not always the testing of malicious code that’s
associated with sandboxes. For example, the words

you're reading now were written using Office 365/Word

2016. Before the product was released by Microsoft, the
development team behind Word will have gone through
extensive testing, making sure that all the individual
components within and that make up Word 2016 all
worked. To do so, they will have used a dedicated and
separate environment to the one they're using to program

on. This specialised environment will have mimicked a real
world setup as much as possible, so that when the developer
wanted to test something they could compile the code and
execute it in an environment that wouldn’t affect their normal day-
to-day workplace.

The often severe lockdown of a sandbox system does make it difficult to emulate
what the average user may be using. The standard desktop computer has many

different elements, both hardware and software, that work together to make up the
computer that you've customised and personalised. A developer, security expert or
software tester can never hope to create something that works 100 percent with
every Windows 10 desktop system that's out there.

It's generally accepted then that when testing in a sandbox it's advisable to use
as common a hardware and software setup as possible. This way, the developer
will likely create a program that works on as high percentage of the computers
available. Those computers that differ from the norm, and that may require a little
more work for the product to install and work on, can then be dealt with through
minor patching and bug testing.

So what's this got to do with you, we hear you say. Well, there are ways in which
you can create your own sandbox environment to test in. Consider how many
times you've downloaded software from the Internet and executed it without
even examining how it may affect your computer. How many times do you visit
websites and happily click on whatever message may appear without even reading
it properly. With your own sandbox environment, you can download and install a
piece of software and see how it runs within a test setup without it ever impacting
your real machine. If you get into the habit of testing every bit of software in a
sandbox first, you'll certainly be glad should the day come you discover a hidden
virus in the folds of an otherwise harmless looking program.

Using a virtual machine as a
sandbox is a great way to test
programs for every version of

Windows, not just the latest




Getting Started Tutorial - Sandboxie

How Sandboxie Works (Illustration)

VirtualBox

Empty Space
= Windows, Program Files
and Documents
= New Content
sandbox

e @y

Sy

Hard disk (no sandbox)

“VirtualBox is considered to be one of the leading
and easiest to use virtual machines, where you can
create a sandbox environment to test in.”

M

Sandboxie

Hard disk (with sandbox)

“Sandboxie is an environment
designed to allow you to test
programs without them being
installed on your computer.”
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Running Windows 10

as a Sandbox

We've already talked about how a sandbox works and essentially what one is in terms of
computing and security. However there are many advantages to creating your own virtual sandbox
environment. It’s not always purely to test suspicious code, as you’ll soon discover.

Sand Between Your Toes

If you’re still convinced that a sandbox environment can help you out, then read on. We’ve compiled a list of ten reasons why creating your own Windows 10

sandbox is beneficial to the average user.

OLD PROGRAMS Within the Windows 10 virtual sandbox environment
you may be able to run older programs that would
normally fail, even in compatibility mode, under more modern hardware drivers.
Often an older program will look for a specific driver set, if it's too modern then it
can fail. Virtual environments use older type drivers by default.

=| Control Panel i

Settings Help
m 5 0 =
Fonts Porls Mouse  Desktop Keyboard  Printers

-%‘ﬁlﬂadﬂc

Intemational Date/Time

= Program M hd ==
File Options Window Help
B o HE
M Pé o This will end your Windows session.
b Schedue+  Flemote
Recorder Cardfile Calculator Clack.

HOST PROTECTION If you think that a download link or email
attachment may contain a virus, then opening
itin a safe, virtual environment is the safest bet. Of course, you shouldn’t open

any unknown email attachments but if you need to, do so in a sandbox. The
virus will infect the sandbox and not the host (real) computer.

gy sa @ P

18 Sent Items - Microsoft Outlook

!

SAFE BROWSING

Within a virtual environment you can browse a site
without any of its code being written to the main,
host computer. This could simply be cookies and other such relatively harmless
additions to sites or it could include data miners and malicious links.

we s

naroraosmecon

SOFTWARE TESTING If you're serious about your security and the
safety of your home computer, then you
should be downloading and installing software in a test environment first before

applying it to your real computer. Avirtual environment is a great place to see how
software works and whether it's worth installing or not.




VIRT

0S The beauty of a virtual environment, such as one created

by VirtualBox, is that you’re able to run Windows, macOS
and Linux operating systems on top of your host operating system, whatever
system that may be. You can install Windows 10 within a virtual environment
whilst using Linux or macOS, or vice versa.

@ Windows10 i EG1_View Aciow Deices Doveip Window 1.

ABAIl WFumma

i

VIRTUAL BACKUP Itis possible to create a virtual copy of a physical
machine. This is an excellent way of making sure

that the entire machine, that is a snapshot of the OS as it was when copied, is safely
backed up and accessible regardless of what operating system you choose to use.

T

FoeiinnE ) AANAR)

SECURE ANONYMITY

Within a virtual Windows 10 environment
you're able to create an anonymity system.
By this we mean, you can install a VPN and use the Tor network and surf the
Internet without fear of being traced; and what’s more, none of it will affect your
host operating system.

Congratulations!

This browser is configured to use Tor.
You are now: free to browse the Internet anonymously.
Test Tor Network Seftings

Search securely with Staripage.

What Next?

Tor is NOT all you need to browse
‘anonymously! You may need to change some of
‘our browsing habits to ensure your ientity
stays safe.

You Can Help!
There are many ways you can belp make the Tor
Network faster and stronger
+ Run a Tor Relay N
+ olunteer Your Services »
+ Make 2 Donasion »

Tips On Staying Anonymous »

The Tor Project is a US 501(c)(3) non-profit dedicated to the rescarch, development. and
education of online anonymity and privacy. Leam more about The Tor Project »

Running Windows 10 as a Sandbox

SAFE DEVELOPMENT If you're considering developing your own
software and apps, then using a virtual

environment is an ideal place to test the code as you create it. Should a function
you've written have an adverse effect on the OS, then you won’t damage your
working system.

Progran Check_Group
use crystallographic_symmetry, only: Space_Group_Type, set_spacegroup
use reflections utilities, only: Kkl Absent
use Symmetry Tables, only: spgr_info, Set_Spgr_Info

! Read reflactions, apply criterion of "goodness" for checking,
! set indices i1,i2 for search in space group tables ...

! omitted for simplicity

t_Spgr_Info()

do_group: do i=il,i2
hms=adjustl(spgr_info (i)%HH)
hall=spgr_info(i)%hall
if( hms(171) /= "P" .and. .not. check cent ) cycle do_group ! Skip centred groups
call set_spacegroup (hall,Spacegroup,Force_Hall="y")
do 3=1,nhkl
if(good(3j) == 0) cycle !Skip reflections that are not good (overlap) for checking
absent=Hk1_Absent (hkl(:,j), Spacegroup)
if (absent .and. intensity(j) > threshold) cycle do_group !Group not allowed
end do
! Passing here means that all reflections are allowed in the group -> Possible group!
memtl
num_group (m)=i
end do do_group
write (unit=¥, fmt=+) "
write (unit=+,fmt=+) *
write(unit=+*, fmt=+)
write(unit=+,fmt=+) "
do i=1,m
Jj=num_group (i)
hme=adjustl (spgr_info(j)%HM)
hall=spgr_info(j)%hall
nung=spgr_info (3) 5K

=> LIST OF POSSIBLE SPACE GROUPS, a total of ",m,"” groups are possible"

Number (IT) Hermann-Mauguin Symbol Hall Symbol"

FAMILY FRIENDLY If you have a single-family computer, a virtual
environment s a great place for the kids to go
without fear of them potentially breaking the system. It doesn’t happen often,
kids are mostly more tech-savvy than adults but ittle fingers do have a habit of

clicking things they’re not supposed to. Virtual environments can be backed up
and redeployed easily.

RESTRICTED ACCO Again, using children as an example, a
virtual child’s Windows 10 account can

come with all manner of restrictions and monitoring software, to stop them from
wandering into the scarier parts of the Internet, such as installing Net Nanny.
Again, these controls won't affect the host computer or adult accounts.

Net 5{ Nanny
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Installing VirtualBox

Oracle’s VirtualBox is one of the easiest virtual machine platforms for the beginner to experiment on.
Within it you can install Windows, Linux and even macOS for sandbox testing, without ever having to

alter your main computer’s setup.

Going Virtual

Using a Virtual Machine (VM) will take resources from your computer: memory, hard drive space, processor usage and so on. So make sure you have enough

of each before commencing.

(=28 Thefirsttaskis getting hold of VirtualBox. If you haven't already,

head over to www.virtualbox.org and click on the large
‘Download VirtualBox 5.1’ box. This will take you to the main download page.
Locate the correct host for your system, Windows or Mac, the Host is the current
installed, main operating system, and click to begin the download.

i% VirtualBox

Welcome to VirtualBox.org!

virtu

Hot picks:

« Pre-bult vitual machines for
box

« phpVirtuaiso
« 10Emu automated Windows VM creaton. 3

STEP2 Next, whilst still at the VirtualBox download page, locate the
VirtualBox Extension Pack link. The Extension Pack supports USB
devices, as well as numerous other extras that can help make the VM
environment a more accurate emulation of a ‘real’ computer.

You have chosen to open:
W# ...e VM _VirtualBox_Extension_Pack-5.1.18-114002.vbox-extpack

which is: VirtualBox Extension Pack (18.7 MB)
from: http://download.virtualbox.org

What should Firefox do with this file?
@ Openwith | VirtualBox Manager (default) v
O SaveFile

is. See this ¢ Pack.
[ Do this automatically for files like this from now on.

oK Cancel

packages. The SHA256 checksums should be favored as the MD5 algorithm must be treated &

Sgp==leln  With the correct packages downloaded, and before you install

anything, you need to make sure that the computer you're using
is capable of hosting a VM. To do this, reboot the computer and enter the BIOS.
When the computer starts up, press the Del, F2, or whichever key is necessary to
Enter Setup.

Trend ChipAwayVirus(R) On Guard Ver 1.64

STEP 4 Each BIOS is laid out differently so it’s very difficult to assess where

to lookin each personal example. However, as a general rule of
thumb, you're looking for Intel Virtualisation Technology or simply Virtualisation:
usually within the Advanced section of the BIOS. When you've located it, Enable it,
save the settings, exit the BIOS and reboot the computer.

CHll KAt in

Intel Adaptive Thernal Monitor

0isabled
Enabled

ntel virtuallzation Technulogy

Step Technology

CPU CIE

EPIL 15 Repnrt




Sgp=2i  With the computer back up and running, locate the
downloaded main VirtualBox application and double-click to

begin the installation process. Click Next to continue, when you're ready.

#5 Oracle VM VirtualBox 5.1.10 Setup X

Welcome to the Oracle VM
VirtualBox 5.1.10 Setup
Wizard

The Setup Wizard will install Orade VM VirtualBox 5.1.10 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

STEP 6 The default installation location of VirtualBox should satisfy most

users but if you have any special location requirements click on
the ‘Browse’ button and change the install folder. Then, make sure that all the
icons in the VirtualBox feature tree are selected and none of them has a red X
next to them. Click Next to move on.

4 Oracle VM VirtualBox 5.1.10 Setup X

Custom Setup
Select the way you want features to be installed.

Click on the icons in the tree below to change the way features will be installed.

firtualBox Application
VirtualBox USB Support
VirtualBox Networking

- (=3 ~ | VirtualBox Bridge:
=3 v | VirtualBox Host-C
= v| VirtualBox Python 2.x Su

< >

Oracle VM VirtualBox 5.1.10
application.

This feature requires 168MB on
your hard drive. Ithas 3of 3
subfeatures selected. The
subfeatures require 716KB on yo...

Location: C:\Program Files\Orade\VirtualBox\ Browse

STEP 7 This section can be left alone to the defaults, should you wish. It

simply makes life a little easier when dealing with VMs, especially
when dealing with downloaded VMs, which you may encounter in the future.
Again, clicking Next will move you on to the next stage.

1% Oracle VM VirtualBox 5.1.10 Setup X

Custom Setup
Select the way you want features to be installed.

Please choose from the options below:

Create start menu entries
Create a shortcut on the desktop

Create a shortcut in the Quick Launch Bar

Register file assodations

<InstallingVirtualBox -

(Sgp=ii)  When installing VirtualBox your network connection will be
disabled for a very brief period. This is due to VirtualBox creating

alinked, virtual network connection so that any VM installed will be able to

access the Internet, and your home network resources, via the computer’s

already established network connection. Click Yes, then Install to begin
the installation.

Warning:
Network Interfa«

Installing the Orade VM VirtualBo
feature will reset your network o
disconnect you from the network

Proceed with installation now?

STEP9 You may be asked by Windows to accept a security notification.

Click Yes for this and you might encounter a dialogue box asking
you to trust the installation from Oracle; again, click yes and accept the
installation of the VirtualBox application. When it’s complete, click Finish to
start VirtualBox.

Oracle VM VirtualBox 5.1.10
installation is complete.

Click the Finish button to exit the Setup Wizard.

Start Oracle VM VirtualBox 5. 1. 10 after installation

STEP 10

With VirtualBox up and running you can now install the
VirtualBox Extension Pack. Locate the downloaded add-on and
double-click. There may be a short pause whilst VirtualBox analyses the pack but
you eventually receive a message to install it; obviously click Install to begin the
process, scroll down the next screen to accept the agreement and click | Agree.

@ Oracte VM Virtualiox Manager - o

@@ &3

New Settngs Discard Start.

(D Detais | & snapshots

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now

because you haven't created any virtual machines yet. ™ ~
¥ VirtualBox - Question ? X ' - 3
». I
@) You are about to install a VirtualBox extension pack. Extension
| packs complement the functionality of VirtualBox and can
" contain system level software that could be potentially harmful N 7
to your system. Please review the desaription below and only N

proceed if you have obtained the extension pack from a
trusted source.

Name: Oradle VM VirtualBox Extension Pack

Version:  5.1.18r114002

Description: USB 2.0 and USB 3.0 Host Controller, Host
Webcam, VirtualBox RDP, PXE ROM, Disk
Encryption, NVMe.

[t ] [ cone




5 Advanced Security Tips>

Installing Windows 10
in VirtualBox

Installing Windows 10 within a VM carries with it a clause: you need to make sure you have a valid
license. However, if you're testing something then you can use the Windows 10 Enterprise Evaluation
image, which will last for 90 days.

Window Installations

Naturally you might own a spare Windows 10 license to use for the VM but for this tutorial we’re going for the 90 day Windows 10 Enterprise Evaluation model.
To begin with, browse to https://microsoft.com/en-us/evalcenter/evaluate-windows-10-enterprise.

(=20 You need to register with Microsoft prior to being able to (Sgp=2lel) You need to set an amount of memory from your host computer
download the Windows 10 image; simply click the Register to use as virtual RAM for the VM. Naturally, you don’t want to take

button and fill in the required fields. When done, click Continue and choose the too much as your computer will suffer due to low memory when the VM is

ISO Enterprise option, then your language choice and 64-bit, followed by the running. Ideally, you need to allocate around 2GB of memory to the VM. Click

Continue button once more to begin the download. Next when ready.

—— e Uom—— o s

TechNet Evaluation Center Wy Ecoatons dooumep « Gl Ty Leam |

€ Create Virtual Machine

Memory size
Select the amount of memory (RAM) in megabytes to be allocated to the virtual machine.
The recommended memory size is 2048 MB.

[ | 48 2] M8

O T e (T N I T

4MB 8192 MB

O

5

STEP2 The SO you're downloading is around 4GB in size, so it may take STEP 4 The next section will enable you to create a virtual hard disk, in
sometime, depending on the speed of your connection. Open which the Windows 10 virtual machine can beinstalled. The
VirtualBox and click on the New icon located in the top right of the main VirtualBox default option: ‘Create a virtual hard disk now’ is recommended, then click the

window. In the Name field enter Windows 10, this should automatically change Create button to proceed. The pop-up box will detail the type of virtual hard disk;
the Type and Version fields accordingly. Click Next when ready. stickto VDI and click Next.
L] M VirtualB - o ) . " nages u]
Q é:g} v ES' (23 Detais | (@ Snapshots {i {&} v ‘%* (3 Detais (@ snapshots (1)
New_setigs Dicrd_ Start : New_Setgs Deced St ‘ e
[I f Create Virtual Hard Disk
i Create Virtual Machine | € Create Virtual Machine
[ ) Hard disk file type
| Nameand operating system f Hardl Please choose the type of fi that you woud ke to use for the new vitual
[ = R e —— hard disk. If you do not need to use it with other virtualzation software you
the type of you intend to install on it. The name you choose will be used using the. il can leave this setting unchange
f throughout VirtualBox to identify this machine. f - o P
to the machine settings once the machine is created. O WD (Virtual Hard Disk)
r Name: [Windows 10 { ‘The recommended size of the hard dik is 32.00 GB. (O VMK (Vitual Machine Disk)
Type: | Mcrosaft Windows - ER
. ~L [ p—
I ——
{ [
E E 23 Avch L, v ol 26,00 68)
Create Cancel |
Opoitede  Net . Co T Convoler GRS | (] [
Controler:  1CH ACS7 & » 1 = S

@ metwork




STEP 5 The default Dynamically Allocated option will suffice for this

instance, so click Next. VirtualBox recommends that you
allocate 32GB of physical hard drive space to creating the virtual hard disk.
Make sure your hard drive has enough spare capacity and click the
Create button.
9

R

New Settngs Discrd Start

{petals @ snapshots (1)

[ € Create Virtual Hard Disk
Ev Create Virtual Machine

File location and size

Hard disk

Please type the name of the new virtual hard disk fle into the box below or cick.
o the folder icon to select a different folder to create the fle in.

1 you ish you can add a vitual hrd dsk to the new madine. You can either reate a
i wcdone g teflderion. | [ el 10Windows 10.v0 7]

[
{ e
E
[

you canskp ke the changes
o e machine settngs ance the machine s (reated. Select the size of the vitual hard dsk i megabytes. Ths szes the it on the.
amount of fie data that a virtual machine wilbe able to store on the hard dik.
The recommended size of the hard dsk s 32.00 GB.
v EXT]
<00m8 2001

O Do notadd a virtual hard dsk
E @ Create a virtual hard disk now
O Use an existng virtual hard disk fle

E [ Arch Lnsx. v Qormal, 2

S9)=20:  The Windows 10 VM is now listed in the available VMs in
VirtualBox. Before you begin to install it though, click on the
Settings icon whilst the Windows 10 VM is highlighted. In the General tab, click

Advanced and enable Bidirectional for Shared Clipboard and Drag ’n’ Drop. In
Display, enable 3D and 2D Video Acceleration. Click OK to finish.

|@

| | General Display
|
i System Saeen  RemoteDisplay  Video Capture
| Display Video Memory: ' 128MB |+
1 B storage omB 256 M8
Moritor Count: [ 1 :
|18 Audio ) s
‘ @ Network Scale Factor: [ 100% (%
[
100% 200%
} £ serial Ports
Acceleration: [] Enable 3D Acceleration
| |@ uss [ Enable 20 Video Acceleration
| (=
| Shared Folders
| FE] userinterface
I
OK Cancel

STEP 7 With the Settings console window closed, and the VM highlighted,

click on the Start button. This will open a new window, asking for
the location of the Windows 10 ISO you downloaded from the Microsoft site in
the first few steps. Use the folder icon to locate the ISO and click Open, then the
Start button to commence the installation.

Select start-up disk

Please select a virtual optical disk file or a physical optical
drive containing a disk to start your new virtual machine
from.

The disk should be suitable for starting a computer from
and should contain the operating system you wish to
install on the virtual machine if you want to do that now.
The disk will be ejected from the virtual drive
automatically next time you switch the virtual machine
off, but you can also do this yourself if needed using the
Devices menu.

15063.0.170317-1834.R52_RELEASE_CLIENTH ~ | [

Start Cancel

<Installing Windows 10 in VirtualBox

STEP 8 The Windows ISO will now load, and begin the installation

process. The first options you need to set are the language, time
and keyboard. Set your preferences, although the default is English US to begin
with, and click on the Next button when you're ready to continue.

& Windows Setup

=& Windows

st [Engih (Uped Sates] -]

English (United Kingdom)

United Kingdom

Enter your langua

(Sg)=20el You now have an Install Now option available. Click it to begin the

installation, then tick the license agreement box followed by
Next. There are two possible options to install Windows 10, Upgrade and
Custom. Since this is a blank hard drive, the Custom option is the only viable
mode. Click it to continue.

Install now

STEP 10 The drive available will be the 32GB virtual hard disk you

created. Click on the New button, then Apply to create a new
valid drive that Windows 10 can be installed on. You'll be asked what additional
partitions will be created, click OK to accept. Choose the largest partition size and
click Next to install Windows 10.

@ o Windows Setup

Where do you want to install Windows?
Name Total size Freespace Type

5 Drive0 Partition 1: System Reserved 5000 MB 4830MB  System

7 Diive0 Partition 2 31568 315GB Primary

43 Refresh & Format

€ Load driver



5 Advanced Security Tips>

Creating VirtualBox
Snapshots of Windows 10

One day the testing process of a Windows 10 VM will inevitably leave the system in a broken or
malware riddled state. You can wipe it and start again but a far better solution is to create snapshots,

S0 you can easily revert to a previous build.

Take a Snapshot

Setting up Windows 10, installing the drivers, updates and programs takes a fairamount of time. If you take a VirtualBox snapshot, you can return to where

you left off in aninstant.

STEP1

To begin with open VirtualBox. If it's already open, shutdown the
Windows 10 VirtualBox image you created. It's not necessary but
it's often easier, to ensure the VM is closed prior to creating a snapshot.

9 A VirtuzlBox Manag o
% a,} > D =
New Settngs Discard
Uhnnm(sr\apshmz) =l General 5| preview
ed OFF
Name: Windows 10
- Mint Ginnamon (nstaled and Updated) | | OPerating System: Windows 10 (64419
o Powered OfF S
[/ Linux Mint MATE Base Memory: 3081MB Windows 10
2/ @ Poweredoft Processars: | 2
Boot Order:  Fioppy, Optical, Hard Disk
T Acceleration:  VT-x/AMD-V, Nested Paging, Hyper-V
O] & romereion Paravitualzation
Linux Mint KDE
\. /| @ roveredort Display
Video Memary: 128M8
Acceleration: 2D Video, ©
‘ Opuwedoﬁ‘ Remote Desktop Server: Disabled
Video Capture: Disabled
[&] ubuntu17.04
J @ Powered OFF Storage.

@y Controller: SATA
LN Arch Linux (snapshot 3) SATAPOrt0:  Windows 10.vdi (Norma, 32.00 GB
|4 @ Poweredoft STAP L (ot Ve o (56.69M8)

SF $ Audio
,ﬁ 1 Powaedort
st Driver:  Windows DirectSound

Cnmmﬂz( Intel HD Audio
& Network

- [64] Ubuntu (Snapshot 2)
S9)== ASnapshotin rr B O
- VirtualBox is f‘ °
impl i fwhat th [64] Linux Mint Cinnamon (Installed and Updated)
simply animage of what the ot
atthetime the Snapshot was ?f Linux Mint MATE
taken. You can make multiple /‘ @ Ponered Off

virtual machine ‘looked’ like
Snapshots and revert to any iﬂ? Linux Mint Xfce
(]

whenever you wish. (@ Powered Off
Snapshots taken are labelled G i M KD
next to the name of the VM. f‘ (@ Powered Off

5 LMDE2

,‘ (@ Powered Off
[ea] Ubuntu 17.04
A (@ Powered Off

| 4L\ Arch Linux (Snapshot 3)
(@ Powered Off

(0 Powered Off

E" Windows 10

STEP3

You can see that the state of all the virtual systems is currently
Powered Off. To create a Snapshot of the Windows 10 VM, click to
highlight the system’s entry in VirtualBox, then click on the Snapshots button (it's
acamera icon), located to the far-right of the VirtualBox console.

9 on.

L EE S
New Settngs il Start
B g msane
%mm:n;conﬂpmumuuanmm e |

@ Detais | @ snapehots

69| Linux pint 1ATE
@ Powered OFF

S
B grmss
-

Ubuntu 17.04
@ Powered OFF

L] Arch Linux (snspshot 3)
@ Powered OFF

/T Windows 10
‘& © Ponered OFf

STEP 4 At present there aren’t any Snapshots of Windows 10 available. To

create one, click the camera icon just above the words Current
State, the icon at the opposite end of the sheep icon. This will launch the Take
Snapshot of Virtual Machine console window.

9 Oracle

*ﬁﬂ} > P

New Settngs Discard Start

_ Ubuntu (Snapshot 2) B &6 &
un(napd‘\n) /HJ‘4W
Lmllx nmc.unm (installed and Updated) O Lorvent Stote
[ Linux Mint MATE
/) @ Powered off . Snspshotiame
[Snapshot 1
6 Poweved off
€] Linux Mint KDE
J @ Powered Off
€& o2
J @ Powered Off

Ubuntu 17.04
/| @ Foverciort

@ vetais |G

Snapshot Description

[BIY Arch Linux (Snapshot 3)
OPow.::dOFf 3

EYI° Windows 10
"{é " Powered Off i |
oK Cancel




STEP5 If you want you can name the Snapshot: Installed and Updated

forexample, along with a description to help identify it easier
from the other Snapshots you may eventually end up making. It's not hugely
important but if someone else wants to load up Windows 10, they know which
Snapshot to go for. When you’re done, click the OK button.

9 Oraclevvin S =
{; “(-u} v 7~ @ Detais | (@ snapshots
New Setings i et
. Ubunty oot 2 SEB @
% i Hin G (s et L
9

L pint MATE —
W = s

Linux Mint Xfce: B

@ rawedore Snapshot Desaption

[ Mint KDE F‘;zu;dsh!\ of Windows, drivers installed, and fully
| [Z7] @ Pomeredoff 2
@7 woez
7] @ Pomeredoft
(] Ubuntu 17.04
7] @ Poweredoff
I Arch unux (snapshor 3
|4 @ Povereaort
o wodeueso |

()= The process happens almost instantly and you're left with an

entry in the Snapshots section detailing the named Snapshot,
how long ago it was taken and a Current State entry. The Current State s literally
its state when you boot it up. With it highlighted, you can take more Snapshots
by using the camera icon again.

'R C

&P

@ O

o A R

(€3} Ubuntu (Snapshot 2) @l ¢ T &

G e LK

[C! Linux Mint Ginnamon (Installed and Updated)
7] @ Poweredoff

(€3]
G —
] St
o

@ Detais Snapshots (1

~ (@ Installed and Updated (10 seconds ago)
@ Current State

1DE2
4l @ Pawered OFf
[ ubuntu17.08
/| @ Powered off

Arch Linux (Snapshot 3)
@ Ponered OFf

‘Windows 10 (Instaled and Updated)
 Powersd OFF

STEP7

If you click the named Snapshot, you get more options available
inthe toolbar just above. Here you can Restore a selected
Snapshot, if you have multiple entries. You can Delete a Snapshot and view
detailed information regarding one; and with the sheep, you can Clone the
current Snapshot as a new virtual machine.

§ Oracle VM VirtualBox Manager - o X

File Machine Help

@@ 0D

New Settgs Decard  Start
[&)7] ubuntu (Snepshot 2)
/] © Poweredoff
u-uxmnlr.mmm (Gnstaled and Updated)
7] unux Mint maTE
| @ powered ot
[ Linux Mint Xice
7] @ Poweredoff
[/ unux Hint koE
7] @ Poweredoft
@] woez
7| @ poweredoft
[&)7] ubuntu17.04
/| @ rowacion
Ca) Ardll-mﬁmxxhnt!)
@ Powersd

/" Windows 10 (instaled and Updated)
“lﬁ © Powered Off

Clone selected virtual machine

<Creating VirtualBox Snapshots of Windows 10 E

STEP 8 If you click the Details of the named virtual machine icon, the one

next to the sheep, represented with an orange circle, you can
view the VirtualBox settings of that particular Snapshot. This way you can assess
any issues that may arise with other virtual machines; here you can see which
settings worked and which didn’t.
9 fon o

BB OD.

New Settngs Dscd Start

- ub...m LSnap!hct 2
ered Of

@) petais | [ snapshots (1

L ER®8 @

lmlxﬂlnflmimwl (installed and Updated) B nd 8 290)

@ Fowered Of @ @ f i N
(&
ﬁ O e Name: [instaled and Updated

Taken: 08:17

Linux Mint Xfce et

(@ Powered Off = ind fuly updated.

Linux Mint

@ Powered Off

LDE2

(@ Powered Off

Ubuntu 17.04 Detols: 8] General N

(@ Fowered Off 3 Windows 10

0S Type: Windows 10 (64-bit)
6% Arch Linux (Snapshot 3)
[ system
(P ®7ior . soun
Processor(s): 2
= 10 (instaled and Undated) ;
S vt o ko s e v
o Concel o

(ypE=lel) You shutdown the guest system, as mentioned in Step 1, but

VirtualBox guest doesn’t need to be shutdown in order for a
Snapshot to be taken. For example, prior to installing an experimental program,
click the Machine entry in the VirtualBox top menu bar and choose Take
Snapshot. The process works the same way as in Steps 4 onward.

L e —

STEP 10

Each Snapshot taken can easily be reverted to, cloned, deleted
and so on. However, Snapshots are stored by default in the
Users/username/VirtualBox VMs folder in Windows. If you've only a limited
amount of space on your C:\ drive, you may want to set the path to a bigger hard
drive in the File > Preferences option in VirtualBox.

0] B o

3
{; v G$ = @ vetais | @ Snapshots (1)
New Settngs Ducvd Strt
7] ubuntu (snpshot ) =
‘Ommw D eHE e
R e i ki ~ B8 st s Updoted (6 mimstes agod

&

e it HATE = .

° S| Gowal | General
g Xfce
© Porerion O o Defaut Mschne Folder: ||| C:\sers\daviWrtuaBox s v]
Linux it OE @) Update | 0P Autenicoton tivary: || voouhth =
| af] @Por=ior @ i

e |
@
.H l@"’*ﬂw" ‘ Display
u@m 17.04 @ Network
| BA @ pome=iorr
Bxtensions,

Arch Linux (Snepshot 3)

@ Poveredort | P

Windows 10 (Instaled and Updated)
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Create aWindows 10

Recovery Drive

Since Windows 95, Microsoft has offered users the ability to create a recovery drive, which is used to
help troubleshoot a Windows PC that is failing to boot, by presenting various options. If you haven’t
done so yet, you ideally should have created a Windows 10 recovery drive.

Time to Recover

You need an 8GB USB drive minimum, in order to successfully create a recovery drive. It wipes the contents off the drive and you won’t be able to use it for

anything else, so make sure it’s labelled and stored in a safe place.

STEP1

Insert the USB drive into your PC and close the Explorer window
that opens upon insertion. Click the Windows Start button and
type recovery, then click on the Recovery Control Panel. In here you can see
several options available; you want the first, Create a recovery drive.

@ recove

4 @ > Control Panel > All Control Panel ltems > Recovery

Control Panel Home
Advanced recovery tools

& Create a recovery drive
Create a recovery drive to troubleshoot problems when your PC can't start.

& Open System Restore
Undo recent system changes, but leave files such as documents, pictures and music unchanged.

& Configure System Restore
Change restore settings, manage disk space and create or delete restore points.

If you're having problems with your PC, go to Settings and try resetting it

S9)=2) ) Clickthe Create a recovery drive link and accept the UAC
authentication message that pops up. First, there’s the option to
backup any important system files to the recovery drive, alongside the usual

recovery options. This is a good idea as it can replace these vital files in the event
of a boot failure. Click Next to continue.

a Recovery Drive
Create a recovery drive

Even if your PC can't start, you can use a recovery drive to reset it or troubleshoot problems. If
you back up system files to this drive, you'll also be able to use it to reinstall Windows.

Back up system files to the recovery drive.

STEP3

There's a short wait as Windows analyses the available locations
where it can install and create the recovery drive. Eventually,
providing you inserted the 8GB plus USB stick prior to starting the process, you’re
asked to select the destination from those Windows has discovered.

€ = Recovery Drive
Select the USB flash drive

The drive must be able to hold at least 8 GB, and everything on the drive will be deleted.

A_vailable drive(s)
L. F\ (no label)

STEP4 In the example we have here, there’s just one possible location, the

F:\ drive. If you have more than one possible destination available,
make sure that you're selecting the correct USB drive for your recovery drive. When
you’re ready, click on the Next button.

Available drive(s)
F:\ (no label)

Cancel




(Sg)=2l50) Before committing to creating the recovery drive, Windows will

offer one final warning. Remember, everything that’s currently
on the USB stick you chose as the recovery drive will be erased during the
process of creating the drive. If you have any files stored on it, make sure they're
backed up to another location.

€ = Recovery Drive
Create the recovery drive

| Everything on the drive will be deleted. If you have any personal files on this drive, make
sure that you've backed them up.

STEP6 When you're ready click on the Create button to start the process.

It may take some time, depending on the speed of the USB stick
used, as Windows prepares, formats and copies the utilities and files over to the
USB recovery drive.

= Recovery Drive

Creating the recovery drive

Formatting the drive

()=l When the process is complete, you receive a recovery drive is

ready message. The only option available to you is to click the
Finish button. This will close the recovery drive window and return you to the
Recovery console.

€ 4 Recovery Drive

The recovery drive is ready

<Create a Windows 10 Recovery Drive

STEP 8 Store the drive in a safe place, as it can restore vital system files

should anything ever go wrong with your system and leave it
unable to boot. Should something go wrong, you see the Windows 10 safe mode
boot options when you try and power up your computer.

Choose an option

STEP9 From the safe mode boot options, choose the Troubleshoot tile

followed by Advanced Options. From there you can choose the
System Restore and System Image Recovery options along with your rescue
drive to help you recover Windows.

© Advanced options

STEP 10 Alternatively, set the BIOS to boot to the newly created recovery

drive and follow the onscreen instructions to launch the
recovery method. Start by choosing your language, then select the Troubleshoot
option and then opt for one of several recovery options.

© Advanced options
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How to Back Up

Windows 10

Even with the greatest possible cyber protection in the world guarding your computer, there’s still
a chance something could go wrong. It might not even be malware-related; a broken hard drive or
other component can cause as much grief. Therefore, you need a good backup.

Backing Up

Computers are unpredictable beasts, so you need to make sure that all your files and important data are securely backed up and more importantly, you’re

able to restore them easily. Thankfully, it’s a straightforward process.

STEP1

Windows has, sinceits early days, featured some form of backup
tool. Windows 10 was launched with the File History backup tool,
which is a simple to use tool to ensure stable and regular backups of important
files are made. Start by clicking on the Windows Start button and selecting
Settings from the menu.

ouspE=E

Remote Desid.

O [iype here to search

STEP 2 Once in the Settings console, click on the Update & Security icon,

followed by the Backup option from the menu on the left. You can
see a number of possible options before you: Add a Drive, More options, Go to
Backup and Restore (Windows 7), along with help and feedback links.

% Home

Backup

[ Find a setting 2| Back up using File History
Back up your files to another drive and restore them if the originals

are lost, damaged, or deleted.

Update & security

Add a drive
< Windows Update =+

More options
¥ Windows Defender s

| 7 Backy Looking for an older backup?
v If you created a backup using the Windows 7 Backup and Restore
tool, it still work in Windows 10.
Troubleshoot

& Troubleshoot Go to Backup and Restore (Windows 7)

® Recovery .
Have a question?

@ Activation Get help

A Find My Device

Make Windows better.

Give us feedback

1]

Q. \MfimAnwnie nsidar Dennen -

For developers

STEP3

Ideally you need to insert a reasonably sized USB stick or use a
second hard drive in your computer. If you have a USB stick,
insert it now, or if you own a second hard drive power off the computer and
install it and boot back into Windows 10. Once done, click the Add a Drive icon.

Backup

Back up using File History
Back up your files to another drive and restore them if the originals
are lost, damaged, or deleted.

s Add a drive

STEP4

Windows will search for any capable drives on to which it's able to
back up yourfiles. When your drive or USB device is displayed,
click the drive link. Notice that an ‘Automatically back up my files’ switch button
has appeared where Add a drive once was.

Setings

% Home

Backup

[ Find a setting 0 | Back up using File History
Back up your files to another drive and restore them if the originals

are lost, damaged, or deleted.

Update & security
Automatically back up my files

@ on

More options

< Windows Update

¥ Windows Defender

| T Backup Looking for an older backup?
If you created a backup using the Windows 7 Backup and Restore
£ Troubleshoot tool, it still work in Windows 10.
Go to Backup and Restore (Windows 7)
D Recovery
Have a question?
Activation

Get help

B ©

Find My Device

Make Windows better.

Give us feedback

For developers

>

‘Windows Insider Program




STEP5 From here, click on the More Options link that’s under the switch
button, this will open the Backup Options console. This section
details the backup schedule, the location and which folders will be included in
the backup; and for how long Windows will retain your backed up files.

@ Backup options

Overview

Size of backup: 0 bytes

Total space on RECOVERY (E:): 131 GB
Your data is not yet backed up.

Back up now

Back up my files
Every hour (default)

Keep my backups

Forever (defaull)

Back up these folders
+ Add a folder
Saved Games
" C\Users\David

Links
& Crusers\Davia

STEP 6 If you scroll down through the Backup Options console, you can

see that the entirety of your user folder within Windows 10 has
been added by default. This includes the Music and Videos folders, as well as
Searches, Camera Roll, Contacts, Favourites and so on.

<How to Back Up Windows 10

STEP 8 When you’re ready to start backing up, you can click the Back up

now button to the top of the Backup Option console window.
Alternatively, you can wait for an hour when the default schedule kicks in.
Obviously, depending on the size of the files within your backup folders this
could take some time.

[ -

@ Backup options

Overview

Size of backup: 8.76 KB

Total space on RECOVERY (€:: 13.1 GB
Last backup: 03/07/2017 09:04

Cancel

Back up my files
Every hour (defautt)

Keep my backups

Forever (default) v

Back up these folders
+ Add a folder

Soved Games
" Cusers\avie

()=l The backed up files will be stored on the chosen backup drive,
within a folder called FileHistory. Inside that folder will be the

specific user folder, so if you use File History backups for more than one user,
their user names will be listed here too.

= —

& Backup options

S ]

Saved Games

" Ciusers\David
Links

& C\Users\David

Downloads

¥ C\Users\David

Favorites
CAUsers\David

Contacts
W C\Users\David

OneDrive
& C\Users\David

Desktop
& C\Users\David

Searches
CAUsers\David

Pictures

STEP 7

At the bottom of the console window you have the options to
stop using the selected drive and to Exclude any folders from the
default. If you don’t want to back up folders for Music, Videos etc., click Add a
folder on the Exclude these folders icon, then pick the folder to exclude and click
the Choose this folder button.

& Backup options

8 Videos
CAUsers\David
SelectFolder x
Swiad Hehires [ FRTa v Sesrch I
CAUsers\Davie\Pictures T ol Lo = 2
Organize = @

g Musc 3
CAUsers\David + Cuick e  Folders (6)

Mook # -
Exclude these folders ¥ Downioads #
(2 Documents #
Add a folder L fla
o ? = b ) Dements
b Musie
[ vidwos J Dorions
Back up to a different drive aounie
You'll need to stop using your curtent back J‘
anew one. This won't delete any files from { B ThePC
e = RECOVERY (E)
= Pictures
Stop using drive it » = !
Folden [Musc

Related settings Concel

See advanced settings

Restore files from a current backup

= | Fietlstory
Home  Share  View
« -4

> RECOVERY (E) » FieHistory » v O SearchFilel

Name Trpe Sz

David Fie folder

B Videos

@ Onedrive
8 This PC
= FECOVERY (E)
@ Network

4 Homegroup

Titem 1 item selected

STEP 10

Drilling deeper into the folder layers reveals more default
folders, containing important XML data that Windows uses to
store the chosen options. You can find the actual files that have been backed up
in the Data folder, laid out in the same folder structure as on your system, i.e. C>
Users >Name > Documents etc.

@ [0 v bavid
Home  Share  View
« “ 1 | > RECOVERY(E) > FileHistory » David > DESKTOP-OTSSDRL() > Data » C » Users » David » vo
Name ” Date modified Type Size
# Quickaccess
Contacts
I Desktop *
Desitop
; Downloads ~ # Docamais
[ Docoments  # Downloads
& bictures - Favorites
b Masic Links
B Videos Onediive
Pictures
o Onenme Saved Games
. ispe Searches
Videos
= RECOVERY (E)
@b Network
*& Homegroup
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How to Create a Windows 10

System Image

Backing up your files is perfectly fine but in the event of having to wipe your hard drive and start
again, getting everything back in order can be time consuming. However, creating a system image
means you can almost instantly restore the entire system without needing to rebuild Windows.

System Imaging

A system image works in much the same way as the VirtualBox Snapshots. You’re essentially taking a snapshot of your entire system, which can then be
restored quickly. Saving you having to reinstall Windows 10, all your programs and data.

STEP1

To begin, click on the Windows Start button and once more
navigate to Settings > Update & Security > Backup. From within
the Backup console window, where you were in the previous tutorial, click on the
Go to Backup and Restore (Windows 7) link under the Looking for an older
backup section.

STEP3

Windows will now scan your system for a drive that is able to
house the system image files. You may need to make some
changes to any drives according to what messages you get back from the scan. In
this example, the drive we're using needs to be formatted as NTFS before
Windows 10 can useit.

- s 2 . 4 %

@ Home Backup
| Find a setting Back up using File History
= Back up your files to another drive and restore them if the originals

are lost, damaged, or deleted.

Update & sccurity
Automatically back up my files

T Windows Update @ on

®  Windows Defender Maore options

B 7 sacp Looking for an older backup?
If you created a backup using the Windows 7 Backup and Restore
£ Troubleshoot tool, it still work in Windows 10.
Go to Backup and Restore (Windows 7)
D Recovery
Have a question?
© Activation kel
M Find My Device
Make Windows better.
W For developers

Give us feedback

9= Thiswill launch a new window, the Backup and Restore (Windows

7) console. Microsoft has kept this feature intact through Windows
8.1and 10 purely due to compatibility support for backups done under older
versions of the OS. To the left there are two links, click on the Create a system
image link.

P —

Where do you wanit 0 save Ue backup?

@0n s havd sk
— RECOVERY (E) 1279 Gl free
i

(010 one or more DVDs

O 0na network location

Sevusity and Maotemance

FileHistery

et Concal _

STEP 4 Providing you've met the requirements, you're offered a choice of

where the system image can be written to. Adrive is the quickest
solution when it comes to restoring the image but you can opt for DVDs; it
depends on the size of the image as to how many DVDs you need. You can even
select a network location.

s Backup and Restore (Windows 7)

1 ¥ > Control Panel » System and Security » Backup and Restore (Windows 7) v o

Control Panel Home
e Back up o restore your files

© Createasystem image Backup

© Crestes cystem cepai dizc Windows Backup has not been set up. @set up backup

Restore
Windows could not find 3 backup for this computer.

@select anothes backup to restore files from

Security and Maintenance
Fie History

1 Create a system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives. A system image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore.

(® On a hard disk
= Backup (E) 13.11 GB free v

(O On one or more DVDs

O On a network location




STEP 5 For this example, let’s use an internal second hard drive. Make
sure that the correct drive (it could be a high capacity USB stick or

even portable USB hard drive) is selected, then click the Next button to continue.

X

1 Create a system image

Where do you want to save the backup?

A system image is a copy of the drives required for Windows to run. It can also include additional
drives. A system image can be used to restore your computer if your hard drive or computer ever
stops working; however, you can't choose individual items to restore.

(@ On a hard disk
= Backup (E)) 13.11 GB free v

<Refresh>

O On one or more DVDs

(O On a network location

Select...

(ypes) The nextwindow will display the drives that are included in the

system imaging process. In this example, the C:\ drive, the system
drive and the System Reserved partition are to be backed up. When it comes to
restoring the system you'll need both partitions for Windows 10 to be able to
boot up correctly.

< & Create a system image

Confirm your backup settings
Backup location:

w Backup (E)

The backup could take up to 13 GB of disk space.

The following drives will be backed up:

. System Reserved (System)

Hd . (C) (System)

STEP 7Y When you're ready to continue, click the Start Backup button.

This will begin the imaging process, which can take some time
depending on the amount of space used on the C:\ drive and the speed of the
drive you’re writing to. Allocate ample time if you’re writing to DVD.

& Createa system image - b 4

Windows is saving the backup...

Backing up (C:)...

Stop b;ckjp

How to Create a Windows 10 System Image

)=l Oncethe processis complete, Windows will ask you to create a

System Repair Disc. This disc will allow you to boot into the
environment where you are able to launch the system image restore.

Create a system image

\e backup| Do you want to create a system repair disc?

_ We recommend that you create a system repair disc at this time if
you don't have a Windows installation disc. The system repair disc
can be used to re-image your computer and access other system
recovery options.

I

[J Don't show this message again

Close

STEP9 Ifyou click Yes to creating the System Repair Disc you need to

make sure you have a blank DVD to hand. Follow the on-screen
instructions and click on the Create Disc button to burn the repair files to the disc.

s Create a system repair disc

Select a CD/DVD drive and insert a blank disc into the drive

A system repair disc can be used to boot your computer. It also contains
- Windows system recovery tools that can help you recover Windows from a I
serious error or restore your computer from a system image.

Drive:

Cancel

T

Create disc

STEP 10 Should you need to restore Windows 10 from the system image,
you can boot into the System Repair Disc and select the System
Image Recovery option from within the Advanced Options of the Trouble Shoot

menu. Follow the instructions and within minutes Windows 10 will be back as it
was when the system image was taken.

© Advanced options

System Rest

Syslem Image

k to the
slon
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Extreme Windows 10
Lockdown Tips

There are numerous ways and means to greatly improve Windows 10’s security and privacy.
Precisely how secure and private you want to get is purely down to you. You can opt for better than
average or through these tips below, absolute extreme security.

Windows 10 Security: The Paranoid’s Guide

If you’re fanatical about securing Windows 10 and locking it down to the point where the NSA would be impressed, then follow these top ten extreme
lockdown tips.

TIP1 Let’s begin with the easiest tip, unplug the computer from the gj[2Jel When online use a VPN and where possible, also use the Tor
Internet. Naturally there are disadvantages to this and you won’t get browser. Both of these combined will greatly improve your

updates for Windows or programs. However, you certainly won’t get any anonymity and improve security by utilising the site blocking and anti-scamming

Internet-borne malware infecting your machine. properties of a good VPN such as CyberGhost.

O omerGros

What do you want to do today?

- Unblock Streaming Protect Network

2 Y e

TIP2 Click the Windows Start button and type privacy into the search box. TIP4 If you step away from your computer on regular intervals, you need to

Open the Privacy Settings link and turn off every option within the make sure that no one will be able to get on to it. From the Windows
eighteen available Privacy sub-categories to the left of the console window. Start button type lock and click the Lock Screen Settings link. In here set a lock so
that only you can get back to your desktop once you've entered a password.

@ Home Location

Know your prvcy optons
e how thissex @ Home Lock screen
e can chocse thei 2 o

Preview D0 you have a question?

8 Gt .
Do you havea quesion? [r—
| & oo " Cy—
@ comers ® conns
Mke Windows et
0 Miophone Gove s feedoac |
O Notifications m @ Themes
a0 s o your octonyout s hs oo ©
8 Speech kg & g REB ks ek 51 ® sun
— — = Tt
& Comacts ‘Windows. apps and services can use this when we can't detect a ot an 530 Aoy Mo s
‘more exact location on this PC. ?1
B0 Calendar i
sevaeoun
o cantisoy Choosospps oo b st
= el Location history (@ (ofw| | |
8 us
Show ok sreen ackround pcure 1 the s sreen
B Messaging Clear hustory on this device. @ on

® Radios
D Other devices

P Feadback & disgnostes

B Background apps




TIP5 Depending on the age of your computer, it's possible to create a

boot password from the BIOS. You need to consult your
motherboard manual as to how to accomplish this but you can set a password
for being able to boot into your computer (before Windows even starts) and
getting into the BIOS itself.

‘ Enter Password

al[20s8 Consider installing several add-ons to your browser to improve its

security and prevent any unwanted data miners or rogue scripts
from being executed. Adblock Plus, Blur, No Script and other examples will
secure your browsing session. For an extreme route, use the Tor browser.

S
*8 ¥ A9 O 8 =

trackers blocked
at online-tech-tips.com

Mobile app: Backup & Sync:
NOT installed OFF

 Compier IR Turn on

trackers blocked

since Aug '16

97.583

*BLUR Settings Help Go Premlum

TIP7 Flash and Java are superb entry points for malicious code to infect

your computer and for snooping of various personal settings and
data. Disabling both Java and Flash will prevent any such backdoors but limit
your browsing experience on some sites.

T e =

3 D P e =z

S e by . S 5

Disbelief as Trump posts
video of him
wrestling' CNN

e
P a—
- o
Proxy set-up
o o s

McLaren supercar This couple bought an Stunning private islands e

reduced to pieces after old bus off eBay and you can rent from £237

horror crash _—

L S —— Cogemyounn Oontastagen -

< Extreme Windows 10 Lockdown Tips

TIP8 Encrypting your installed hard drives and any external devices you

use is an excellent way of securing your data and locking down
Windows 10. Whilst it can be inconvenient, you can be safe in the knowledge that
any lost data is virtually unhackable by all but the military supercomputers.

#e BitLocker Drive Encryption

4 B 5 ContriBooet 5 SysermandSerity > Rillockes Brive Encyplion ol®

catrl P Home
o BitLocker Drive Encryption

Help protect you f

daives with BitLucker

Operating system drive
C:Ritl acker off
© Tum on BitLocker

[
-~

Fixed data drives

Removable data drives - BitLocker To Go
Backup (E) BitLocker off

© 1P Adminstiation
Ok Management
e

Prvacy statement

Normally you'd use a valid email account to log into Windows 10, via

an activated Microsoft account. However, consider setting up an
alternative account that isn’t linked to you. That way any data sent via Windows
10 to other sources won’t contain any personal data.

KE.COM # Generator © Help #t New domain ™ Language E3Re

Fake Email Generator with your domain

Select Search / write

You can write username and select domain that you like:

FakeWindows10Email@tempmail.pp.ua v

Waiting new emails for
pp.ua

All emails are displayed on this page automatically and instantly.
Address is valid

TIP 10 Use a Virtual Machine within Windows 10 to conduct your day to

day browsing and online work. The VM could be Windows 10 too
or even adopt a more secure environment such as one of the higher-end security
versions of Linux. Either way, a VM will be far more secure than Windows 10 on
its own.
73 Arch Linux (Snapsht 3) [Runming] - Oracle VM VirtualBox

Fle Machine View Input Devces Help
1) Applications Places System
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Strange as it may sound, being able to answer
questions on cyber security helps expand
your understanding of the subject. Plus
it's a good way to test your knowledge
and see how much you've taken in so
far from this book.

Cyber

& Windows

Quiz

Answer Then,
These Questions Ten

Ten questions on cyber security and Windows security.
They're not too difficult but enough to make you think and
consider the whole aspect of digital security and privacy.

eb

Question: 01
Who is it okay
to share your

passwords with?

b

94
Question: 02
True or False:
when on public
Wi-Fi is it safe to
send confidential
or personal
information data?

2

66

Question: 03
What does the
‘S’stand for in

HTTPS?

66
Question: 04

What is two-factor
(or two-step)
authentication?




<Cyber and Windows Quiz E

66 _ 66
Question: 05 ) Question: 08

Which of these is a Phishing attack? - Which of these methods
of browsing is the most
secure?

» Sending someone an email that
contains a malicious link disguised as
a valid email. HTTPS

Creating a fake website that looks Private browser mode o
identical to a real one, in order to trick VBN uondAiu3 pasunApy
users into logging in.

Tor

Sending someone a text message that
contains a malicious link, disquised as ,,
something else.

All of the above.

29
¢6

Question: 09
“ What does AES

o 2 5
Question: 06 ; stand for 000 ons o
Which of the following ,, DI SD |jomsD Diomsspd pup

passwords is the most ' § puiosn buuinto: AN

uoRDINUBYIND dels-RjALY

secure?
Password123
ThV%100*Vx!

LetM3IN ' ¢C o
123456 r | = buisn uaym bibp |pIUSPLUCD
Question: 10

How often should you
review your Windows
security and updates?

Once a month

« 1. W Once aday

Question: 07 Once a week

Give five examples A Once only, just after
of malware ‘ installation of Windows

Dy
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é}’«‘éd If you spend move on coffee
Hram on T seevrihy, you will be

hacked.. What's move, you
destirne fo pe hacked. &

White House Cybersecurity Advisor, Richard Clarke.

simply e protecting your

Amongst the many quotes from security experts of the modern &AW i f‘-L% fY a'm
digital age, some stand out as either remarkably fortuitous or d‘”g"w"‘i&fi "W Yyees, sprls
simply worth mentioning. We’ve compiled ten top quotes from “‘M gnginang that goes b P
the security world, that both entertain and make you think. Lo e Mg, but there is

WAL more. Compudier
secusrity mokes swre no damage
5 dove fo youw data and Hhat
no one s able fo read b wndiss
you. woant Hewm fo. %
V.

Bruce Schneier, Protect Your Macintosh, 1994.

7 4 -

% The ondy truly secure
system. v one that U pouered off
cost n o blodk of covuxele and
sealed. in a (ead-lined, roovw
witlv armed guowds. %@

Gene Spafford.




éj% No serions conmumentary
will say that tHhe wier has no
responsibilify. We all have
- respovsibiliies to lock our doors
i owr homes and fo buckle up
‘when we get in cars, %é}
7

Spokesman, Information Technology Association of
America, Business Roundtable, AP, May 19, 2004.

é;é‘ The condifion of ony

packup is wnknaown until o
vesfove s attempted. i‘%eﬁ%
F &

Schrodinger’s Backup.*

Vo a ,
5’2@%2 Phishing (5 a wmaior problom

because there realliy U5 no potch for

| I oy L ik AR
NAAMAIL SO, Cg; %ﬁ/

)9

Mike Danseglio; program manager in the Security
Solutions group at Microsoft, April 4, 2006.

éé If secvwrity were odl that

mattered , computirs would
neper pe furned on , let
alowe Jiovked indo o vwetwork
with Uiterally millions of
potentiod intruders. %’5%
L é’ "/

Dan Farmer, System Administrators Guide
to Cracking.

( What the Experts Say E

"
% The wiole notion of
passworis s based, on an
oxifmoron . The idea s fo hoae
a i"bimfﬁ'mfu MLFGAQ 'H‘L(ll, 1,4 e,a),(,l/
10 remepber. Unforfunately, of
s easy fo remember, Ut
something nown-randow. Like
Swsan’; and, f ' random,
like ‘r7U2*Qnp, then E's not
easy fo rememper. %

Bruce Schneier.

V4
é Like the deativef o
celebridy from a deung
overdose, publicised data Loy
neidents renind, s Haat we
should.-probably do sewmething
about feking befter core of owr
doto. But ue nwswally dow't,
becose e guickly rewind
ourselnes that packups are
boving os hell and tHhat (£’
shark. week on Discovery. %’?

Nik Cubrilovic, TechCrunch.com, October 10, 2008.

4 '
% People often. represent e

wstakest Lk tin Hhe security
choim ond. sre chhvonically

responsible for the failure of

secuarity systems, %f)
&

Bruce Schneier, Secrets and Lies.
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Online Child
Protection

We as adults face numerous risks when online, children face significantly
more. The predatory nature of some make the Internet an extremely
hazardous place for a child to explore, despite the great benefits that

it offers. The following pages will look at the risks involved for children
when online but also how to prevent them and how to better protect your
child while they navigate this virtual minefield.

www.pclpublications.com 43
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Children

Online: N
What are
the Risks?

Every parent or guardian knows that being online represents
an entirely new frontier of potential dangers for young children
and teens. These dangers come in many forms, with each being
capable of greatly affecting the lives of all involved.

44 www.pclpublications.com




he risks a child faces when online are tremendous

and it’s not just the usual collection of malware that

focuses on luring young people into executing it. It’s

also the individuals, sites, language used, videos and
a whole host of other forms of information and infiltration.
These have quickly become the wolf in sheep’s clothing,
disguising themselves with the single purpose of catching hold
of a child’s online activities.

Grooming

One of the more prominent modes of luring children into saying or
doing something they shouldn’t is online grooming. The grooming
itself could be for many different purposes, either to satisfy the
perversions of an individual or group or to gain information on the
family as awhole, and everything else in between.

Online grooming has evolved drastically in recent years with
the expansion of social media. We'll look at the impact of social
media and online grooming in the next couple of pages; suffice
it to say however, that it's an on-going concern to parents and
guardians, as well as those whose jobs involve the protection of
young people.

Radicalisation

A more recent and newsworthy example of online dangers for
children is radicalisation. This can come in the many different
forms but essentially it's preying on young minds not yet capable
of being able to discern between differing viewpoints in order to
lure them into the mindset of those doing the radicalisation.

The more popular examples at present are extremist groups but
it’s not always something that’s associated with terrorism orthose
groups affiliated with terrorist organisations. Radicalisation is the
adoption of extreme political, social or religious ideals, ones that
undermine contemporary ideas and the expressions of a nation.
It's something that can occur quickly or over long periods of
contact, with someone who follows this line of extremist thinking.
Need|ess 1o say, it's something that a young mind can easily be
tricked into believing and thus is something we as parents and
guardians need to be aware of.

Inappropriate Content

The dangers of the Internet aren’t always shady characters
hanging around chat rooms pretending to be a twelve year old.
Children with online access are just a stone’s throw away from
shocking, violent and pornographic material.

We've looked previously in this book at rogue links, or something
masquerading as a valid website that can easily be used to send
the hapless browser to a site that contains either something
malicious or sinister, or simply something that's considered
socially unacceptable.

Pornography sites are certainly of more prominent and easily
accessible forms of unacceptable videos and images that
children could venture into unsuspectingly. There are also many
other forms of content that feature death, torture and other
such despicable acts of violence. Either way, these are contents
children should never witness.

Cyber Bullying

Cyber bullying comes from many diverse sources on the
Internet. It's not simply others at school bullying someone
on Facebook, Twitter etc., there are some startling statistics
that detail the kind of bullying that occurs in online gaming.

For example, leading anti-bulling charity Ditch the Label,
recently reported on a sample of 2,500 young people aged
between 12 and 26. The report discovered that 64 percent
were trolled whilst playing an online game; 57 percent
experienced some form of bullying; half experienced
hate speech and threats of violence; 39 percent received
unwanted sexual contac, 34 percent had private
information shared; and 38 percent had been hacked
whilst playing.

With comments such as ‘I hope your parents die’ and ‘'m
coming to kill you), and children not being able to process
this kind of violence, cyber bullying whilst playing online
games s certainly an issue that needs addressing.

Identity Theft

Possibly used as part of grooming in order to gain
information from a child, identity theft is a growing concern.
Keeper Security, a leading password management
app, recently published an infographic on web security.
According to the company’s sources, children are thirty
five times more likely to have their identities stolen, with
an estimated 1.3 million children affected each year by
identity theft and nearly half of them under the age of six.

It's a shocking statistic and one that can lessened through
online education and not leaving a child alone in front of
the Internet; both not always easy to accomplish but also
notimpossible.

Online Scams

Children are vulnerable to varying forms of online scams
purely due to their, in some ways, innocence and lack of
experience, as well as acceptability of what they read to
be a fact or truth. It's therefore quite easy to dupe a young
person into a scam that either tries to take money from
them, or some form of personal information.

The likely scams that children often fall for are usually
related to gaming, i.e. ‘click here to win 1000 in gold” ‘get
extra lives” or something that gives them an advantage in
the latest game. Often scams will involve having them click
alinkthat’s offeringto sell the latest games console, football
kit, phones and other technology, all at unbelievably low
prices. Naturally it's all fake but to a child it's an offer that's
hard to refuse.

These are just some examples of what's out there and what
liesin wait forayoung personwithan inquisitivemind and a
trigger-happy mouse button. These individuals and groups
have designed their risks to target children in particular, so
we need to make doubly sure that when online our children
are as educated, sawy and safe as possible.

Whilst the Internet
and all its contents
are anincredible
learning resource
that can bring

a4

Online
Risks

2%

together people
from all over the
world, inevitably
there will be those
who wish to exploit
some of the most
vulnerable among
us, children and
young people.

www.pclpublications.com
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Social

and Children *

Medi

The impact of social media on children has been the subject of numerous reports over the
last few years. With more and more children and young people gaining access to Facebook,
Twitter, WhatsApp, Instagram and so on, there’s a growing concern as to how it’s affecting

online safety.

ny site or portal where some form of social

interaction occurs can be classed as social media,

so even if you don’t allow your children access

to Facebook et al, there’s still a chance they’re in
contact via gaming or an app of some description: YouTube,
blogs and so on.

Reports from the American Academy of Paediatrics has found
that using social media does provide benefits for young people.
According to findings, regular use of social media platforms
enhances communication, social connections and technical
skills. Not only that, it allows young people to connect with
extended family members and friends they won't see for
perhaps years at a time, as they live in places they’re not likely
to visit. Depending on the content, social media can help a
young person develop better perspectives on various issues in
the media and when talked about with an adult, they can begin
to form their own opinions, an impressive stage in a young
person’s life.

In some ways social media can help a young person express
their inner feelings and encourages freedom of thought and
engagement with similar age people. There’s potential for a
young person to learn new things, whether that's simple life
hacks or discovering someone’s job role. All in all, it adds up,
on paper at least, to a positive experience that can greatly
help a young person grow and help them form a more mature
understanding of the world around them; something we didn’t
have before the Internet.

Sadly, with every positive aspect there are several negatives.
Whilst the effects of social media on a child can be for good,
they aremostly overshadowed by the popular negative aspects
that ultimately rise to the surface. The sheer vastness of social
media is one of the main causes for such negativity. Due to its
freedom and limitless potential, there’s no definable control on
the scope of information. Yes, the social media platform can
apply rules, filters and restrictions but these seem to be far too
easily bypassed, and to some degree worthless in the end.

www.pclpublications.com

Cyber bullying is rife on social media. From threats made to
young people, to digs at their appearance and body shaming,
it's a platform that has quickly devolved into a pit of despair
and depression for some unfortunate youngsters. This can
lead, in extreme cases, to fatal consequences but generally the
collective term for the negativity plied upon the youth of today
is ‘Facebook Depression.

In recent months, the Royal Society for Public Health together
with the Young Health Movement released a survey that
revealed Instagram to have the negative impact on a young
person’s mental wellbeing, accusing the media platform of
deepening young people’s feelings of inadequacy and anxiety.
It's a disturbing fact that on top of the pressures of school or
collegelife, young people are having to put themselves through
the mill whilst simply sitting in front of a screen.

Mental health is a major concern amongst young people
but social media also presents its darker side through online
grooming, potential radicalisation and the spread of malware.
Each of these will greatly affect a young person and can lead
to higher levels of anxiety, depression and withdrawal. For
example, the spread of malware may not sound too negative
on the wellbeing of a young person but put yourself in the
place of the child who has unwittingly executed some form of
malware on the family computer or the school network. The
negative emotional effects from this happening can be huge
to someone whose immaturity can’t deal with the aftereffects.

The safety side of social media and children comes in many
forms then. Mental health concerns, access to inappropriate
content, Internet borne digital threats, bullying, grooming,
loneliness and body image. Where it's easy to point out the
risks of Internet stranger danger, it's not always easy to cover
what happens should someone post edited and manipulated
images of a young person to social media.

Therefore, the pressure on parents and guardians is just as
immense, when helping our young people navigate the digjtal
wild west frontier that is social media.

£ A
/ \
[ \
| |
\ /
\ /
X //
) 4
| -
> N
[
\\ "\
\ 4
y \\ o
/ = \\\
y N
\
/ \
/ A
[ |
| |
{ |
\ /
7
y
E N y

Using social media
isamongst the most
common online
activities of the
modern day young
person. The likes of
Facebook, Twitter,
Instagram and many
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more all contribute
to the billions of
hours collectively
spent via computers
and mobile devices,
with online gaming
quickly following

on the heels of the
more popular social
media portals.
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'5 Online Child Protection)

Search Engine Safety

The search engine is the portal into the wider Internet and through it we can view everything from
man’s first steps on the moon, to extremist group propaganda videos. It’s therefore paramount that
children are aware of the dangers of the search engine.

48

While the Google search portalisn’t
dangerous in itself, it's what potentially
lies behind the search entered that
makes it such a dangerous place for
young people to venture into. Many

44
Safer

Searching

2%

young people are somewhat more
tech-savvy than most adults but the
younger children are atrisk from a
seemingly innocent search resulting in
inappropriate content being displayed.
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t doesn’t take much imagination to
consider how a particular scenario may
be played out. A child is left in front of a
search engine, they enter something to
do with a school project on World War 2
and start to follow the links. Although part
of history, some of the images that may be
displayed could be deemed inappropriate
to a primary school child, or those as
young. To expand, what if the child then
follows links to modern day warfare
and from there potentially to videos
depicting extreme violence. That then can
snowball into accessing what can only be
described as the real nasty stuff, whichisn’t
something any child should ever witness.

Theabovescenariois, of course, the extreme
end of what could potentially happen.
Without going down the fearmongering
road, the search engine can lead someone
unsuspecting into a whole heap of trouble.
That trouble can come from school, your
ISP should any illegally hosted content
be accessed, or even from accessing
malware, so its worth making sure that

whatever search engine you use, any filters
are currently set to On or Strict and it’s
recommended that you don'’t leave a child
alone in front of a search engine for any
length of time.

If you consider Google to be too risky, there
are thelikes of DuckDuckGo, asearchengine
that not only protects your data by not
logging any searches but also features an
extensive filter engine. Likewise StartPage,
Bing, Boardreader and CC Search can also
fulfil most users’ requirements whilstfiltering
inappropriate content and allowing a higher
degree of Internet privacy.

Alternatively there are steps we as parents,
adults and guardians can do to help prevent
any inappropriate content from appearing
in a search result. There are numerous
sites that have been designed specifically
for safer searching with children in mind.
The strict search policies of an engine may
be good but there’s always a chance that
something could get through the net and
reveal itself on the screen.




Six Safe Search Sites

<Search Engine Safety
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Therefore, here are six child safe search engines. The age ranges vary but generally they’re pitching to primary or low-middle school children. Either way,
they’re certainly worth considering and bookmarking for when a child is using the computer for school or general research.

SAFE SEARCH KIDS

AUK-based search engine that utilises Google’s
SafeSearch technology and provides a friendly
frontend. It's a good starting point and one that doesn’t display picture icons
along with search results; thus eliminating any inappropriate images that may
unintentionally slip through.
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Kios
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FACT MONSTER Fact Monster is an excellent site that’s dedicated to
helping children research school topics. It's a free
online almanac, dictionary, encyclopaedia and thesaurus and is aimed at
children between the ages of eight and fourteen.

FACT MONSTER
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KIDREX

Asimple site that's designed for much younger users. KidRex is
powered by Google’s own search engine but as you'd expect,
filters out any inappropriate content. Further more, as a parent, you're also able
to customise the filters to ensure safer or less restrictive search results.
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KIDSCLICK

KidsClick is a search engine designed and created by
librarians for children who are searching for school related
research. Each result returned features a description and reading level, along
with suggestions and homework helpers.

Alphabetical Search
ABCRELEGUIIKLMNORORSIUY WXZ

Ea»/-s

Quick Search for Digital Media

KIDZSEARCH Here’s another customised search engine utilising
Google's SafeSearch strict results filter. Additionally, it
also features a banned keyword search system that will not return any results
from the black list of banned words.
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KIDDLE

Agreatand friendly search engine for children and young
people. Kiddle provides strict filtering along with child-friendly
results that are grouped by those deemed safe and handpicked by the Kiddle
editors. Here are trusted sites that aren’t specifically written for children but
provide understandable content and safe famous sites, that are harder to
understand but still relevant.
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Of all the many despicable acts and threats that arise on the
Internet toward young people, online grooming is

undoubtedly one of the worst examples. It's a
tricky act to confirm at times too, as those
who groom often cleverly hide their
tracks but it is possible to spot signs
of it happening.
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egroomerbuilding
. chat rooms, online
1 even comments

act itself is surprising le. The groomer first establishes
a rapport of some kind, perhaps agreeing with a child on a
comment he or she has made regarding something online; let’s
use a game as an example. Theyoung person has written in the
game'’s blog that something doesn’t work, the groomer agrees
with them and starts a very basic conversation building a form
of trustbetween the young person and themselves.

This can go on for as long as the groomer feels they're getting
an advantage, according to leading child experts. The grooming
can then move Up a level whereby the groomer starts to become
more personal, adopting a persona of another young person
roughly the same age the child in question. Perhaps eventually
they ask where they live and if they could meet up after school or
something. Of course it doesn't always play out that way, there
are many different ways in which the groomer can satisfy their
perversions without ever having to physically meet the young
person in question.

The NSPCC states that groomers can be strangers to the young
person, a friend, professional or even a family member; they can
also be either male or female and of any age; as the UK's Childline
mentions, ‘anyone can groom someone’

The more prominent reasons are chiefly sexual conversations,
wanting to have naked images of the young person as well
as videos, access to the young person’s webcam, mostly for
sexual purposes, or to gain further information regarding
the family; there are examples of grooming in order
to obtain passwords for banking and such. Often
there’s an element of blackmail involved, where
a young person has sent on images or videos
of themselves and the groomer now either
demands more images or even money,
or else they'll post the images up on

the nternet.

The signs of online grooming
vary depending on the young
person and how far into the
act of grooming they've

» Theyoung person being very secretive, including their
online activity.

» Having older boyfriends or girlfriends.

» Going to unusual places to meet up with friends.

» Having new things such as clothes, phones or other
objects they can’t readily explain.

From the perspective of the young person, a groomer
will usually:

Send you lots of private messages.

Ask you to keep conversations a secret.

Attempt to find out more about you and your family.

Y. Y5 ¥ N

Start to send you sexual messages, usually starting with
jokes then moving on.

v

Blackmail you into sending images or videos by threats
of violence to you or your family.

The situations can vary and the groomer is adept at hiding
traces of their activity as well as lying to someone about
themselves. Childline states: “It's important to remember that
there isn’'t one type of groomer. Many different kinds of people
have used the Internet to trick, force or persuade young people
into sharing sexual images of themselves. Often it's an adult
pretending to be a young person, but not always””

Parents and guardians can watch out for certain types of
behaviour, which could be signs of grooming, regardless of
whetherit’s online, via a phone chat app or even in person. The
NSPCC have listed the following as potential signs:

» Withdrawn » Soils clothes
» Suddenly behaves » Takesrisks
differently » Missesschool
> Anxious » Changes in eating habits
» Clingy » Obsessive behaviour
> Depressed » Nightmares
> Aggressive » Drugs
» Problemssleeping » Alcohol
» Eating disorders » Selfharm
> Wetsthe bed » Thoughts about suicide

Both Childline and the NSPCC have excellent websites
dedicated toonlinegrooming, along with adviceto both parents
and guardians, as well as young people and children. You
can find them at https://childline.org.uk/info-advice/bullying-
abuse-safety/online-mobile-safety/online-grooming/#10 - and
https://nspcc.org.uk/preventing-abuse/child-abuse-and-
neglect/grooming/. It’s certainly worth reading through each
site to gain a better understanding of online grooming, what the
warning signs are and how to support a young person should
any signs be apparent.

(Online Grooming

The NSPCC (the
National Society for
the Prevention of
Cruelty to Children)
defines grooming
as when someone
builds an emotional
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connection with

a child to gain
their trust for the
purposes of sexual
abuse, sexual
exploitation or
trafficking.
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How Safe are the Sites Your
Child Can Access?

Mobile operator 02, YouGov and the NSPCC have teamed up with Net Aware to create a site that
reviews popular sites and apps that children and young people use. This guide allows parents and
guardians to view the information to help them understand their child’s online world.

Net Aware

Net Aware is an excellent site, and can be found at https://net-aware.org.uk/. Within you can find an A to Z of Most Popular sites and how safe they actually are
according to face icons. Here are ten of the popular choices with their safety information.

FACEBOOK AND MESSENGER Facebook has gone to great

lengths in recent years to ensure
a higher degree of safety. There’s a lot of ground left to cover but from the point
of view of Net Aware, it's about average in terms of safety. Signing up and Safety &
Support need looking into however.

Facebook and
Messenger

riends, share photos
Messengor allows you o instant message in group chals or one 1o one. Facebook allows
Iive streaming,

What do | newd 1 know about Facabook and Nessenger?

‘chidren and young peopie what Ihey Ink. Here's what ey said. ol
P— e
o @ e
— °
— °
suny s o @ e

INSTAGRAM Instagram only manages to gain an upvote (smiley face) in
the Privacy Settings section, with more rigid controls being
asked for from parents and carers with regards to Signing Up, Safety & Support
and Reporting.

Instagram

v
@ @ mmmmm-cmanqmmsm

T s i o W o B e
1ight 890 forthis 5407 Sha

Instagram Is a picture and video sharing app. Users can post content and use hashtags to
share experiences, thoughts or memaries with an online community. You can follow your
friends, family, celebrities and even companies on Instagram. Instagram allows live
streaming.

What do | need to know about Instagram?

Peopie whatthey (k. Here's what they said

Chiron's views
soangwe @)
S
Privacy settings

satety 8 support (@)

© © © 0 ©
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SNAPCHAT

According to Net Aware, 32% of children and young
people who reviewed Snapchat thought that it can be
risky. There aren’tany ‘happy face’ icons among the sections, so be wary of

how it works.
: Snapchat

Snapchat is an app that - you send a photo, short video or mestage o yous crdacs The
‘snap Ithough it can be

s taoa Story that ey ynu share snaps ina
sequence for up 10 24 hours.

What do | need to know about Snapchat?

pecpla what hey tink. Herd's what they said

Eom—
soogw @
moong @
rrvecysengs @)

satery 8 suppont. (&)

© © © ©° ©

TWITTER Some of the major concerns regarding Twitter are:
uncontrolled Tweets, fake and scam tweets and abusive

behaviour. It doesn’t rate too highly, on a par with Snapchat, so it's worth reading

through the available content prior to signing up or allowing a young person to

sign up.
Twntter

Minimum age according to Twitter
s Tl i d0n. Wt 8 30 k.14
a9 for his site? Snavo v

Twitter is a messaging service that lets you post public messages called tweets. These can
be up to 140 characters long. As well as tweets, you can send private messages and post
piclures/videos. Brands, companies and celebilies can aiso have Twitter accounts.

What do | need to know about Twitter?

pecple what they tink. Here's wha they said

Children's views
sonogie @
oty @

-
saay 2 cpport. @)
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WHATSAPP Another not too highly rated site, WhatsApp raises several

concerns over ability to be contacted by strangers,
random people being able to view your profile picture and the potential for
receiving scam messages.

@ Minimum age according to WhatsApp
This 5 WhatsApp's minamum age. Whal do you think s the
right age for his app? Share your thoughisw

WhatsApp is an instant messaging app which lets you send messages, images and videos
1o friends. You can have one to one and group conversations.

WhatsApp ‘

What do | need to know about WhatsApp?

Young peapie what they think Hera's what thay said

Chidrortsviews
sooge @
roparng @)
Privacy settings @
)

© © © ¢ ©

ASKFM This is a social networking site where you can ask other people

questions, anonymously if you want to. The anonymity raises
concerns, along with instances of bullying and trolling, as well as possible
exposure to inappropriate content. However, it does have the highest ‘face’ rating
off all the apps so far.

ASKIm is a social k other You can
choose to ask the question anonymously.

Whatdo | need o know sbout ASKIm?

et ity i sty 2
Chiren's views

Signing up @

s
Py @

Safety & support
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YOUTUBE

YouTube’s infamous use by extremist groups when posting
inappropriate videos is by far one of the most negative
aspects of its use among young people. Examples of abusive comments and
possibly inappropriate adverts are concerns too. Net Aware rates it on a par with
Snapchat and Twitter.

YouTube

Content <haring | Messaging | Live streaming
Minimum age according to YouTube
Ths s YouTube's mismum age. What 60 yod Tink s the ight
age for s se? St yous thoushtsws

YouTube allows you to watch, create and comment on videos. You can create your own
YouTube account, create a music playlist, and even create your own channel, which means
you will have a public profile. YouTube allows live streaming.

What do | need to know about YouTube?

people what they thnk.Here's what they said

Children's views [}
e @ °
Reporting @ [+
privacy settings (&) e
syt erpee. @) °

< How Safe are the Sites Your Child Can Access?

PINTEREST The main concern with Pinterest is that young people and

children can’t always control what they see, which means

there are times when inappropriate content can be viewed by minors. Again, Net
Aware rate it the same as YouTube, Snapchat and Twitter.

Pinterest

Photo / image sharing | Contont sharing
Minimum age according to Pinterest
Ths i Prlorest's mnmum age. Whal do you thak s the rght
age for s sie? Share yout thoughisv

Pinterest is an online interactive pin board. You can create collections of pin boards using
your own images and you can also re-pin things from other people.

What do | nesd to know about Pinterest?

pecple what they think. Hore's what they said-

Childron's views
Signing up ®
Reporting @

Privacy settings @

Safety & support @

© © ©¢ © ©

ROBLOX This is an online game where you're able to play games
created by others, or create games yourself. Whilst fun, it does
have issues whereby users can add you to their friends list and communicate
with you and it features in-app purchasing, which can be difficult to manage for
parents and guardians.

Q:

ROBLOX s pla you can create your
play games that other . Ther players.

ROBLOX

Minimum age according to ROBLOX
TN Sebngea o e 2 0

Whatdo | nead to know sbout ROBLOX?

eople what hey k. Here's what they sad

P
s @
o @

[S— \
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FACETIME

Apple’s FaceTime is one of the most used video chat clients
available. However, it has been noted that people you don’t
know can FaceTime you and it’s possible to record or take screen shots of a
FaceTime conversation without you knowing.

FaceTime

Video chat | Vorce calls | Messaging

Minimum age according to FaceTime
T s Gl o W i L i
nght 8ge for s 8pp? Shere you houanis:

FaceTime allows you to make video and audio calls from your Apple devices using the
intenet.

What do | need to know about FaceTime?

peopie whal they hink. Here's whal they said

Children’s views

sgingwe @)
Reporting @
Privacy settings @

Safety & support @

©
©
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©
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We're often so concerned over social media, online gaming and chat sites that we tend toignore
one of themost common threats to online safety foryoung people and children, email. Whileit’s
amore manageable element, it does carry plenty of dangerous potential.

n reality it doesn’t take too much of a technical

genius to enter into a search engine, “fake

email accounts” or something similar. The

returned results, such as Fake Email Generator,
Mailinator, ThrowAwayMail and Fakelnbox are
all designed to help you create a fake account
that can either be single use or used regularly.
This of course means that a person is able to
create a false persona and sign up for Facebook
and the like using a browser’s private function,
and have access to accounts without someone
else knowing.

This works both ways, from the point of view of the young
person gaining access to a site they shouldn't and for
someone who's creating accounts ready for grooming, or
somethingsimilar. With access toa fake email, ayoung person
has the potential get into a variety of potential dangerous
situations. They could be contacted by someone who is
trying to groom or send radicalised content, they could also
become the subject of a hack and unwittingly execute code
that can deploy a virus, ransomware or other malware, along
with possible backdoor hacks to gain access to the systemthe
young person is using.

It's not just fake email sites that pose a danger when it comes
to young people and children; although fake email sites
usually don't have the better protection and anti-malware
restrictions that more legitimate sites employ. Google Mail,
Yahoo and so on can represent a weak link in the chain
of digital protection for children and young people. The
dangers are mostly the same but thankfully these online mail
providers have better levels of malware protection.

So how would you, as a parent or guardian, combat potential
email threats for children and young people? You may not be
able to police their mobile accounts all the time but you can
insist that they allow you access to the account on a regular
basis to check that they’re not in conversation with someone
unknown, or that they're not receiving and responding to
reams of spam and malware ridden emails. However, that
does seem something of an Orwellian approach to managing
ayoung person’s email account.

Another possibility is to set up a family email account,
separate from the parents or guardians’ accounts, where the
entire family has access and can utilise to sign up for games,
safe sites and the like. It's a more open approach, whilst still
preserving privacy for the adults and if you use folders within

www.pclpublications.com

the email client or website, then there’s some privacy for the
young person too.

Naturally the best form of email attack and threat prevention
is through education. Both the NSPCC and Childline
recommend that you talk to your child and come up with
a set of workable rules and conditions that are fair but
protective. Educate them on the dangers of communicating
with a stranger and inform them that online grooming takes
place and how it works, also include how viruses work and
other forms of malware, and how phishing and other forms
of threats work too.

There are some tips that we as parents or guardians can use
tohelp children and young people:

» Treatall people on the Internet as strangers, even
those who could be friends.

» Never give out any personal information via email to
an unknown source or site.

» Bewary when choosing an email name,
don’t use anything to identify your gender or
anything provocative.

» Never open an email attachment. Check with a parent
or guardian first.

» Never reply to an unknown email and never send any
images of yourself.

» Alwaystell a parent, guardian or
teacher if you've been contacted by
someone you don’t know.

» Never respond to a threating email or
someone attempting to bait you into
contact.

» Don’talways believe everything you
read in an email. Phishing attempts
come as virus hoaxes.

» Don’t believe you’ve won £1,000,000 or
react to limited time ridiculous offers on
technology or fashion. It’s nearly always
fake emails trying to get you to visit a site.

Another possibility is to use one of the many
child friendly email programs and online services.
There are ample available to try out and over the next
couple of pages we take a look at ten of the more highly
recommended services.

&Child

Email at first doesn’t appear
to be too much of a concern
for the parent or guardian,
after all we can view what
emails are coming in to our
accounts. However, it’s not
too difficult for a tech-savvy
youngster to create an
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alternative email account,
usually one that’s web-
based, that they can use to
access games and sites you
wouldn’t normally allow
them to.
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Top Child Friendly Email
Programs and Services

An email account for a child or young person is a great way for them to communicate with friends
and family; however, as we’ve seen, it can be a dangerous tool. Therefore it’s best to ensure they’re

using a safe, child friendly email account.

Ten Child Safe Email Accounts

It’s not always easy to police and monitor an email account, so here are ten child friendly email accounts and related services that will help make the job of

keeping children safer when communicating via email.

ZILLAMAIL

ZillaMailis run under the ZillaDog.com brand, created by
parents for children. It’s an easy to use, friendly service that
also combines child safe online games and links to child safe websites, such as
Cartoon Network and the like. ZillaMail has some interesting aspects and
features, which makes it an excellent choice for parents and guardians.

28

Guarded Email and More
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Home | [Zamal | [Parents | [About us | [ Contact us
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KIDSEMAIL

KidsEmail is a paid for service, offering a 30 day free trial
period. For your money you get mail monitoring for all

incoming and outgoing emails from the child’s account, time restrictions, blocked
senders, no adverts, spam filtering and an easy way to add friends and family
contact details.

JEmAIL
/) “ORG

EMAIL FOR KIDS

e Still Giving Kids
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Z0O0BUH

ZooBuh has an impressive list of benefits and features for
parents and guardians to look over when considering an
email provider for their child. Adjustable spam filtering, the ability to delete
attachments, block specific senders, see activity logs and a Predator Catch
Phrase alert system all add up to a great service.

KIDMAIL KidMail is a low cost subscription email service that caters for
both young children and older young people. Parents and
guardians have full control over the email account and the messages that come
and go from the child’s account, along with many other benefits and features.

E-MAIL FOR KIDS **
To Kidne, Tho Sfe Eatat Service™t i et s esmail o]
e sl




TOCOMAIL Another well presented service, Tocomail offers the child,
parent and guardian a wealth of fun and useful features. It
brings a lot more than just email to the table, for example children get access to

adrawing board app, to create their own attachments, whilst parents get
notifications via an app when the child has received an email.

. Email for kids re-imagined
" Fun, simple and safe kids' email service,
made by parents.

[ 3] d X Signup»

Email features for kids

GMAIL Providing your child is thirteen years or older, they can get access
to a Gmail account. Gmail isn’t the first email service that springs
to mind when considering a young person friendly email account but with

careful use of its filters, you can set up a good and reasonably safe email
environment for them.

‘ ™

by Google

MAILY Thisis a child-friendly email app for iOS and Android devices. It's

fun to use, secure and offers the parent or guardian ample control
and restrictions for the child’s account. With it children can stay in contact with
specified contact lists, whilst still remaining safe online.

Maily P24

Connecting kids with
family and friends

& ippsiore | P Covie oy | BUB amazon

<Top Child Friendly Email Programs and Services E

SAFENSOUNDMAIL SAFENSOUNDmail has plenty of features
available to those who purchase the
subscription; however, there’s a free 30-day trial to begin with. There’s support for

Apple, Android, Windows, Mac and Chromebook devices, up to five child accounts
available, customisable controls and settings and elevated levels of encryption.

g a8 4

ﬁSAfEn‘sou Dmail
areat amail - s

Safe email for kids

them safe
fies

Secure, reliable email for your children
Stop all spam, adverts and messages from anyone you dorit know.
Use flexible parental controls to suit the needs of your whole family.
Try it today - completely free of charge

FAMILY LINK Part of the services offered by Google, Family Link can
help you set up a Gmail-like account for children under
the age of thirteen. You need to be located in the US for the moment but the

service offers improved controls for Android devices and apps and there are
considerations for moving the service outside of the US in time.

@

Family Link @
\4

prage ¥

SCHOOL EMAIL

Here’s an interesting suggestion, why not use the
child’s school email? Providing the school is willing
to participate, a child can log into their account from home and using the
elevated security, send and receive emails in total safety. Naturally, you'd need to
confirm with the school prior to using the email for personal contact.
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Cyberb

Cyberbullying is when someone uses the Intemet, email, online
gaming, social media and any other kind of digital platform to
threaten, tease, humiliate or upset someone else. Both the bully
and the victim of the bullying can be any age, from very young
children up to late teens, and beyond in some cases. The source
of the bullying can come from others the victim knows at school or
college, orfrom a complete stranger on the otherside of the world.

ullying someone online doesn’t always involve threating remarks.
What may seem like a playful comment on one side, could be
taken as a cutting jibe on the other. It’s not always an easy thing to
specify, as we all have moments when we may say or do something
to upset someone without meaning to do that person any emotional harm.
Mostly though, with respect to a loose and throw-away comment, the one
who made the comment will probably apologise for their mistake once
they realise that they have upset the other person.

However, true cyberbullying is the persistent harassment of an individual.
The cyberbully will goad, threaten, send nasty messages, even take images of
the victim and Photoshop them in inappropriate situations, through the use
of many different forms of online communications.

It's a sad case too, that a lot of young people are already in a heightened
emotional state due to their body image, thanks to the media and unrealistic
Photoshopping of celebrities. Where young people, especially young teens,
are very conscious of their image, a slight remark to someone can impact the
young person in an incredibly negative way.

3 b \ \

‘and taunt other gamers, rallying
| overwhelmed by bullies.

: . cyberbullies are able to shout thre
SOCIaI Medla others around them unti icti
Probably one of the main platforms for cyberbullying, social media is -
an ideal hunting ground for the cyberbully. The effects of social media  There are numerous ga
bullying have been devastating on some families. Teen suicides, self ~ approach, introducing
harm and elevated cases of depression amongst young people are reported and the bull
popular in the media and bring to light just how powerful and dangerous suspended. Often onlin

social media is as a communications tool. ‘noob’ at another, degrad
isn’t as good as them. Of
Facebook, Twitter, Instagram and other examples have all become the you die’ or ‘'m coming t

haunt of those who prey upon and harass others. From the point of view 51 1sive behaviour, includi
of a child, whose emotional state is quite vulnerable, even a simple ‘like’ belongings, is a form of bul J
of a comment can embarrass or hurt.

\ve adopted a more sport-friendly
reby instances of bulling can be
ves have their gaming accounts
 bullying is just someone shouting

es the bully will say things like ‘I hope
ou’, or something similar. In short, any
stroying your online game creations or

Online Gaming Jﬁ)nfthefsaygl

Another prime source of modern cyberbullying, online gaming has 4 taplets. abusive text mes
proved to be a vicious place to inhabit for some. The problem with online  ¢ont can thankfully, be e
gaming is that the bullying comes frgm anywhgrg intheworld. Thereare ith anyone else who was involved, the bully(s) can be reprimanded for
cases of gamers targeting females, different religions or those who come  thair behaviour. sadly though, there are ways to hide texts and with such
from different parts of the world. With the use of headsets, the gaming knowledge, a cyberbuLJg able to send their abusive texts anonymously.

ople having access to their own phones
ng is becoming a major issue. Messages
traced back to the source, and together

www.pclpublications.com




Another aspect of cyberbullying via text message is sexting.
This is when someone takes an explicit image or video of
themselves and sends it to someone else. Sometimes, a
person can bully someone into sending them images or
videos of the victim, then send those
_— images on to others or upload them
‘; to popular sites and inform an entire

y group of their location.

A ~ Email

" Sendingabusive emailsis a large area of concern
d for those involved in protecting young people from
cyberbullying. We've seen, the double-edged blade
of anonymity can cut both ways: it can protect your
identity online but it also hide an individual who is
bullying someone. Anonymous emails sent from a bully
can be just as harmful as social media, online gaming and
texting. It's a more personal form of bullying, much like having
an abusive letter addressed and posted directly to you.

<Cyberbullying

Setting up filters to block certain senders does work but only
toasmall degree. There are plenty of email services available
that will hide a sender or fake email providers to hide behind.
It’s not always abusive content either, as cyberbullies have
been known to send viruses and other malware via email to
their victims.

Cyberbullying covers many different forms and platforms. It
can be a single, throw-away comment, a like on a Facebook
comment or just someone calling someone else a ‘noob’.
It can also be very serious indeed, including death threats,
threats of violence or the sending or posting of explicit
images or videos. There’s a wealth of information available
from the likes of the NSPCC and Childline with regards to
cyberbullying, which is certainly worth reading through if you
suspect any instances of bullying or you just want to know
more about how it works online.




/

W O Preve
‘and Deal Wit

We will never be able to truly stop cyberbullying, or any other

form of bullying, from happening, as there will always be those

who want to cause harm to others. However, we can take steps to (
prevent its effects, cope and deal with it.

Coping with face-to-face
bullying can usually stop
when the victim is home

or ata place where they \

feel safe. On the other

e6

Coping with
Cyberbullying

2

hand it often feels like
there’s no escape from
cyberbullying as the
online world is always
present, and even when
you cut yourself off from
any online activities, the
bullying still continues.
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he level of how upset a victim of cyberbullying feels depends

greatly on the person. Some can easily shake it off or deal

with it by immersing themselves in a sport, book, family or

something else. Others though, take any form of abusive
message, comment and such to heart and its affects can range from
crying to feeling suicidal. There’s a lot that goes on in between and
it’s difficult even for professionals and experts to say how to react and
cope with cyberbullying.

However, there are some guidelines which we can help children and
young people through when it comes to dealing with cyberbullying:

It’s not your fault - If someone is repeatedly cruel to you, you must
not blame yourself. Two people can have an argument but if the other
person continually abuses you in some form, then that’s bullying and is
not acceptable.

Don’t respond - No matter how easy or tempting it is to
respond to a cyberbully, it's recommended that the young
person doesn’t. Often, a cyberbully is goading the victim
for a response, it’s a form of psychology that enables
them to think they have power over the victim.

Save all evidence - It's important that the young
person saves or records all the evidence of
cyberbullying. This evidence can then be used
to show a parent or guardian, teacher or
relative, or even someone responsible
for the platform where the bullying

took place. This way action can be

taken to prevent any escalation.

Always ask for help - Even

if the bullying incident seems

minor, such as a throw-away
comment, it’s always best for the
young person involved to tell their
parent or guardian. We, as adults,
can then help the young person
deal with the bullying.

Measure your response - It's very
easy as a parent or guardian to
make a knee-jerk reaction to

someone who’s cyberbullying
our child. Therefore it’s often
best to take evidence, then

<How to Prevent and Deal with Cyberbullying

[
v

perhaps contact someone else, such as the NSPCC or local councillor to
see what they as professionals recommend as a gauged response.

Take time to listen - A young person coming to an adult for help on
bullying is a huge step for them. It’s easy to close up as a child, so to take
that step should be worthy of your full attention. Listen to everything
they have to say and together find a way to prevent and deal with the
cyberbullies.

Help restore self-respect - The ultimate goal in any bullying is help
restore self-respect to the victim. The more self-respect the young
person has, then the better they are able to cope with future bullies, and
life itself.

Stay positive - Bullying should be stopped but it’s unlikely as humans
will never be able to eradicate all forms of cruelty toward others. With
that in mind, it’s best to remain positive for the young person, whilst
still being realistic. It will help them mature and learn to form protection
techniques against those who want to cause suffering.

Ask the person to stop - Whilst one of the guidelines is to neverrespond,
there is the option to take a simple approach and ask the person who'’s
bullying to stop. Sometimes a hurtful comment could be easily rectified
by the sender, simply by it being shown that it was unnecessarily cruel. In
the ideal world, they will apologise and remove the comment. It depends
greatly on the comment and bullying in question.

Use the tools available - Use the available filters, blocks and reporting
mechanisms available to stop the cyberbully from even being able to
contact you. Facebook, Twitter and so on can block users and you’re able
to report abusive behaviour. Likewise, online gaming can ban an account
or kick a bully from the game server.

Report serious threats — Not only should you report threats to parents
and guardians, it's recommended that you should report serious physical,
sexual and violent threats to the police. Each case will be treated with
respect and the police have powers to approach the bully with the
evidence to caution or charge.

Whilst the above will help children, young people, parents and guardians
with cyberbullying, it's sadly not something that’s going to disappear
overnight. The moment you’re online, you’re open to some form of
abusive behaviour and every social media, online game and contact
made increases the chances of cyberbullying from occurring. The best
we can do is help young people cope with it and learn to avoid those who
would want to abuse.

www.pclpublications.com
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Helping Your Child
Through the Internet

The Internet is a vast resource that’s full of amazing details and an equal amount of villainy and
inappropriate content. It’s difficult for a child to navigate it by themselves and extremely dangerous;
S0, as a parent or guardian, we need to make sure they’re safe.

Internet Safety for Everyone

Together with the excellent advice from the NSPCC, Childline and Safety Net Kids, we’ve collated ten practical and realistic tips to help you and your child
remain safe when using the Internet and its connected services.

PERSONAL INFORMATION Never post any personal information STRANGER DANGER People you don’t know in the real world are

online. Keep your postal address, strangers and not always who they say they

email address, phone numbers and, if possible, names away from public are. The same applies for the online world. Not everyone you meet in an online
viewing, Especially never tell anyone you've just met online, in a game or chat game is who they claim to be, so treat every contact as a stranger and be wary
room any details about yourself. of them.

PHOTOGRAPHS Consider carefully before posting any pictures of INAPPROPRIATE CONTENT If you see or hear something online
yourself online. Once an image is available on the that upsets you or makes you feel

Internet, it's extremely difficult to get rid of any trace of it; and should uncomfortable, you must tell a parent, guardian or teacher as soon as you can. If

someone have already downloaded it on to their computer, it’s impossible to possible, show them the content that's upset you and tell them why it's upsetting.

locate and trace. Talking to a parent or teacher will help you gain a better understanding of the
world around you.

-
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COMMENTS Always think before you enter any comments online.
Remember, they can be hurtful to someone else or be

inappropriate without you even realising it. The comments could also lead

someone to taking an interest in you, if you enter your age for example.

=

Co,
Lo

ACCOMPANIED VIEWING Parents, always make sure that young
children are accompanied when
navigating the Internet. Ensure that the privacy and security settings are as high

as possible and that they don’t have access to sites beyond what you specify,
should you need to leave their side for a moment.

SECURE PASSWORD Never give out your password online, even if

the email or message is claiming to be from
the bank or someone you know. Never let anyone remotely attach to your
computer either. It's very rare for a company to attach to ahome computer to fix
something. At least be suspicious of anyone asking to connect remotely.

<Helping Your Child Through the Internet E

IGNORE BULLYING Try not to reply to anyone who's appearing to
bully you online. They are most likely trying to
goad you into responding and will keep pushing until you finally crack and

respond. Most of all, never respond out of anger. Ifit’s getting too much, leave the
site or game and come back later.

SOCIAL SAFETY Whether you're on a social media site, in a chat
room or playing a game, become familiar with the
safety settings: how to turn off chat and how to block or report another user for

any abusive content they may post. Take screenshots if possible, so you have
evidence to back up your claim.

Find Friends

Quick help Help Centre
1di
Ro Q
Jos
sui HELP WITH THIS PAGE
Fat
Jay Home Page

NEVER MEET Never arrange to meet up with anyone you've met
online, even if you’re an older teenager. It's very easy to
pretend to be someone, post a fake picture or take the identity of someone else.
If you do arrange a meeting, make sure you're with other friends, in a public place
and let others know where you are going.

www.pclpublications.com 63



5 Online Child Protection>

Your Child and
Online Gaming,

IS it Safe?

Gaming has taken

some interesting leaps

in technology since the

days of feeding money into
the arcade cabinets. However,
with those advances comes a new level of
online concemns for parents and guardians.
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f course, there’s nothing wrong with gaming
or online gaming. Despite the many years
of people bemoaning that gaming is taking
away something from a childhood, recent
studies have actually shown that online gaming
can increase social skills, help develop hand-to-eye
coordination and, depending on the game, have
educational benefits and help young people learn.

The problem is that not everyone always plays fair;
some take great offence when they’ve been beaten
by another player, resulting in the person beaten
shouting or entering abusive comments. Other players
use cheats to gain an advantage, making it near
impossible for other players to even have a chance of
winning or succeeding. Sometimes, when a player is
better than others around them, they

can be accused of cheating, even
when they’re not.

All of the above can be
disheartening to a
young person

and depending on the amount
and type of abuse they may receive from
a poor loser, quite upsetting too. It’s
often difficult for someone who enjoys
playing a particular game to be accused
of something they haven’t done or have
to contend against someone who is
obviously cheating. The trick of course is
to keep calm, something many adults find
difficult doing under such circumstances,
let alone children and young people.

There are other factors too that can
cause problems for young people when
gaming. The game itself might not be
age appropriate, with in-game missions
asking the young person to do something
that’s really not very nice. The game might

(Your Child and Online Gaming, is it Safe?

involve some scenes of an inappropriate nature,
perhaps sexually explicit or extremely violent, or use
inappropriate language.

Interms of online bullying, it’s not just rage that causes
problems. Griefing is a tactic used by some gamers to
bully others into making the wrong move or decision
in the game. This way, the ‘griefer’ wins by simply
causing as much aggravation as possible, and in turn
enrages those around them. It’s also not unheard of
for entire teams of griefers to band together to bully
the opposition into defeat.

In-game spending is a modern cause for concern
among parents too. For the young person who enjoys
playing the game to have any significant advantage
at all, they may need to purchase better items from
the in-game store. Often these items
will inevitably lead to more items
needing purchasing and the cost
soon mounts up. Other games
make it near impossible
to finish without
having to pay for
something, such
as a key to unlock
the next level
or by having
the player buy
and download
more  content
(known as a DLC,
downloadable content).

The other safety concerns

involve those who play games

in order to be exposed to young

gamers. Minecraft, for example, is a

game predominantly played by younger

people, so those of a perverse nature may

play and use servers where they’re interacting

with younger people; there’s even the possibility

of some form of online grooming taking place in
situations such as this.

However, despite the safety concerns over online
gaming, it's not always bad news. Yes some games
do employ tactics to leech more money from the
players and other games are simply an excuse for
poor behaviour; but with respect, there are countless
games available that can help a young person develop
social and other skills.

As parents and guardians, we need to make sure that
the game the young person is playing is appropriate
and, to some degree, useful to them, as well as being
enjoyable. We'll look at some tips on staying safe
when gaming online over the page but it's worth
remembering that even if we find the game somewhat
dull, the young person playing it may well be enjoying
it. We just need to make sure it’s a safe environment
for them.

Onlineis playing a game
in real time with other
players from around the
world. The game can

be virtually anything,

a shooter, role playing,
adventure or something
openworld, such as

66

Online
Gaming

-

Minecraft. The issue with
online gaming is that
anyone could be the
character that’s currently
playing next to your
child’s online avatar.

www.pclpublications.com




5 Online Child Protection>

Staying Safe when Gaming
Online - Advice for Your Child

We've looked at the safety concerns of online gaming but what can we as parents and guardians do
to help keep our young gamers safe? Thankfully, it’s nothing too drastic, just a little common sense

and a few tips to help out.

GameOn

Here are ten tips to help the young gamer get the best from their game of choice, whilst still remaining safe; also how to avoid any conflicts that may arise

from the gaming community.

INVOLVED PARENTS

Parents, take an interest in the online games
that your child plays. See what type of game it
is and especially see what the online community is like. View the in-game chat,
and read the game’s forum ifit has one to gauge the type of gamers who play it.

iPad = 1a:00 7 e3nm

Categories Action

HoPiko Dungeon s Sonic Dash 2: Queksoy
N-qmmsum

%&z@

Jucosoue  Gikshill  BOCHZ  Bnch G BADLAN

m I_J”M\‘ - [L

AGE APPROPRIATE Make sure that game you're playing is age
appropriate. Whilst it's fun being nine and

playingan 18-rated game, there’s bound to be content within that may upset or
offend you. There’s a reason certain types of game have an age restriction.

Sonic soom e nm

All-Time Greats
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IN-GAME SPENDING

However temptingit s to buy an on-game item
or DLG, it’s not always the best idea. Items like
this can be a lure for you to buy another and another, until the cost mounts up and
you've racked up a game bill in the hundreds. If you desperately need an item,
discuss it with a parent or guardian.

LE 2]

Add to Cart

Buy Counter-Strike: Global Offensive

Buy Counter-Strike Complete BUNDLE LL X

S &
ESKGD

Bundle info

Buy Valve Complete Pack BUNDLE

CAREFUL CHATTING Not everyone inthe game is going to be the
same age as you. There are some people who
aremuch older and who like to pretend they're a young person. Don’t be fooled

into becoming a friend with someone who's playing with you. Enjoy the game, and
playing with others, but don’t arrange any out of game communications.

[8:51:44 PM) [a« aya] says: Gentlemen.
[9 51:49 PM] [Alz
1

[9:51:54 PM] [For

ieved complaints about your behaviour

my responsibility to ensure
behaved
h to your work, and to other members of the
on of the ship.

th of you are... av called you here.




<Staying Safe when Gaming Online - Advice for Your Child

NOTHING PERSONAL Never give out any personal details into an

in-game chat window, via your headset or
in a game’s forum. These places are ideal hunting grounds for those who want
to use that information to their advantage. Make sure your username isn’t
linked to you in real life too.

Wibpix

foc | ONeWordUsemames  Lstof00  SocslMedia - Diperiments - Ecards

Username Generator
[pr ]

NO GRIEVING Try not to get angry or be fooled by someone who's
being nasty in the game. They could be baiting you,
griefing you into making a mistake or simply just a cyberbully who's looking for

someone new to inflict misery on. Don’t react to anyone calling you a noob, loser
or any such wording.

AVOID CHEATING Cheats are everywhere. Even in the most secure
game, there will be a time when someone
releases a cheat code that can grant them immortality, infinite items or
something else that enables them to win all the time. If you can, record their
activity and report them to the game server admins.

If Bt First HYou Don’t Succeed

TrH Try Again

AVOID HACKING Don't attempt to download or sign up for a site that
claims to give you an in-game advantage or cheat.
Some downloads and sites contain malware payloads or are trying to scam you in

some way. Whilst it’s tempting to have the advantage, it's nearly always some form
of phishing scam.

|

|

ALTERNATIVE SERVERS If you find yourself on a server with
cheats, the subject of griefing or other

forms of bullying, then leave the server and see if there’s another one available

without these people present. It might also just be a bad time of day, so try again

later on.

Flau Multiplayer

Minecraft

Hir

Minecraft Se

Direct Cannect fdd server
fiefiresh Cancel

WARY DING Be wary of any in-game comments offering a

discount on in-game items or trades. Whilst some
are legitimate, people wanting to trade one item for another, others are trying to
scam you out of real money or in-game cash or items.

Delete
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Monitoring
What's Going On

The temptation and lure of the Internet is often a little too much for some people, especially young
people who are repeatedly told not to look or go somewhere on it. Tell a young person not to open a
box and most will lift the lid when you're not around.

he tech-savvy youngsters of today will already have o
a better idea of how to circumvent technological Webmall )
restrictions that we've put in place. We're not It’s easy enough for someone to create a webmail account,

saying they’re hacking or do anything particularly such as Yahoo or Gmail and use it without anyone knowing
bad, it's just that sometimes we need to see what all the of its existence. Combine a webmail account with private
fuss is about ourselves, rather than take someone else’s browsing, for example, and a young persan
word for it. Here then, are some of the tricks that the  could havg an entirely anonymous email
modern, digitally capable young person can do to hide  account without there being any trace

what they look at on the Internet. of it on your system, as nothing will be
stored locally.

Private Browsing There are also plenty of fake email \
Private browsing, privacy mode or incognito mode is a sgrwces avallable, o i effect ] d

feature builtinto every browser, regardless of the computer dlfferent pElsONd CCTUId be cr'eated \,Nlth

or device’s operating system. It is, as the title suggests, a relative ease, as W? VesESl '4” prewou's

privacy feature that will disable the browsing history and anonympus e pr.l\‘/acy se(?tlons Oft,hls )
web cache; it stops any data from the browsing activities B34, BINRr B, Tk G Rl gtk \ 3

from being stored on the device or computer. Bk 2 UG N to. TR, T
account you know nothing about.

\ With private browsing mode enabled, which
takes just a couple of clicks of the mouse, /
_ someone can effectively run a search Burner Phones
Whilst a burner phone is usually a

for something they shouldn’t, view the
' content and close down the private phrase we hear on TV cop shows, the

\browser window without anyone ever reality is startlingly close. It's not unheard of

knowing they were on the site. There for a young person, often a teen with a job, to
are ways and means in which you purchase a second pay-as-you-go phone that
can check for private browsing they can use to contact someone or access the

but it’s often hit and miss and  'nternet and other apps without you knowing.

not entirely accurate, which  Never underestimate the resourcefulness -~
is the \{vho'le point of private  4f 4 young person. Just as with a cop
browsing in the first place. show burner phone, it's an easy L




enough device to hide from a parent or guardian.
Naturally there’s a limit to what a young person can
get away with but it's something worth keeping in
mind. Another of the many elements to look out for
with a young person who's being groomed, is a burner
phone the groomer may give to them. This way, they’re
able to contact the young person with a higher degree
of anonymity.

Secret Social Media

When used with an unknown webmail address, and
private browsing, it's an easy task to create a secret
social media account. Try it yourself and see how far
you can get using Twitter and Facebook and the like.

Despite the fact that creating a fake social media
account is against the social media platform’s rules,
it's not something they’re able to police with any
great efficiency. Just like a secret email, it's extremely
difficult to see if a young person has set up a secret
social media account.

OSon astick

It's possible to have an entire operating system on a
USB stick and be able to boot into the OS outside the
system that’s installed on the computer. This makes
for an impressively anonymous and secure platform
to browse from, as everything is done via the USB stick
and the temporary session held in memory.

Naturally, the young person will need to reboot the
computer and boot into the OS on the USB drive but
that takes mere seconds these days. The end result is
something you’ll never likely be aware of.

< Monitoring What’s Going On

Of course, we’re not saying you should police your
children like a prison warden. There will come a point
where you simply have to have faith that you’ve taught
them right from wrong and let them go and discover
the world by themselves, however painful that
may be. There’s a fine line between protection and
controlling and its borders are ever shifting thanks
to the technology available and the ever-growing
curiosity of young people.

However, we can make sure that a young person is
educated and Internet-wise enough to be able to
make decisions for themselves; and, as you would
expect, we also need to ensure that they’re not the
victim of any digital attack. An open relationship
is credited as being the key here, as often stated by
professional bodies.

Human nature finds
most of us sneaking a
peek at something we
shouldn’tand children
and young people are
certainly no different.
Young children will

66
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most likely avoid those
areas on the Internet the
parent or guardian has
told them to never go to;
however, older children
and teens mayfindita
little too tempting.
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Monitoring Online Activity for
Non-Technical Guardians

There’s a vast difference between monitoring a child’s online activity and actively spying
on everything they do. In monitoring, you’re making sure that they aren’t being scammed,
downloading anything illegal and generally behaving themselves online.

Non-Technical Tips for Monitoring

There are numerous ways to monitor a child’s online safety but a lot of them can be quite technical. Instead, here are ten tips for those who aren’t as

computer literate but still want to help keep a child safe online.

DEFINE RULES

First off, set some rules. Don’t use the Internet alone in
your room, don’t chat with anyone online, don’t enter
your full name or address online, don'’t click on any links, don’t open any
attachments, and talk if you see something that’s upsetting. Common sense
rules will go a long way to ensuring online safety.

Z DONTIS)

505

FAMILY ACCOUNTS Consider using the Microsoft Family Account as
your child’s login to Windows 10. We'll go into
more detail as how to set it up and use it a bit [ater on. For now though, navigate
to https://support.microsoft.com/en-us/help/12441/microsoft-account-
monitor-child-device-activity and see what you can do with a child account in
Windows 10.

Products

Support

K= Manage my account AR Askthe community R Contact us

& b counionds

Monitor your child's device use with activity
reports

30

When you add your child's Microsoft account to your family and tum on Activity reporting. you'll get regular activity report emails summarizing how much
time they spent using their devices, the websites they visited, the games and apps they used, and the terms they searched for on search engines like Bing,
Google, or Yahoo! Search.

The email summary gives you a lot of info about your child's activities on their devices. To see even more detail, and to change their permissions and
other settings, go to their Recent activity page in the family area of the Microsoft account website. Here's how:

1.Signin to family on the Microsoft t website.

2.Select the child whose report you want to see, which will show you their Recent activity page.

3.1f Activity reporting is urned OFf, use e switch Lo turn it On.

If you don't want to qet weekly activity reports in your email, uncheck the box beside Email weekly reports to me.

Web browsing

This section of the activity report shows all your child's recent searches, and the sites your child visited or tried to view. Blocked sites are listed first, and
then sites that your child successfully visited. You can allow or block any of the sites directly from the recent activity report by selecting Allow or Block
next 10 the URL To adjust your child's website limitations, select Settings.

www.pclpublications.com

ISPHELP

If you require some extra help with monitoring the Intemet
activity in your home, consider contacting your ISP and
chatting with a member of the team. Most, if not all, ISPs will have a dedicated
section for online safety, in particular child safety and may be able to set up a
web-based monitoring portal for you.

ISP

Internet Service Provider
#

BE PRESENT Even if there are multiple computers and devices in the
home, only allow the child to use one located in a main
living area, such as the living room. Somewhere you're likely to be when they’re
online, so you can keep an eye on them and be at hand if they come
across anything.
|




Monitoring Online Activity for Non-Technical Guardians

GOING OFFLINE If your child wants to play a game, one that doesn’t
involve any online communications, or do some
work, consider unplugging the computer or device from the home router. Either

pull the cable out of the network port or power down the Wi-Fi. That way they
can’tgetonline.

BROWSER HISTORY After your child has been online, consider
taking a look at the browser history. You can
find the history among the browser’s usual settings, click on the three horizontal

bars in the top right of Firefox, for example, followed by History to view the
recently visited web pages.

3RD PARTY SECURITY It's worth investing in a third-party
anti-malware security suite, such as

Bitdefender. With Bitdefender, and other security suites, you get some form of
family protection allowing you to keep track of Internet use, block unknown
communications and even extend the protection to mobile devices.

Protection for the entire family

Parental Advisor keeps you in the loop about your
children’s online activities.

 Keep track of them on Windows, Mac, 10S (coming s00n) and Android.
v Shield your children from inappropriate content

 Block disturbing phone calls and SMS messages.

v Alwaye know where your kids are when they use a mobile device.

+ llave your children obile app on their smartph

And you also get ied when they enter a restricted

Simply log in to your web Bitdefender Central account from an|
keep up with your kids' location or activities. For more details, ¢

W& ¢ ¢osEmm

FREE MONITORING If you don’t want to pay for a full suite, consider

using a free monitoring and protection tool
such as Norton Family Free Edition. With it you can supervise web access, protect
personal information and set up social network supervision.

2 Norton Family v Nor
Library - o x
Product Features and Supported Platforms FREE PREMIER F
P ') Omganise~ = Views~ s Importand Backipry 2 } 3 ik _ *
History Name Tags Location + Web Superviion =4 v v
oday || & Googie hitps://www.google.co.uk/ .
T + Time Supervision .o v
esterday [ Utp Cable Connection Laptop Stock Pho... hittps://www.shutterstock.com/image-photol...
ast 7 days Unplug Ethernet Stock Images, Royalty-... hutterstock, L. " .
‘his month [ Father Using Computer Son Family Back... https://www.shutterstock.com/image-photo/...
@ i + Socisl Network Supenvsion . v v
ne Living Room Computer Stock Images, R... hitps://waw.shutterstock.com/search?search...
ay [ 1sp Intemet Service Provider White Text .. hitps//www.shutterstock.com/image-vector... R — - w i
pril [ 1sp Stock Images, Royalty-Free Images ... https://www.shutterstock.com/search?search...
arch G isp - Google Search https://www.google.co.uk/search?q=rules&s... v - LR v L4
ebruary G isps - Google Search https://www.google.co.uk/search?q=rules8s... I— " - ¢ o 2
+ Downloads Stamp Word Dos Donts Grunge Style Sto... hitps://www.shutterstock.com/image-vector...
Tags ¥ Dos Donts Stock Photo 570990148 - Shut... hitps//www.shutterstock.com/image-photo.. + Aethiny Vst -9 L
Al Bookmarks G ‘ts - ’ ’ 7q=1 u
| G do and don'ts - Google Search hittps://veww.google.co.uk/search?q=rulesés. R e . p =
G do's and don ts png - Google Search hitps://www.google.co.uk/search?safe=offEL...
G do's and don ts png - Google Search p: " . v v
G Google Search hittps://www.google.co.uk/searchitbs=sbiA...
+ Location Supervison's . v
G do and don'ts - Google Search hitps//www.google.co.uk/search?q=rules8s...
. Dos And Images. Rov. i . v
Name: | Today |

PARENTAL FILTERS

Make sure that any search engines used, such
as Google, have the parental filters set to the
maximum or strict levels. In Google, enter something in the search box, then click
the Settings link and turn on SafeSearch. Other search engines may differ in
appearance but they all have some form of customisable filter rule.

safesearch Q

Al images  Videos  News  Shopping  More Settings  Tools

About 4,120,000 resuits (0.49 seconds) ot seis

Languages
Safe Search Kids. The Safe Search Engine for Kids
wiw safesearchkids.com/ v

Safe Search for Kids is a powerful safe search tool that fiters search results to en  Hide private results
safe search experience. Powered by Google

Tum on SafeSearch

Kids Search Engines - Safe Image Search - Google Kids - Wikipedia for Kids AEHCH Seach
History
Search help

Safe Image Search | Safe Search Kids
o comsaf -

Not only are all images properly filtered using safe search, the nature of the websites associated with
image results are also screened to prevent users from

SafeSearch - Wikipedia

hitps://en wikipedia org/wiki/SafeSearch +

SafeSearch is a feature of Google Search that acts as an automated fitter of pomography and
potentially offensive content. A 2003 report by Harvard Law

BECOME FRIENDS If your child has any social media accounts,
make sure to become friends or connected to
them. This way you can see what they post, what they like and be ready to help
them should something ever get out of hand.

www.pclpublications.com
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Tips for Technical Guardians to
Monitor a Child’s Online Activity

For those parents and guardians who are more technically minded, there’s a wealth of software
and features available that enable you to monitor your child’s Internet activities. Some are simple
solutions, others require a little more work, it depends what you’re looking for.

Ten Steps for Tech Minded Guardians

As a technically minded parent or guardian, you can monitor traffic, set up batch files to send daily connection reports and fiddle with the inner workings of

your router. Here are ten tips to help you out.

Depending on the router you own, either one you've
bought or the ISP-provided one, there’s often a way to

log web traffic. The logging can sometimes be a single entry detailing the entire

house’s activity or you can specify individual devices connected to the router. You

need to consult your router guide for more information, or contact your ISP.

Enable Logs m

Incoming log
Source IP address

Destination port humber

Outgoing log

Destin:

ion URL or IP address | Service or portn
1.1 BOB3

216 G063

40045
4nnini

RESOLVE ADDRESSES If when consulting router logs you have
countless IP addresses instead of domain

names, you can run the addresses through a reverse IP lookup site. There are

dozens available, but MX Toolbox is a good place to start. Enter the IP address

and you can see who the hosting company is, and from there ascertain what's
being viewed.

_M’:} TOOLBOX",

superTool

7854 e toce

ptr:139.59.176.39 Sor

Tow Rosalt

o NS Rocard Pubished DS Record not ound © e

Rosting provider 15 TDigical Ocess, 1act Heed Mulk b3 Provider Data

Regorted by ns) digialocean. V2O 3t 12858 AM UIC 0) st loryy. (1sony)

BOUT THE SUPERTOOL!
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FRIENDLY NAMING This may seem an obvious step but it's one that

often overlooked. If you're going to monitor
online activity, you need to make sure that the child’s devices are correctly labelled
in the router setup. Instead of them being just a string of numbers, take the time to
ensure they're labelled as ‘Bobby’s iPad’ and so on.

& =

Ethemet
connections
Devices - 7

Port 1 Port 2
Devices-1 il Devices-5

Sort by:
g Barney
B port2

192.168.1.75
0 Free
ol B o 2

Sky Lounge
Port 2

(@ [

ﬂ claptrap
Monitoring software is a must have for
parents or guardians who want to limit
and control what their children do online. We'll look at some examples over the
page but to begin with take a look at Qustodio Parental Control: https://.
qustodio.com/en/. It’s a cross-platform tool for better monitoring of online
activity, and it's reasonably well priced.

oo “e s ao

2.4CHz

((')) Devices - 2
J  Wircless
connections
Devices - 3

| ® Filter:

IP address: 192.168.1.82 (Static)
MAC address: 00:27:0E:11:9A:78

BT Smart Hub
Devices - 10

Device name Showall |

192.168.1.75 (Static)
s: A0:02:DC:7C:90:6A

168.1.68 (Static)
:FB:

IP address: 192.168.1.251 (DHCP)
MAC ad« 38:EA:AT:AL:11:F9

IP address: 192.168.1.253 (DHCP)

(@) Qustodio

The Internet’s best
free parental control app

safe



<Tips for Technical Guardians to Monitor a Child’s Online Activity -

DISPLAY DNS For those who like to get their hands dirty in the
command line, open up CMD from the Windows Start
button and enter the command: ipconfig [displaydns. This will list the sites
visited by the user during their session. If you want, record the sites to a text file

for viewing later with, for example: ipconfig /displaydns > c:\monitoring\
sites.txt.

NETSTAT COMMAND Using the Netstat command that we looked
at on page 98, you can enter into a command
prompt: netstat -abf 5 > c:\monitoring\activity.txt. This will record the entire

activity of a session to a file, which you can then browse. The recording will stop
once the child has logged out of their Windows account.

Active Connections

Proto Local Address
TP ©.0.0.0:135
Rpcss

[svchost.exe]
TP 0.0.0

Foreign Address state
LISTENING

LISTENING

Can not o
>
[smpne
e

LTSTENTHG

Cexe]
©.0.0.0:2860 Windows:0 LIsTENING
Can not obtain cunership informstion

LIsTeEnING

LISTENING
LISTENING
Can ot obtain cunership inf
TP 0.0.0.0:49665 LTSTENTHG
[svenost.axs]

TP 0.0.0.0:49666
Senedule

(svenost. exc]

T 0.0.0.0:
[spool:

e

LISTENING

Windows:@ LISTENING

LISTENING

WINDOWS LOGS

Don’t forget to check your Windows Event Logs,
especially the Windows Firewall Event Log for any
activity that may have triggered the Firewall. You can then build up a picture of
where the child is visiting that’s causing the Firewall to react and educate them in
the dangers of malware and such.

BROWSER CO If you need a specific monitoring and parental
control tool, then consider using FoxFilter for

Firefox. This is an add-on that can block customised websites, such as anything
containing inappropriate content and report its use in a handy web interface.

Q FoxFilter

Blocked Websites and Keywords

Blocked Websites and Content

CHROMEC Users of Chrome can try MetaCert’s Parental
Controls & Web Filtering add-on. With it you
can block certain sites, set profiles and monitor the web activity of your child as

they use the browser. There are plenty of features, so it’s worth looking over if you
regularly use Chrome.

p—

« - Parental Controls & Web Filter from Met...

overview Revews SUPPORT REATED = |

w

SAFE BROWSING

SUPERVISED USER While still on Chrome users, if you visit httpz//
chrome.com/manage, you're ableto setup a

supervised user for the other Chrome accounts. This way you can set restrictions
and monitor the sites that a user has visited during their Chrome use.

@ chrom = 0@
i e —|
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Ten Monitoring Tools
to Install and Use

Monitoring tools usually come within a complete Parental Control package. These tools can be
dedicated programs, or come as a part of a security suite. Either way, they’re excellent ways to help
keep children and young people safe on the Internet.

Parental Controls

We've collated ten of the better parental control and monitoring tools and software, in no particular order. Some offer their software for free, others you need

to pay for.

We've mentioned Qustodio in the previous page, so it's a
good example to kick of this top ten tools section with.

Qustodio is a complete package that monitors, blocks, filters and controls times,

games and apps across many different platforms. Pricing for up to five devices

starts at £32.95 per year.

@Qustodio = PRS— e

The Internet’s best
free parental control app

Createyour  account today and
digital environment for your

ding asafe

- — - CELSARTR

2= @ &_# kindle nook

M

OPENDNS OpenDNS from Cisco offers both free and paid-for services to

help block inappropriate content across virtually any Internet
connected device. You need to set up DNS entries in your router to take advantage
of it but full instructions are given via a helpful setup guide.

il 7
'¢isco. OpenDNS s now part of Cisco. Learn More

OpenDNS

Porental Conirgla | Tesimonils | Bomofit Matex | Promium DNS

ET SECURITY
DINS

OpendNS Home ViP
$19.95/year
GpenbNS Hlome
llis ono year of usage statg
& optional white-list mode

{OpendNS Family Shield OpenDNS Home
FREE FREE

Precontigured {o biock Qur classic, free service
adult cantont . sot it & With gustomizable filtering
forge! it and identity theft protection

BUY NOW

f B,
SCTUPGUIDE SIGN UP
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KIDLOGGER KidLogger is an interesting product that offers a basic,
single device with nine days of history for free, moving up
to five devices, then ten devices for increasing costs. You can monitor browser
activities across Windows, Mac and Android; block apps, take screenshots and
limit time, amongst other features.

(rocm ) taien

KidLogger

Home Download Products Demo Support Blog  About a

KIDLOGGER PARENTAL CONTROL WHY USE KIDLOGGER HOW IT WORKS

DO YOU KNOW WHAT YOUR KIDS ARE DOING
ONLINE ?

KodLogger lets you know:

= SNIN\A  Without a doubt, one of the most respected parental
control solutions available is Net Nanny. It's been around
since 1996 and offers unparalleled levels of filtering, protection, monitoring and

parental controls. It's cross-platform and prices vary depending on what you want,
so it's best to check out the latest offers available.

(@ Net Nanny*

Net Nanny allows the good,

keeps out the bad. SRR

25% OFF |

parental contral, and it still has the best content filtering around.” FAMILY PROTECTION PASS

)
@ “Net Nanny is l%lly athome in the modern, multi-device world of

The most-trusted Parental Control Software,
helping millions of parents since 1996




BITDEFENDER Bitdefender’s Total Security suite offers an excellent
parental control and monitoring tool within it’s
already impressive list of features. It's cross-platform, can shield children and

young people from inappropriate content and extends its use to mobile
devices too. Pricing starts at just £34.99.

Protection for the entire family
Parental Advisor keeps you in the loop about you
children’s online activities.

Simply login to your defender Cent
keep up with your kids'locatior

o6 e dosmm

UKNOWKIDS uKnowkids provides a wealth of features for parents,
including call logging on devices (with Facetime call
logs), image reviews that children post, social media monitoring and web

browsing history access and controls to block inappropriate content. Pricing
varies, so it's best to visit the uKnowKids site to see the latest offers available.

X
"l ik 0 Vs e
* | UKNOWKIOS!

Y
O

Start Your 1 Week
Keep your kids safe online and or}

5 ’ FREE Trial Now!
the mobile phone with uKnowKids xpariance iowiide: Cancel Anytime
s
Croated by parents o hlp parens, (Franone ]
uKnowkids is protecting kids in more thah [:‘

90 countries around the \World.

:I
oA | \ (ot ]

'Pn = [ okowios er
P

VS 15 2 12804 SSL. Encrypied page and 5o
maton wh be securel transmitea
r

MOBICIP Mobicip is a cross-platform tool that offers app monitoring,

web browsing monitoring, time limits and custom filters. The
basic package is free but has some good features on offer, whilst the premium
package costs $39.99 per year.

®Mobicip [

PARENTAL CONTROLS FOR PHONES, TABLETS AND
COMPUTERS

Ten Monitoring Tools to Install and Use

NORTON FAMILY Norton Family is a previously mentioned tool that
offers both free and paid for services to help protect
children and young people online. It's cross-platform, provides protection for

social media accounts, time supervision, activity monitoring and much more.
Check the site for the latest features and pricing.

Try Norton Family Premier FREE for 30 days

KASPERSKY Kaspersky Total Security 2017/8, very much like
Bitdefender, offers a parental control feature within its

security suite. With it the parent or guardian can set time restrictions, block

access to inappropriate content, monitor Internet activities and monitor

communications on mobile devices. Prices start at just £31.99 per year for a
single device.

My Kaspersky

KASPERJKY# aa

Products Renow  Downloads  Support  RcsourceCentre  Blog

PRODUCT AEVIEWS | COMPARE PRODUCTS

SAVE 20%

£31.99

Kaspersky

Total Security 2017

When your family’s online, you can
ensure they're not just connected.
they're protected.

3199

esses

99
199

£a799

8799

K9 WEB PROTECTION K9 Web Protection (nothing to do with
protecting dogs from accessing the Internet)
is a free, cloud-based Internet filter that blocks inappropriate content, sets time

restrictions, forces safe search on all search engines and works on both Windows
and Mac computers.

—
H DY

67 -~
\&‘/ M K9 Web Protection a

What do you want to protect?

My Children Protect Your Children!
rom aduk content & ishy interactons
An open Intemet s unsafe for children and parenting in this
digital age is difficult. We provide tools for parents to control
My Self unwanted content and provide a safe Intemet for your family.
from scams or temptations:
K9 Web Protection s 2 free Intemet flter and parental control
My Computer software for your home Windows or Mac computer. K9 puts YOU

AR in control of the Internet S0 you can protect your kids.

My Organization

LEARN MORE FREE DOWNLOAD
threats

Download for: Windows | MacO$ | iPhone, iPod, iPad | Android

News & Events K9 Web Protection Features

Awards for K3
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Using the Windows Hosts
File to Block Sites

The Hosts file is used by the operating system to map hostnames to IP addresses. It’s a historical
file that’s used by Windows to signpost internal and external websites, and other such networking

services. You can use it to your advantage though.

The Perfect Host

The Hosts file is simply a plain text file for mapping network locations and is checked by Windows to see if there’s an entry whenever the user requests access

to a website or network resource. Here’s how to block websites using it.

STEP1

First you need to open the Hosts file with administrative access.
To do this, click on the Windows Start button and type notepad.
When Notepad appears in the search list, right-click it and choose Run as

Administrator from the menu and click Yes for the UAC message authentication.

HE 0O @

Filters ~
Best match

"'] Notepad

Desktop app

. Run as administrator
Search suggestions

Open file location

£ notepad - 5
Pin to Start

(Sgp=28 )  Within Notepad click File > Open and navigate to c:\Windows\

System32\drivers\etc. Click the drop-down menu saying Text
Documents and change it to All Files. This will list the files within the etc folder.
Click on the Hosts file, then click the Open button.

) Open X
Ay

<« Windows > System32 > drivers > etc v O Searchetc P

Organize ~  New folder =~

A Name ate modified Type

# Quick access
] hosts
[ Desktoj * =
8 [] Imhosts.sam
& Downloads #

[] networks
% Documents #

_—

[ protocol
&= Pictures *

D Music
B Videos

[ services

‘@ OneDrive
[ This PC
= Backup (E)

¥ Network v [T

File name: | [aufies v

Text Documents (*.bt)

Encoding: | ANSI
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STEP3

You can see that the Hosts file is a historic text file dating back
from the early days of networking and communications. The
localhost entry at the bottom of the file, 127.0.0.1 is your computer. Thisis the
important entry, as we're going to fool the networking services into believing that
awebsite is stored locally.

) hosts - Notepad

File Edit Format View Help

# Copyright (c) 1993-2009 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

rhino.acme. com
x.acme. com

# source server

#
# 102.54.94.97
# # x client host

38.25.63.10

# localhost name resolution is handled within DNS itself.

# 127.0.0.1 localhost]
= 1

# 2 localhost

(Sgp=2V/8N  It's this fooling Windows that makes this such an effective solution

to blocking sites, as you're not fiddling with your router or other
networking devices. Let’s say, for example, you want to block BDM Publications.
Open a browser and go to the BDM Publications website,
https://bdmpublications.com.

B & W ot Bueate, Inspi X+ - g X

G @]

bdmpublications.com x| = L B -

Perfectly combining high quality with great value
EELATS T

Recommended Publication

= po.9 o

Categories




()= Eitherclose or minimise the browser window and get back to the

Hosts file in Notepad. Press Enter a couple of times to start a new
line underthe last hash and type in: 127.0.0.1 bdmpublications.com. Don’t
add the HTTPS or the www part, just as it appears in the address bar.

) hosts - Notepad

File Edit Format View Help

# Copyright (c) 1993-2009 Microsoft Corp.
#

# This is 2 sample HOSTS file used by Microsoft TCP/IP for Windows.
#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server
# 38.25.63.10 x.acme. com # x client host

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# 2 | localhost

127.0.0.1 pdmpublications. com

STEP6 In Notepad, click File > Save, to obviously save the newly edited

Hosts file. Now get back to your browser and either refresh the
page or close and reload the browser. When back up, in the address bar enter the
site: https://bdmpublications.com. You can now see that the page won'’t load.

® O O nteachtispage X | v D %
IS B [ st e %l = 2
O Hmmm...can't reach this page
o Try this
o

+ Make sure you've ot the right web address:
httpsy//bdmpublications.com

+ Search for “httpsy//bdmpublications.com” on Bing

* Refresh the page

Details

(Sg)=2lyA ) You can try searching for it via Google or Bing but it still won’t
load as you've successfully blocked access to the website’s
hostname from the Hosts file. You can also see that any sub-domains after the

main bdmpublications.com address are also blocked, which is certainly handy
for somesites.

® a ‘ B can't reach this page [ bdmpublicationscom X 4

~ > 0 bing.comy/searchzq=hitpsy//bir a PC=MENEPB sl =
b https://bdmpublications.com/ . Signin &
Al Images Videos Maps News My saves
9520 RESULTS Date ~ Language + Region ~

Innovate, Educate, Inspire... | Black Dog Media Ltd Related searches
bdmpublications.com

BDM Publications - Innovate, Educate, Inspire_. Recommended Publication. Beginners
Guide to Android Vol 24. Choosing your new Android phone or tablet is only the rst

black dog media
black dog media limited

bdm books
About Sign In bdm magazines
Never one to follow tradition, Black Dog  Sign in. Email Type your email address. bdm guidebook series

Media Ltd saw the bookazine as far Password Type your password bdm definitive guide series
bdm manual series
Colour to Create Vol. 9 black dog media magazine
Colourto Create Vol. 9. The peaceful and

calming way to gain focus through

Register
Sign up. Emal Type your email address.
Password Type your password

See results only from bdmpublications.com

BDM Publications - Home | Facebook
hitps /BOM.Publicati 571546941613 +

Using the Windows Hosts File to Block Sites

Sgp=2i  What we've done here s fool Windows’ networking services into

thinking that the website bdmpublications.com, is being hosted
on the computer itself and not out there on the Internet. If we wanted to remove
the block, we can simply delete the line or put a hash at the start of the line and
save thefile.

1) hosts - Notepad

File Edit Format View Help

# Copyright (c) 1993-2009 Microsoft Corp.
#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#

# This file contains the mappings of IP addresses to host names. Each

# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

# For example:

#

# 102.54.94.97 rhino.acme. com # source server
# 38.25.63.10 x.acme. com # x client host

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# 3+ | localhost

#1127.0.0.1 bdmpublications.com

Over time you can add more sites to the Hosts file list, pointing

each one back to the 127.0.0.1 address of the local computer to
block it from ever being reached; even if you use a different browser or other
Internet accessible program.

File Edit Format View Help
|# Copyrignt (c) 1993-2009 Microsoft Corp.
#

}# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

!# This file contains the mappings of IP addresses to host names. Each
|# entry should be kept on an individual line. The IP address should

|# be placed in the first column followed by the corresponding host name.
|# The IP address and the host name should be separated by at least one
|# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102.54.94.97 rhino.acme.com # source server

# 38.25.63.10 X.acme.com # x client host

|

| # localhost name resolution is handled within DNS itself.

# 127.8.0.1 localhost

i# 33l localhost

. sssscscsnsssnsans seseessscncanssonssnseanssancs

STEP 10 If you want a complete list that’s already been created, then
WinHelp2002 provides a downloadable compressed Hosts file

that you can replace your own with. You can find it at http://winhelp2002.

muvps.org/hosts2.htm; just read the instructions to replace the new Hosts file.

i
2| There's no place like 127.0.01

., Select a Tip (27 [How To: slock Unwented Conmections with @ HC

Download and Install Instructions for the N
If you are having trouble downloading or extracting the HOSTS file

Right-click on the download link and select: Save Target &s (IF only) hasts.7ip
Download: [ lioht-clck - Select: Save Target As]

unzipin a “tem O

Nota: the below _ Cpsn niew window

In the fallowing example I willuse the Dasktop as 3 download locabion. From the *Save As" dialog box, cick the Desktop 1con on the loft side.

Click Save, this will s3ve "hosts.zip" to your Dasktop.
From your Desktop nght click (hosts.zip) and select:
Fxteact All from the meni

Click Next, click Next, select the option:
‘Show Extrar s, cick Finish

Note: 3rd party unzipping utiities menu items may differ ...
This will apen the newly created hosts folder on your Desktop.

Double: click on the ncluded mvps.bat fle, this wil rename the existing HOSTS hie to HHOSTS.MVP, then it wil copy the included updated H0STS hie to the col
on your machine, Win? users right-click and sslect: Run s Administralo

For Windows 10/8 users

You can follow the above mstructions. but the Save As box iz different. After extractna the HOSTS hie. naht-click on the “mvos.bat” and select:
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Further
J  Protection for
Young Adults

Younger children are certainly vulnerable when on the Internet but
from 13-years a teenager is allowed to have a Facebook, Twitter and
other social media accounts. This opens up a whole new level of online
protection issues and significant dangers within.

We look at how you can help protect their social media status and how to
create their own Windows accounts.
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Staying Safe with
Facebook for Teens

If your child is thirteen they’re now, according to the rules of the company, allowed to have a
Facebook account. Facebook’s popularity has waned in recent years with teens but it’s still heavily
used. Therefore, we need to make sure that our teens are safe when on it.

Smells Like Teen Facebook

Providing you adhere to the recommended security settings for Facebook, and don’t add just anyone who sends you a friend request, you should be

relatively safe. However, these ten tips will help.

n Get to the Facebook security settings by clicking on the Down Arrow next
to the question mark in the top right of the Facebook interface. From
there click the Settings option on the menu and then Security and login on the
left-hand panel. Ifyou haven't already, make sure you're using a strong password,
as suggested earlier in this book.

5 Duvid  Home  Find Friunds

Creae Page

Securlty and login
et Group

\ afewthings. Legac Your Geoups
General
Croate Adats
Aaverezing on Focatook
Hecommended

acamyLog

41 Choose friends to contactif you are locked out

FeedPreferences

Where you'veogged in

[E] Wimdows PG - Lowestor, United Kingdom

[ Aol Lowsion. Unitad Kingaom

[ 2o okemor, eiied iobidom
« Senless Log outof all anasions

Login

o Crangepasswora =

n Whilst in the Security and login page, click the ‘Get alerts about
unrecognised logins’ section’s Edit box, this enables you to view if your
account is logged in from an unrecognised device. This particular function is
handy to keep track of when and where your Facebook account is being used.

Setting up extra security

A Getalerts about unrecognised logins

We'll let you know if anyone logs in from a de or browser you dont usually use

@ Use two-factor authentication
- Log in using a code from your phone as well as a password

n Choose 3 to 5 friends to

Your trusted contacts can send a

ntact if you are locked out
code and URL from Facebook to help you log backin

www.pclpublications.com

n In the same section, you're also able to set up two-factor authentication,

utilising your phone, where Facebook will send a code to login with along
with using your password. This elevated level of security ensures a higher degree

of safety, as your account will be extremely difficult to hack.

@ Use two-factor authentication

Log in using 2 code from your phone as well as a password

Close

Two-factor authentication is off. Setup
i exira layer of secunty to pri the: gint
unt Leam more
[] Textmessage (SMS)- Add phone number
Use hone as an extra layer of security 1o keep other people
from logging in 1o you
af Securty keys - Addkey
Use a Universal 2nd Facior (U2F) security key to lag in vi
</> Code generator - Disable
) can use Cod a Facebook mobile app to reset
n codes. Setup a third-party app t

{= Recovery codes - Get codes
Use these codes when you don't have your pr

'i Click on the next section heading on the left-hand pane, Privacy. Take a

moment to run through each of the options in this page, to ensure that
youraccount is as private as possible, whilst still being available for true friends
and family to add you to their friends lists.

% General Privacy Settings and Tools
@ security and login

Who can see my stuff? U an see sture posts Friends
() privacy
{7 Timeline and tagging see your frien ? Friends
© Biocking
[ Language

@ Notifications iends of friends o Publi
@ wovite

Who can contact me?
B Public posts

Who can look me up? an u up using ihe email address yo Friends
B Aops
83 Adverts
E Payments
€ Support Inbox
[ videos t search engines outside of Faceb




<Staying Safe with Facebook for Teens

n We're sure you don’t need telling this, but never type your password into n Try to avoid being drawn into mass phishing posts, where the response
your Timeline. It may sound like a very basic tip but there have been asking is along the lines of ‘List five things about yourself, then pass it on,
instances of users being fooled, or simply not thinking of what they’re doing or or even posts that ask for likes. These are generated to catch active user

where they're typing, into entering their password into the Facebook Timeline. accounts, which can then be used for phishing attempts.

# CreateaPost [ Photo/Video Album

m Hey everyone, my password is....

0900006000000 0

facebook. b

4 PhotolVideo Feeling/Activity
Q Checkin Tag friends
@ sticker

n Never accept a friend request from a random stranger. Sometimes they li Don’t be fooled into thinking that posts asking for people to help locate
accompany their request with a message, something along the lines of a missing child, pet or object are real. Not only are most of these

‘hey, remember me? We met in town. ., or something similar. The hope is that phishing attempts but often they can be attempts of someone trying to find a
you'll accept the request blindly and once in your friend list, they can get all person; there could be a reason that the person in question has left, an abusive
manner of details from you. relationship perhaps.

n Although it’s nice to put forward information about yourself in your n Always think before you enter a post or reply to one. Just as you would
Facebook account, be a little cautious and consider not entering too in life, sometimes it's best not to say anything at all rather than offend or
many details. It's very easy for someone to then retrieve information regarding anger someone who's is blatantly baiting others. Think also about what images
your date of birth, where you live, where you went to school, where you work and you post. Could your address or other details be discovered from the image?
soon.

About e

| work and education = @ logprote | © Adgocaton /Lo
+ | Add aworkplace :

e Uk
E] BDM Publications © iann

Group Editor \' B

PROFESSIONAL SKILLS

+ | Add a professional skill

{ + | Add a university

APOLLO SPACECRAFT H
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Staying Safe with
Twitter for Teens

Twitter has been seen as both a force for good, allowing users from other parts of the world
to communicate with what’s going on in their country and as a platform for the nastier side of
humanity. For teens, there’s a lot to consider with staying safe on Twitter.

Twitter Twits

The age for setting up a Twitter account is thirteen but even adults can find themselves in a pickle from an errant Tweet or a Twitter-based phishing scam.

Here are ten tips to help keep you safe on Twitter.

In Twitter, click on your profile picture and choose Settings and Privacy

from the menu. To the left-side of the Twitter interface, click on the
Privacy and safety link. Consider enabling Tweet Privacy and disabling
Discoverability for improved safety.

Privacy and safety

Privacy

Tweet privacy ] Protect my Tweets

If selected, only those you approve will receive your Tweets. Your future

Tweets will not be available publicly. Tweets posted previously may still be

publicly visible in some places. Learn more.
Tweet location [] Add a location to my Tweets
When you tweet with a location, Twitter stores that location. You can switch
location on/off before each Tweet Leamn more

( Delete location information>

This will delete location labels you have added to your Tweets. This may
take up to 30 minutes

u Further down the Privacy and safety section, make sure that the Direct
Messages option, Receive Direct Messages From Anyone is unticked. This
way you won't get messages from anyone on Twitter, just those who you follow.

Direct Messages [ Receive Direct Messages from anyone

If selected, you will be able to receive messages from any Twitter user even
if you do not follow them.

Send/Receive read receipts

When someone sends you a message, people in the conversation will
know when you have seen it. If you turn off this setting, you will not be able
1o see read receipts from other people. Leam more

www.pclpublications.com

Just under the Direct Messages options, look to the Safety section. Here

you can opt whether to hide Tweets that may contain sensitive content,
remove blocked or muted accounts or display media that may also contain
sensitive content.

Safety

Search Hide sensitive content

This prevents Tweets with potentially sensitive content from displayi
your search results. Learn more

Remove blocked and muted accounts

Use this to eliminate search results from accounts you've blocked o

muted. Learn more

Tweet media Display media that may contain sensitive content

[ Mark media you Tweet as containing material that may t
sensitive

u To the left-hand options pane, click on the Muted Words section. With this
option you're able to hide certain words, phrases, usernames or hash
tags. This is a great option to mass block any content you never want to see, or
that contains inappropriate content.

Add muted word

Leam
more

Mute from

[ Home timeline
M Notifications
O From anyone
@ From people you don't follow

For how long?

@® Forever
O 24 hours
O 7 days

O 30 days




ﬁ If you see a Tweet from a user you don't like the look of, or is offensive in

some way or form, you have several options available to you. Click the
down-arrow next to the user's name and you can Mute, Block, Report or simply
opt for | Don’t Like This Tweet.

Awesome and Cool @AWESOMECOOLUK  1h v
‘ Today, we begin the countdown!!

Copy link to Tweet

Embed Tweet

Mute @AWESOMECOOLUK

Block @

Sfmghni[ OMECOOLUK
} v i‘ | Report Tweet

1 don't like this Tweet

Add to new Moment

E As a Twitter user who hasn’tenabled privacy, you're open to anyone
finding and following you. You get an update as soon as someone does
follow you and you then have the option to Mute, Block, Report or remove the
user. Don’t be afraid to remove a user if you don’t know or trust them.

Taban "~ Nick Viney Robin Long

@Tabar @nick_viney Follows you @iongr79  Follows you

Author. T VP consumer, #mobile & small business Father o tribe of 4, Husband to a long
Musician at @McAfee. Passion for #securlty and suffering wife and Englishman living in

Journalis
Markeling

#lech. Big rugby supporter and family Scotiand

nian,

"}r,-‘ Embed this Profie
o] Cram )3
Harry Monmouth Sprocket Man Mike Mee
@HarryMonmouth  Foflows you @sprockstt777 Fellows you @Mug_UK  Follows you
You have discovered the tweet feed of Just a small cog in the machine. Very Short chunky. bearded. Likes:
HarryMonmouth +10XP proud father and husband, Newcastle technology (retro & modem), real ale,

Eagles. food, drink, what more can there hunting smelling pistakes, VBA coding
be? and photography.

@ Cramn ) 4 6 Cratn ) 4
Srinjoy Chatterjee Rob Leane Nathan Lord

@BIOoMind  Follows you

@robieane  Follows you

@nathaniord8  Follows you

u Just as with Facebook posts, don’t be fooled into commenting on posts
that are phishing attempts. These are created to farm for active accounts
and gather information about users’ tweets, and any personal details.

) . 3

Password:

< Staying Safe with Twitter for Teens

ﬁ Try not to reply to any Direct Messages sent to you on Twitter. Whilst
some messages and accounts are real, perhaps a job offer for example,
many are simply Twitter bots phishing for active accounts and details.

DIRECT
MESSAGES

E Never click on any links that appear in a Tweet or as part of a Direct
Message. Unless you specifically know the user and can trust their
Tweets or messages; the link may lead you to a site that’s riddled with malware
orfurther scams.

v B

Share a link with your followers

Hello world https://example.com/foo #demo via @twitterdev

- B

u Always think before you reply to any Tweets, post your own or upload
any images. It’s very easy to offend and become involved in a heated
war over something you don’t want to be a part of. Don’t become the victim

of anyone baiting you into an argument. If you are, then sign off and leave
the group.

-

:
%
%

=
-
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Staying Safe with
Instagram for Teens

Much of today’s Internet youth has moved from Facebook and now inhabits Instagram. This social
media platform is used by celebrities, politicians and a user base of over 700 million. Needless to say,
it’s population is varied and contains those who you wouldn’t want contacting you.

Insta-scam

In compliance with the Children’s Online Privacy Protection Act, Instagram requires that its users’ minimum age to sign up is 13 but even as a young teen,
there’s still plenty to do to help improve your safety.

B e = .l 86% @ 11:02
|@l Instagram is a simple photo and sharing app but there’s plenty of ' l Staying in the Account section, % ‘EditProfile v

material and content out there that shouldn’t be viewed by minors. That tap on Edit Profile. Thisis where
being the case, tap the person (profile) icon in the bottom right, then the three you can create a profile picture and N o
vertical dots in the top right. This opens the Instagram Options window. From include other information about yourself.
there, scroll down and enable Private Account. It's up to you how much info you want to Changs Photo

= = il s6x@ 10:58 add butit's often best to take a secure- sovid Hovward
y avid Haywar
) minded approach and not give away 4
& Options )
too much. davidhayward119

Two-Factor Authentication
Posts You've Liked

Blocked Users -
it Try Instagram Business Tools

Switch to Business Profile

PRIVATE INFORMATION

Private Account
davidhayward119@googlemail.com

te, only people you approve

Add Phone Number

d videos. Your existing followers

SETTINGS |@l The magnifying glass icon is H_

the Instagram search

Linked Accounts function. It often displays images
Coritacts and videos based on your likes and
who you follow, such as amazing
Language landscapes but it's also known to
$000000800006800060000000000000000c00s000es00acscaRcEoNcsnOsRROEs insert content that isn't always
@ Private Accounts are visible, but not the content you've posted. Anyone appfoprlate foryoungerwewers.
who wants to follow you will need to send a request, so you can easily Don’topen the image, even to

decline any users. Whilst still in the Account section, scroll up and consider report t, its best tojust ignore it
enabling Two-Factor Authentication, for additional security.
® 7 .l 86% M 10:58

& Two-Factor Authentication

Require Security Code

Turning thi
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r@ Uploading an image provides multiple options, from choosing afilter,
image style and so on, to tagging other people, sharing with other social
media platforms and adding a location. It may seem harmless enough but
consider not sharing your location, as it's instantly available on Instagram. It
doesn’t take a genius to locate where you are.

T .l 86%H 11:11

& Followers ~ Share

©Q Add Location

Y TagPeople
SHARE
B3 Facebook W Twitter
t Tumbrr
Advanced Settings

O Be wary of what you see on Instagram. This applies to other social
media platforms too but Instagram users appear to revel in posting fake
or photoshopped images of themselves or others, or even events. It's a huge
source of image-aware and body-conscious behaviour, that’s influential to
younger minds. In short, don’t always believe what you see on Instagram.

= .l 88%H 11:36
& Explore

%I gainstutorial

Follow

O If you've approved a user, whilst in privacy mode, and they start to send
you inappropriate images, video or comments, then make sure that you
show a parent or guardian. Don't respond to the sender and don’t unfollow or block
them until you've shown someone or taken a screenshot of the content.

L

(Staying Safe with Instagram for Teens

'@l The Instagram Help Centre is where you can report a user for
inappropriate content, abuse, spam, hacked accounts or exposure of

private information. It’s available from any browser, as well as from the app itself.
Be familiar with it, as you may need it someday.

Instagram Help Centre

Using Instagram > Report.Something
Hacked Accounts

Managing Your Account >

Impersonation Accounts
Instagram for Business >
Underage Children
Troubleshooting and Login Help >
Hate Accounts
Privacy and Safety Center >

Intellectual Property
Exposed Private Information

SeltInjury

Abuse & Spam

) [ () W) ) W ) 6 W

Exploitation

E] other Types of Reports

O Ifyou find yourself involved with someone or a group of people who are
obviously trying to create some form of hate messaging, bullying or
similar, make sure you take any screenshots as proof (in case someone reports the
incident) and walk away from the conversation. Block accounts if necessary, to
stop further instances happening.

@ Parents: before you allow your young teen access to Instagram, it's best
you have a read through the company’s Tips for Parents section. This
can be found at https://help.instagram.com/154475974694511/?helpref=hc_
fnav and includes everything you need to know about what it is and how

it works.

Instagram Help Centre

s Tips for Parents

Using Instagram

Managing Your Account > Basic Info

V Whatis Instagram?
Instagram for Business >

v Who can see my teen’s photos?
Troubleshooting and Login Help >  Does Instagram allow post-mastectomy photos?

v Does Instagram allow photos of mothers breastfeeding?
Privacy and Safety Center >

Learn how to control your visibility on Instagram.

Safety

 Download Privacy and Safety Tips for Instagram
 Download the Parents’ Guide to Instagram

~ Download the Safety in the Online Community guide

~ How can | get an image of my child removed?
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Staying Safe with
WhatsApp for Teens

WhatsApp is a free messenger app that can make Internet voice and video calls, send messages,
images and other content. It’s a little safer than some social media platforms, as you need a user’s
phone number before being able to add them; but there’s always room for further security.

What App?

There’s plenty you can do to improve your privacy and security and remain safe when using WhatsApp. Here are ten tips for teens and parents when using

this popularapp.

According to WhatsApp’s terms, the minimum age needed is thirteen
years old before a young person is allowed to use the service. Thankfully

young teens are only able to contact those who they have added to their
WhatsApp account but it’s best to occasionally check their contact list in case of
someone unknown being added.

WhatsApp

Whitmans Chat 11:45 AM
Ned: Yeah, | think | know wha... ©

Stewart Family 11:39 AM
Steve: Great, thanks! o

£ A . Alice Whitman

Tap the three vertical dots in the top right of the WhatsApp interface,
followed by tapping the Settings option. Now tap the Account option,

then Privacy. In here you're able to limit the amount of personal information a
contact can view, as well as block any contacts.

YESTERDAY

< Privacy

Who can see my personal info
Last seen

Everyone

Profile photo

Everyone

About

Everyone

Status
My contacts

86 www.pclpublications.com

WhatsApp has a high-degree e
of encryption and security S

already built-in; however, by tapping

the Security option within the Account

option, you're able to display any

security notifications that may crop
up from time to time.

Security

Your messages and calls are secured
with end-to-end encryption, which means
WhatsApp and third parties can't read or
listen to them.

Learn more about WhatsApp security.

Show security notifications

Turn on this setting to receive notifications
when a contact's security code has
changed. Your messages and calls are
encrypted regardless of this setting.

seccsssssscsasecescssssasesoncs W

Again, from the Account <
option, tap on the Two-Step

Verification settingtosetupa PIN in

addition to your usual login

information. This will enhance the

security of your WhatsApp account,
should you ever lose your device.

Two-step verification

For added security, enable two-step
verification, which will require a PIN
when registering your phone number with
WhatsApp again.

ENABLE




Ifyou’re using the web version of WhatsApp, click on the three vertical
dots, followed by Settings. Although not as comprehensive as the app’s
settings, you can set up your notifications and block any users if necessary.

David Hayward
Hey ther! | am using WhatsAop

A Notications
] Chat Wallpaper

@ Blocked

Keep your phone connected

Back to the Privacy settings in the app’s Account option, don’t forget to
limit the Last Seen setting. The three options available are: Everyone, My

Contacts and Nobody. This will prevent contacts from seeing where you were
when you posted any content.

Last seen
® Everyone
O My contacts

O  Nobody

CANCEL

WhatsApp also utilises the device’s built-in Location feature. This

enables geo-tagging of content as it's uploaded. If you want to upload
something but want to make sure that nobody knows where you are, quickly tap
the Location function on your device to disable it before uploading.

Mon, 17 July ﬁ =_:

Screen
rotation

"' A[l?o

® S Finder

Wi-Fi Location Sound Bluetooth

% Quick connect

USB for file transfer
Touch for more options.

Screenshot captured 12:33
Touch to view your screenshot.

<Staying Safe with WhatsApp for Teens E

If someone becomes aggressive or starts to bully you in WhatsApp, take
a screenshot and record the evidence, then approach a parent and

guardian and show them what’s going on. Don’t respond to the person and don’t
block them immediately. Always talk to a parent or guardian before
doing anything.

Any contacts that send you a message can be blocked, muted and the
chat content cleared or emailed if needed. Just open the message, tap
the three vertical dots and select the appropriate option from the menu.

=

(L Daniel's md

View contact
online

Media

@& Messages to this ct

with end-to-end enc Search

1unge Mute

Wallpaper
More b

Onceyou have a message

open, long tap the contact
and you can see the contact’s
information. From there you're able
to block them, report them as a
spam user, mute them or even
verify that the messages sent are
fully encrypted.

Daniel's mobile

online

Mute B

Custom notifications

Encryption
Messages to this chat and calls are secured (B
with end-to-end encryption. Tap to verify.

About and phone number

Its a me, Marioo
23 June
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Staying Safe with
Snapchat for Teens

Popular amongst young teens, Snapchat has continually raised its appeal by offering alluring
features at the cost of security and privacy. The most recent update (at the time of writing) is Snap
Maps, a feature that tells everyone where you currently are.

Safety Snaps

Snapchat has some useful features but also some slightly scary security issues. It’s best then to make sure that you’re as safe as possible when using it.

Parents: Take the time to look through your child’s Snapchat contacts.
Together you can limit who can see what and who can contact your
child through Snapchat’s various functions.
=S —
docld

Photos

Tap a photo with a Snapcode to add
that Snapchatter!

Tapping the magnifying glass icon will open the global Snapchat Top
Stories. From there a user can search for something specific or view
any Snapchats via the various headings. Be careful here, there’s a lot of
inappropriate content out there, along with dubious individuals who would like
your information.
2

Q

TOP STORIES

W sport

Wimbledon Day 13  Post Malone

CONCERT

TRAVEL
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You can create your own Snapchat Stories, by tapping the three dotsina

triangle in the bottom right of the Snapchat interface. Make sure that you
also tap the cogicon in the top right within Stories, in here you'll be able to limit
who sees your stories. Try and avoid choosing Everyone, if possible.

4
{ My Story
Who can view your Story?

Everyone

My Friends v

Custom
ssessssensesessssasssanssecesss Fopmuy

Snap Maps is the newest <

feature to Snapchat, one that
enables other Snapchat users to see
where you are in the world. To open it,
pinch your fingers like you're zooming
out from the camera screen. When
asked, you're able to set who can see
your location. Always ensure you
know your friends, or enable Ghost
mode for better privacy.

Find Your Friends

You can also choose to share your
location.

Who can see my location?



Tap on the Snapchaticon,

followed by the cog in the top
right to access your account settings.
Scroll down a little way to Login
Verification and tap it. This is a two-step
authentication process that requires
both a code sent to your device, as well
asyour login details to open Snapchat.
Useful if you ever lose your device.

{ Login Verification

Login verification helps keep your

account more secure.

With login verification enabled, you
will need both your password and a
verification code sent to your phone to
log in on new devices.

o o

~
2>
Whilst still in the account settings, scroll down to Manage Preferences
under the Additional Services heading. In here you can limit the mobile

data use and enable filters for nearby places, change the app permissions and
advert preferences.

Do |
{ Additional Services

Filters

Enable Filters for places nearby, colours, the weather and
more!

Travel Mode

Reduces Snapchat's mobile data usage.
Justtap to load content like Snaps and Stories when you're
onthe go.

Friend Emojis

Permissions

Advert Preferences

3 b 7 .l 9%l
Under the Additional :
X X ( Settings

Services heading, the Who
Can... heading enables you to WiaCkN,
specify who can contact you or see
your Stories. It’s best to limit your Contact Me
account so only friends are able to My Erends
seeyou or any posts you make, as View My Story
opposed to the Everyone option. My Friends

See Me in Quick Add

ADVANCED

Notification Settings

Join Snapchat Beta

MORE INFORMATION

Support

<Staying Safe with Snapchat for Teens -

Be wary of the Add Friends function in Snapchat. From it you can add

friends in your contacts list, any that have sent you their Snapcode,
shared friends lists, or you can opt to locate other Snapchat users based on
whether they're nearby. Obviously this is a privacy and security concern, so be
aware of it.

Add Friends

Username
Add friends by their username

Add or invite friends from your contacts

Snapcode
Scan a friend's Snapcode

Q
E] My Contacts
0

~— Nearby
= Add friends when you're near them

_<: Share Username

Send your friends your username

You can easily remove friends, block and report other Snapchat users by

long pressing the contact or Snapchat feed and selecting the option from
the menu. Make sure you've taken any screenshots of inappropriate content
before blocking, to use as proof if reporting the contact.

Team Snapchat

teamsnapchat

Edit Name

Remove Friend

Block

Report

i

CANCEL

Just as with all social media platforms, if you’re uncomfortable with

the content or messages that someone is sending you, tell a parent,
guardian, teacher or other responsible adult. Don’t respond, don’t send
anything to them and always think before posting any images of yourself and
your location.

www.pclpublications.com 89




5 Further Protection for Young Adults>

90

Creating a Child Account

in Windows 10

If you’re sharing a Windows 10 computer with your children, or they have one for themselves, then
setting them up with their own account will work better for you both in the long run. AWindows 10
child’s account gives them freedom, and you can set up certain restrictions.

Windows 10 for Children

With a Windows 10 child account you’re able to set up age restrictions, time limits and ensure they’re not visiting sites or using apps they shouldn’t.

()=l Startoff by clicking the Windows Start button and typing

‘account’ The first result that should appear is Manage your
account, if anything else appears, maybe you have some work labelled ‘account;,
then scroll down until you find the Manage your account option.

Filters ~

B O @

Best match

— Manage your account
" System seftings

Search suggestions
/O acc - See web results

Apps

Store

(9=l You now find yourself at the Windows 10 Settings page, in the
Accounts section portal. Notice there are links down the left-hand
side, look for the Family & Other People link and click it to continue with the process.

-Scmngx - - o x
& Home Your info

[y 5]

A Yourinfo

) Email & app accounts

DAVID HAYWARD

€ Sign-in options

3 Access work ar schaol
A, Family & other people Billing info, family settings, subscriptions, security settings, and
m

Micosoft account

2 Sync your settings M

You need to verify your identity on this PC.

Venty
Sign in with a local account instead

Create your picture

@ Camera

D Browse for one

www.pclpublications.com

(§ypElelel) You need tosign in with a Microsoft account for this to work. If
you've not already set up a main Microsoft login account for
Windows, you'll need to click the Sign in with a Microsoft account option. Once

done, you're presented with the current family members who already have
MS accounts.

Setiogs - o
© Home Family & other people
ind a setting | Your family
You can allow tamily members to sign in to this PC. Adults can
Accounts manage family settings online and see recent activity to help kids
stay safe.
A Yourinfo
Add a family member
= Email & app accounts =+
Q Sign-in options e emmahayward Can'tsignin
Adut

1 Access work or school
Manage family settings onfine
R, tamily & other people
. Other people
3 Sync your settings
Allow peaple who are not part of your family to sign in with their
own accounts. This won't add them to your family.

Add som se Lo this PC

Ly

S9p=288  Next click on the Add a Family Member link, next to the plus sign

underthe Your Family section. This will launch a new pop-up
window to create a new Microsoft account. You need to make sure that your child
has an email address and that you or they currently have access to it to
authenticate the process.

r Microsof account x
Ind a setting o %

counts A
Add a child or an adult?
Your info
Enter the email address of the person you want to add. If they use Windows, Office,

Email & app acco]  ©utiook.com, OneDrive, Skype, or Xbox, enter the email address they use to sign in.

Sign-in options O Add a chitd

QO Add an adult
Access work or s¢

Family & other pd | Enter their email address

Sync your setting

-




()=20 Click the Add a Child option in the new account window and
enter theiremail in the text box section below. When you’re ready,

click on the Next button.

Microsoft account X

Add a child or an adult?

Enter the email address of the person you want to add. If they use Windows, Office,
Outlook.com, OneDrive, Skype, or Xbox, enter the email address they use to sign in.
® Add a child

Kids are safer online when they have their own account

o Add an adult

| ‘anon.chitd 2000@mail.com| X

The person | want to add doesn't have an email address

(ypEels) You now get the message that it's not a Microsoft account, click

the link to Create a Microsoft Account. This will bring you to a new
window with the email address you've entered already filled in. Complete the
relevant details and click the Next button to continue.

Microsoft account X

Let's create an account

Windows, Office, Outlook.com, OneDrive, Skype, Xbox. They're all better and more
personal when they sign in with their Microsoft account. Learn more

After you sign up, we'll send you a message with a link
to verify this user name.

I anon.child.2000@mail.com I

Get a new email address

I United Kingdom v I
Ijanuary V| |6 V| |ZOUO v|

(ypElyA ) The next section details what level of search and advertising

Microsoft will allow to the account. Obviously you can untick both
boxes or leave them as they are, it all depends on what you want. However, for
the sake of enhanced privacy, we recommend unticking both. Click Next when
you're ready.

Microsoft account X

See what's most relevant to them

Make sure they see the search results, advertising, and things they'll like most when
Microsoft personalizes their experiences by using their preferences and learning from
their data. Change these settings online and in some Microsoft products and services.

Enhance their online experiences by letting Microsoft Advertising use their account
information. (They can change this setting at any time.)

Send them promotional offers from Microsoft. (Thev can unsubscribe at any time.)

Creating a Child Account in Windows 10

()=l The child's accountis now ready to be activated. The message

box informs you that you need to respond to the email Microsoft
has sent before they're able to login in to the Windows 10 computer. Click the
Close button when you're ready.

Microsoft account X

Good to go!

You invited anon.child.2000@mail.com to be added to your family as a child. Until they
accept the invite from their email, they'll be able to log into this device without family
settings applied to their account.

Let them know they'll need to be connected to the internet the first time they log into
the device.

STEP9 Microsoft will send some emails to the child’s account. One will be

a Veerification email, and you, or your child, will need to click the
link to activate the account; they need to login to Microsoft online to complete the
process. The other email will be an invitation to join the family account, which you
also need to Accept.

oeite | Sper || Rt~ | rormerd | ove =

o Verity your email address
o = 8 rrom: (Microsoft account teom &
-— Microsoft account
5 Verify your email address
=
Orshs To finish setting up this Microsoft account, we just need to make sure this email address is yours.

New folde:
© Add ermoil aczuunt

Verity anon.child 2000@mail com

Or you may be asked to enter this security code: 8559
It you didn't make this request. chick here to cancel.

Thanks,
Ihe Microsoft account team

STEP 10 Using the child account to join the family will send emails to
you confirming the accepted invitation. Back at the Windows 10
Family & Other People window, you can now click the child’s account and allow it

to login, or manage it via the Microsoft Family portal online, which we'll ook atin
the next tutorial.

= E—— |

B & 28 vourfamily X 4+ v
Family & other people & > O | @ Micosh coporstion Us]  sccountmicrosoftc
Your family Bf Microsoft ~~ store - Products Support

You can allow family members to sign in to this PC. Adults can
manage family settings online and see recent activity to help kids

Account Your info Privacy Security

stay safe.
Your family
Add a family member
i

° emmahayward Can't sign in

Adduit @ anon.child.2000@mail.com

Y/ chid
Can signin

° anon.child 2000@mail.com
Child Manage permissions

Change account Block.
e o O David Hayward

Adult -
Manage family settings online

Adult »

Other people @ Fmma Hayward

Allow people who are not part of your family 1o sign in with their
own accounts. This won't add them to your family.

| Add someone else Lo this PC Help with Microsoft family features

Set up assigned access 1lelp with screen time limits

Help with activity reporting

Have a anection? PR
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Windows 10
Family Features

Microsoft’s Family portal is a continually updating service that allows you to monitor, control and
share features across Windows machines and Xbox consoles. It’s designed to help share calendars,
set screen times for games and set up safe browsing.

Happy Families
The Microsoft Family portal is where you’re able to set the various features. First, you need to browse to https://account.microsoft.com to login with your MS account.

(ypE=BE When you've logged in to the Microsoft account online, click on STEP3 Being a parent or guardian, you can set Activity Reporting for any

the Family link found along the top set of menu options. This will of your Microsoft child accounts. Click on the Activity reporting

display the current members of your Microsoft account, adults and any children slider to the On position; this will instantly block InPrivate browsing within
you've added, as per the previous tutorial. Microsoft Edge and start to collect data on their online activity.
B8 Microsoft  store Products Support

Account our info rivacy ewards g e iptio Devices
anon.child.2000@mail.com
Your family

(@) anon.child 2000@mailcom

by ’ ] Recent activity
eck recent activty  Web browsing Screen time  More options Web biowsini Activity reporting
e o st st oo’ o OREK ks Apps, games & media @ o
Screen time
O E:f‘d,"ayward Purchases & spending Email weekly reports to me
Manage permissions  Leave family Find your child
Collected from
SR Windows 10 PCs & Mobile fa) XboxOne
e Emma Hayward Xbox privacy settings

Remove from family

e Add a family member

(9)=22 ) Under the child account you can see four options: Check recent Sg)==F/B8  Underthe Activity reporting, you can see sections for Web

activity, Web browsing, Screen time and More options. All the browsing, Apps & games and Screen time. To the right of each title

View activities from: 18 July - today

options can be accessed by clicking on any of the links, so to begin with, click the are links to set up web access blocking, game and app blocking and so on. Click
Check recent activity option. on the Turn on blocking link next to Web browsing to begin with.
B® Microsoft  store - Products Support

Web browsing

Account

When your child browses websites, they'll appear here.

@ anon.child.2000@mail.com

Recent actity Apps & games
Web browsing i e ik
@ on
Apps; games & media When your child uses apps or games, they'll appear here.
Screen time
Purchases & spending
Find your child
e @ ooxone Screen time

Xbox privacy settings

Awindow into their digital life ‘When your child uses their device, it will show here.

Gt recent actiity reports on ies visited, apps used, Games played an scr
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Providing the child uses Microsoft Edge, you can set Windows 10
to automatically block any inappropriate websites by clicking the
slider in the Turn on blocking link to the On position. By default, Microsoft will

block all inappropriate sites but you can also specify an allow and block list of
sites yourself.

Block inappropriate websites Adult content i blocked

@ o

results.

Appiles to: Webs Explorer. I
el

E2 Windows 10 PCs & Mobile
commanly used browsers to help keep your child safer. f you want to

@ XooxOne unblock other browsers, 90 1o Blocked apps & games under App,
games & media.
3 Only see websites on the allowed lst
y sate ¥ g Windows 10
November Update or a newer version for ths 16 work.
Always allow these Always block these

Enter the URL of a website you want to aliow: Enter the URL of a website you want t0 block.

No websites are currently on the blocked list

No websites are curently on the allowed list

(y)=2s Click onthe back button inyour browser to return to the previous
page. Now click the Apps & games section and the Changing

settings link. In here you can set age-specific restrictions on apps and games, as
well as block certain programs from running, such as another browser, forcing
them to use MS Edge instead.

cn stores in

[Grmoss 8|

Manage what your chld can buy in Purchase & Spending

Apps
For ages 12 and over

i
@ s SR

Music
For ages 12 and over

7o Games
For ages 12 and over
m Forslligis

v
For ages 12 and over

Blocked apps & games

Sogue High-speed Browser Remowe
Google Chrome Remove
Opera Remove
360 Browser Remove
Mozl Firefox Remose
360 Safe Browser Remove

STEP7 Screen time, found on the link to the left under the child’s
account name, will allow you to set time restrictions for the child.
These restrictions will work for Windows 10 computers and devices, as well as
Xbox consoles.

g anon.child 2000@mail.com

2 00xscrnentine

S s o whn oy 1 o s deices.
© o

Sy e e
Nondny Gl e i
Town e e T
[r— [ e L]
sy e o e e e
rany e G 5 et et
Sunweny - i

<Windows 10 Family Features

()2l Purchases & spendingis an interesting option and something which

we'll be looking atin the next couple of pages. In here, you can
specify a spending limit on the child’s account as well as view their purchase history.

@ anon.child.2000@mail.com

£000 =T

{sinther Mirosoft account

Screen time.

Purchases & spending

find your chid
Q Let them spend vithout surprises
Yoo privacy settings I Mo U 30 10 a0 e Gt OO
Purchase history
. . sccese . scesssane scsssces

STEP The Find your child setting works only with Windows 10 Mobile

devices. With it, you're able to locate your child or rather their
device, within just a few metres via a handy map. Useful for if they lose their device
or just checking in on where they are.

anon.child.2000@mail.com

Recent activity

Show the location of your child's device

Web browsing
Apps, games & media

Screen time
Purchases & spending
Find your child &

Xbox privacy settings

See where they are, wheraver you are

Whether you want to check in while they're wi
your child's device on a map can come in han

To use Find your child, they need a Windows 1
with this Microsoft account.

STEP 10 If you own an Xbox One or Xbox 360, you're also able to set up

any Xbox Privacy settings from within the Microsoft Family
portal. You can specify video chat, viewing of profiles, sharing and other forms of
communications from the console.

Privacy & online safety

Mpxsettings The gamerpics below show the people in your Xbox family. To change someone's privacy and online safety
(Change password ‘settings, select their gamerpic, then make changes, then press Save. Any adult in the family can manage the
Change gamertag settings for all the children in the tamily, but children can only see (and not set) their own settings. Parente it

Cotat plefessiies you update your child's settings, they will need to log out and log in for them to take effect.

Forums preferences
Xbox 360 profile
protection
Privacy & online safery
Microsoft tamily
Content access

Payment & billing

Subscriptions

Manage devices

_ Xbox One/Windows 10 Onl... [ Xbox 360 Online Safety

Dedh can:

See other people’s Xbox Live profiles (Xbox 360:
Protile Viewing)

Decide to aliow or block seeing other peopie’s game © O @]
history and achievements from an Xbox One.

A profile includes information about a member's game

history and achicvements. It can also contain a gamer’s

motto and personal infa, which you may find

inappropriate.

Everybody  Friends Block

Use video for communications (Xbox 360: Video
Communication)

Decide to allow or block communicating using video 8} @ @)
on Xbox Live. Video communication on Xbox One

includes using Skype. On Xoox 360, ths setting inciudes

Video Kinect and in-game video.

Everybody  Friends Block

Share stuff people make (Xbox 360: Member Content) Everybody  Friends Block

www.pclpublications.com




||
S

Further Protection for Young Adults>

94

Problems
with In-app Spending

The Internet is awash with horror stories from parents who have discovered that their child hasspentan
impressive sum on a game without their consent or knowledge; but, just how much of a problemiis this
in-app spendingissue?

n-app spending is a modern scourge for parents, guardians and eventhe  Of course, that doesn’t help the parent or guardian who is now looking at
children and young people themselves. From the point of view of the  their vastly diminished bank account. What there must be is some form of
parentor guardian, we have a child who enjoys playing agame, regardless ~ middle ground, where the developers still get paid and the company can
of whether it’'s a mobile game, console game or triple-A rated PC game  keep producing exciting and great games. Here the players get to reach
and we’re more than happy to allow them to play the game without any  the levels they want and continue playing the game and parents and
restrictions, after all it’s just a game, right? However, when those parents guardians can safely leave their children to play the game and
then receive the bill from their credit card company, or a call R — g purchase an upgrade or two, without breaking the bank.
from the bank, that their account is now several hundred or vyt T
even thousands of pounds lighter, that game has suddenly
become the bane of their existence.

| ——

From the point of view of the child, they have an
incredible and addictive game in front of them. They've
put in the hours of game time to achieve a certain level
but to get any further in the game, or to beat an end of
the level boss or something, they need an extra push.
That push can come in the form of more powerful
spells, weaponry, armour or whatever else the
game requires to boost the player’s stats.
To get hold of that equipment or bonus
content, they need to purchase it from
the in-game store. Some of the content
costs just a few pounds but it soon lures
them into the more expensive extras.
Before they realise it, those few pound
extras soon add up and the straw
that breaks the camel’s back is the
expensive object that pushes them
into the new levels, and causes the
parents much angst.

The developers and creators of the
game have their point of view too. These
developers have spent many hours of coding,
testing, re-coding and marketing to help launch
their game. It's a painful, exhausting and often
expensive process, so the company that launches
the game will need to see some good returns if it
still wants to continue in business and employing
developers, testers and everyone else involved. All
these people involved with the game need paying,
so if they can top up the business with in-app
purchases, added content and such, then why not.

’—L
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In light of events that hit the headlines, children
spending thousands of pounds on purchasing virtual
pets, virtual food, more lives etc., the main providers
of mobile purchases, such as Apple, Google, Microsoft
and so on, started to roll out levels of restrictions to
help prevent overspending. These restrictions vary
and have improved greatly in recent years; but initially
they we’re more centred around simple tips and
advice for parents rather than the kind of spending
restrictions we see today.

Of course, some of the problems also arise when the
game in question is clearly a pay-to-win model. It's
hardly fair for the young person to enjoy the game
when they’re continually beaten by those players who
can afford to spend the money on extra lives, energy
and so on. The pay to play model, on the other hand,
requires the purchase of the app before it can even be
played. Some experts argue that this is a better model
but that’s up for debate.

One of the main causes for excessive in-app spending
is a child or young person being left alone with the
device and game whilst the parent was logged into
their own account. The account itself doesn’t have any
restrictions or password access to get into the online

<Problems with In-app Spending

store, after all why would most people continually
require password access to their own in-store account;
or when the child knows the password and can easily
access the store.

The child, left alone, could then go ahead and accept
the message from the game that asked ‘to continue,
buy more apples’ (or whatever), which in turn led
them directly to the store to place the order in the
basket without any kind of confirmation or message
stating to check with an adult first.

Most of the time, when these sorts of scenarios
occurred, the likes of Apple, Google and so on
refunded the parents in question. From there, it
became more difficult for a young person to go on an
in-game spending spree with their parent’s account.

There’s a more controlled in-game and in-app
spending focus these days but it’s still not unheard of
for a child to get a little carried away and purchase
several hundred on some form of virtual extras for
the game. Thankfully, we can combat a sizeable
percentage of these cases with a little education and
some much-needed tips, which we’ll cover on the next
couple of pages.

There are two main
schools of thought on the
Internet regarding the
overspendingin an app
or game by a child. One
view is that it’s the fault
of parents or guardians,
letting their child on the
game with unrestricted
access to their mobile
spending platform.

66

Pay to
Win

29

The other view lies the
blame at the feet of the
developers and those
who have created the
app or game. Both have
their valid points, and
there’s no right or wrong,
but perhaps the blame
lies equally with each.
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Tips on How to Stop
In-app Overspending

In-app overspending, as we’ve seen, is a concern for parents and guardians whenever their children
use a phone, tablet, console or computer. However, there is a happy middle ground, where the kids
can still enjoy their game and the parents needn’t worry about in-app purchases.

10 Tips to Stop In-app Purchases

There’s nothing wrong with spending money on a game, either to buy it in the first place or just to upgrade a part of it. What's needed though, is a little

thought to combat overspending.

TIP1

The main tip, and one that all child experts agree on, is simply don’t
leave your child alone with a device, console or computer whilst
playing the game. Naturally it depends on the age of the child but essentially it's
recommended never to leave a younger child alone, as that's when rogue
spending can occur.

9[22 Setup theirown account: using a child’s account will dramatically cut

down on any in-app overspending. Generally speaking, most children
won't have access to a bank card to enter into the in-game shop or have access to

the family bank details.
G M ' 2o

Welcome, David Hayward

Control, protect and secure your account, all in one place

protes
‘services work beter for you.

B Ssign-in & security > & Personal info & privacy > €% Account preferences >

Setlanguage. Jbin -

access 1o personalise your experience. help you use Goagle.

e Security Check-up
0N

o

Find your phone
2w

GETSTARTED

www.pclpublications.com

sesee T 9:41 AM 100% m—
TIP3 Ifyou’re using aniOS device, ¢ General Restrictions
goto Settings > General >

Restrictions and tap to enable the Enabie Restrictions

Restrictions. You can now create a

passcode to lock out access totheiTunes  aiow

Store, Safari and other Apple online @ satari a

portals, as well as other Apple apps. e Q
M Siii & Dictation [«
&) FaceTime ’ [
AirDrop q
@ carpiay a

) iTunes Store ;

Apple Music Connect
iBooks Store

Podcasts

§i[2V2B  For Google devices, it's best to either never enter your banking details
into Google Play or swipe in from the left whilst in the Play Store,

choose Settings and tap the Require Authentication for Purchases option.

Require authentication

® For all purchases through
Google Play on this device

O Every 30 minutes

O Never

Authentication is always required for
purchases through Google Play within
apps designated for ages 12 and under.

CANCEL




TIP5 For Microsoft accounts, use the steps from our previous pages to

create a child’s account on your Windows 10 device; then use the
Microsoft Family portal to restrict access to apps and spending.

Microsof account x

Add a child or an adult?

Enter the email address of the person you want to 3d. If they use Windows, Office,
Outlook com, OneDrive, Skype, o Xbox, enter the email address they use to sign in
@® Add a child

Kids are safer online when they have their own account

O Add an achi

Id 2000@mail.com|

The person | want 1o add doesn't have an email address

ail[2lsf)  There'snothing wrong with spending money on a game, so why not

consider setting up a limited amount of money on a Microsoft
account. The child then has to then manage their own budget on in-app spending.

@ anon.child. 2000@mail. com

£000

10 theie Microsot account

ﬁ Let them spend without surprises
P .

To o
Xbox privacy settings their Microsoft account and remove any other payment oplons.

Purchases & spending

Find your child

Purchase history

To see purchases trom more han 90 days 0G0, Get yous €hid 10 5Gn i, G0 1o Payments & biling and seiect Puchase it

Choose what they can buy and download from Store

the Windows 10 store and preve

I L e o ey i gt 3039 o o

a2 Similarly, consider using a gift card for iTunes or Google Play to allow

any in-app spending. This way it's a more controlled purchasing
environment and since the child is happy with the bonus app-extras, you're
happy with the spending and the developer still gets paid. Everyone is happy
with the outcome.

anfle  c10
B 25 B cs0

Google play sle play ile play

N>

|OOKSAPPSEMORE
JOOKS/PPSAMORE

MOVIESBOOKSAPPSEMORE JOOKRV LLENOSE
FOOKR-LCFNOKE

BOOKE TWOKE

<Tips on How to Stop In-app Overspending -

9268  Enabling Airplane mode whilst the child is playing on the device

stops any access to online services and thus the in-app or in-game
stores. It's not ideal, and it can easily be deactivated, but for younger children it's
avalid option.

@ Airplane Mode O
Wi-Fi

Bluetooth

BTHub6-PQKS8
On

m Mobile Data Airplane Mode

gif[Xep) Talking to your children and taking the time to explain how in-app

purchases work, and how bad it can be if they overspend, is a highly
recommended option. Child experts state that the best policy to prevent
overspending in apps and games is a little education.

TIP 10 Before your child downloads and installs a game or app, take a

few moments to look through the app’s information to see what, if
any, in-app products are on offer. This section will usually inform you of how
much money the in-app extras cost and you can then judge whether to allow the
install or not.

WHAT'S NEW

Get ready for a brand new event: Goblin Invasion!
The goblins are invading the realm and either aid the good alliance in fighting them back or the evil
alliance in supporting their advance.

ADDITIONAL INFORMATION

Updated Installs Current Version

20 July 2017 500,000 1,000,000 274

Requires Android Content Rating Interactive Elements

23andup PEGI3 Digital purchases
Leam more

In-app Products Permissions Report

£479-£47.99peritem  View details Flag as inappropriate

Offered By Developer

Kongregate Visit website

Email support@divinegames.it
Privacy Policy
450 Sansome St
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Online Child Safe

98

tSchoo

Whilst you’re doing everything you can at home to ensure your child is safe when online, what happens when they’re out of
the protection of yourhome network? Schools are up against as much, if not more, online safety issues as parents.

How does your
child’s school provide
online safety? What
tools and procedures
do they use? What
government backed
schemes are
available for them?

66

Safer
Schooling

p

What’s their policy on
cyber bullying and
what’s the process
should anything
inappropriate ever
make its way into the
school’s network?

Most of those questions are dependent
on the school itself and what policies
it's created in collaboration with the
council, local government, parents,
teachers and governing body. In
the UK, the UKCCIS (UK Council for
Child Internet Safety) has drawn up
and developed a guide for school
governors to follow, to help governing
boards support their school leaders
in keeping children safe online. It’s an
interesting six-page document and
further reading can be found with the
accompanying Sexting in Schools and
Colleges 50-page guidance document.
You can find both at https:;//www.gov.
uk/government/groups/uk-council-for-
child-Internet-safety-ukccis.

From 22 December 2015, the
Department for Education put in
place strengthened measures to help
protect children from harm online,
which included cyber bullying, access
to pornography and the risks involved
with radicalisation. These measures
enforced schools to improve or
implement better filters and monitoring
systems, guides on social media and
good practise and the teaching of online
threats and the issues surrounding it.

This safeguarding of students through education is one of the best forms
of introducing a heightened level of Internet safety amongst young people.
Parents and guardians can rant and rave about Internet safety until they
are blue in the face but when it comes as part of a lesson in the school, the
message is considered to be delivered with a more meaningful impact. In
classes, students are taught what Intemet use is acceptable, and what isn’t
and given clear objectives for Internet use. The school is also capable and
often required to consult with outside child protection agencies, bringing
in experts to help further the student’s understanding of the dangers and
risks of the Internet, social media and all forms of digital behaviour.

www.pclpublications.com

Beyond the classroom talks and conversations, schools employ an
assortment of advanced monitoring tools and filters. The school’s expert
IT staff will already use a range of network level security features found
only in the server versions of Windows, or Linux. These features will restrict
the students’ activities, whilst still offering them access to much needed
resources both internally and externally on the Internet. If your child is new
to the school, take a moment to ask if you can speak to the head of the
school’s IT or IT manager and ask them what they use and do to set limits
and restrictions on local and Internet resources. Most of the techniques
used are quite fascinating, even from a non-technical point of view,
and often can be applied to a lesser, but just as effective, degree on the
home network.

In addition to protection on the network level, the IT team will also
implement a range of site-level Net Nanny-like programs. They may only
use a single program, installed on a server to manage each workstation
or they may use several programs to manage each student’s account;
monitoring sites visited and providing blocks for sites that are deemed
inappropriate. Another element to consider with a schools’ IT is the use
of its available bandwidth. With hundreds, often thousands, of devices
and computers attached to the school network it can at times become a
little slow, as there’s limited bandwidth. A school’s IT team therefore must
also decide whether or not to block access to sites that will cause a strain
on the bandwidth, such as online game sites or media streaming. Whilst
the students may be blocked from such sites, the teachers are usually
unrestricted, for teaching purposes.

These filters, blocked sites and bandwidth monitoring techniques
all add up to make an effective protection net around the school’s IT
infrastructure. It’s important to understand, from a parent’s point of
view, the amount of work needed to achieve such a high degree of online
safety and that it can become quite expensive once you factor in licensed
software. Where you might have purchased a child filtering product,
and employed some of the security techniques we’ve used in this book,
a school IT system needs to do all that times a thousand-plus for each
student, computer and device.

Nevertheless, a school’s online safety requirements are exceptionally
more advanced than you have at home. With this in mind, your child is
less likely to experience any online risks when at school than at home.
However, it's always best to take the time to make an appointment with
the school to ask what they’re doing to ensure online safety.
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5 Further Protection for Young Adults>

Where to Find Help with
Online Child Safety

The tips and features throughout this book will help you build a better understanding of security and
online safety, with special reference to online child safety. If you want to know more though, or you
have some pressing questions that need answering, here are some places to check out.

HelpisatHand

For more information, expert advice from child care professionals and more tips on how to protect your child when online, here are ten sites to bookmark

and consider.

TIP1

If you'd rather contact a professional child care expert, person to
person, then consider contacting your local doctor’s surgery and
asking for a list of contact details of the child counsellors in the area. Most
surgeries will have all the relevant information to hand for you.

Doctors
Surgery

- ol

TIP2 Your child’s teachers and school welfare officers will have an excellent

understanding of how to help keep your child safe when online. They
can answeryour questions or at least help point you in the right direction.

. [SN \(()u‘u\&(“l
F-mce

F =
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TIP3

Regardless of where you are in the world, the UK's NSPCC website
contains invaluable information regarding child safety, especially
online child safety. You can find the main site at https://www.nspcc.org.uk/,
with access to services and resources.

NSPCC

EVERY CHILDHOOD IS WORTH FIGHTING FOR

Home | Preventingabuse | Childal perbutyng

Bullying and cyberbullying EEEEE

At a glance

TIP4 In addition to the NSPCC, the UK’s Childline is also an exceptional

resource that contains a wealth of information and support for
families, parents, guardians and children. There’s a superb online safety section
too. You can find Childline at https://www.childline.org.uk/.
childline

ONUNE, ON THE PHONE ANJTIME

Call 0800 1111 0

ot so many

ESTIONS

Need help with something? Get support
from other young people on our message

HOW ARE JOV FEELING?

Excellent JECEE] Bad
Post o our Good days message board

Uacaibila U 00nnccad § Ao, A e

Feeling excellent, great or amazing? Share
that positive feeling.



7258 Childnet International is a site dedicated to young people, children,

teachers and professionals, parents and carers. There’s a ton of
resources and support available through the site and plenty of advice about
online child safety. Find it at http://www.childnet.com/.

Welcome to Childnet International,
a non-profit organisation working
with others to help make the
internet a great and safe place for
children.

TIP6 Internet Matters features articles, advice, support, guidelines and tips

on how to protect your children better when online. There are plenty
of resources to hand for children at preschool, all the way up to teenagers at
college. It's at https://www.Internetmatters.org/.

internet b o
anattars.org 185UES aovice conTROLS Hus

Helping parents keep their children safe online

Set up your child'’s tech
devices safely

Latest Articles

Vlnual mamy gaming - what Are live streaming apps risky or
know hasmless for my child to use?

TIPT7

To expand on thefirst entry in our list, local support groups are an
ideal source of information and tips. Other parents and guardians
going through the same considerations as yourself may well be more than happy
to share any tips they have.

<Where to Find Help with Online Child Safety -

TIP8 The American SPCC (Society for the Positive Care of Children) is yet

another superb site that details advice on cyber bullying amongst
other child protection issues. There’s also a list of recommended books for you to
look up. You can find the ASPCC at http://americanspcc.org/.

0050E0 &

BULLYING

“nowing what'sright dossr mean much
uniess you Go Whars fight”

TIP9 There are some excellent resources available on the Get Safe Online

website. Here you can find tips, advice and tutorials covering nearly
all aspects of online child safety, including emphasis on mobile devices; there’s
plenty to get through. You canfind it all at https://www.getsafeonline.org/.

Get Safe Online
Free expert advice

Business

Protecting
Your Computer

llome | AboutUs | Partoers andSupporters  Fress News | Dog | Jargon Duster  Contac

Follows BY it ]

Social
Networking

Shopping, Banking | Safeguarding Business

&Payments Children

Protecting Smartphones &
Yourself Tablets

PASSWORDS

reveals online safety risks to children

Tweets by @GetSafeOnline

Get the answers Before you buy or sell your vehicle

TIP 10

Finally, consider checking out the website of, or visiting, the local
police station for more information on online safety. The police
have information on area professionals and child safety experts as well as further
information on what to do if your child is the victim of an online threat.
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7 5
é? D Start di 'u,us/,uw] rwd,vm,
sofety at an eoarly age. €

David Emm, senior security researcher at Internet
security company Kaspersky Lab.

Our next generation is heading into an - ever increasingly

connected, digital world. What we "perceive as threats now éé Tolki ;

will certainly change in a decade’s time, as the technology i3 adking fo ye e
child. ﬁt-m:d,u_, ol r?.gixl.ﬁ«vw

surrounding us evolves and becomes even more integrated.
What will remain important though, is online safety.

U the best way o help keep
them safe online. @ Q}}

NSPCC, Keeping Children Safe Online.

66 ...«
G Follow tne some

rudes you. would, follow
wn the real wevld éj?

"C”
Darren Anstee, director of solutions architects
at network security company Arbor Networks.
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you press send, it U no longer
private. You con't be sure who

Childline.

7%
D@D If you wouldn't
do it foce fo face, don't
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Shelagh McManus, online safety advocate for
security software Norton by Symantec.

é Aslcthem about how trey
stoyy safe online, What +ips do
Hhey hane for you, wheve did
they learn Huem and what 4
OK and, wot OK fo share 99

Childnet, Staying Safe Online.

@D Think before you post. Dow't

< What the Experts Say

/ 4
é') You night find it helpful

fo dart withva feaily diseunssion ,

fo set bovndaries and agree

what's sppropriate. {:’5%
4

NSPCC, Keeping Children Safe Online.

%% Don't be pressured, fo
gine youwr numbper oud. If
SOVALONL s Pressisring You Unfo
girving them youwr numper, tell
someone about Ut s as a

teocher or porent. ?@
5;1}

Childline.

66

@@ Set and movifor Lomnits
for tHhe amount of daily or
weekly fume your cirv/dytin
spend. ondine gaming. %%ﬁ

Get Safe Online, Safeguarding Children, Gaming.

56
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Childline.

www.pclpublications.com

rd

vl

103



5 Glossary of Terms >

Glossary of Terms

The bewildering world of technological terms is often difficult even for experts to navigate without
becoming slightly confused and we could easily dedicate an entire book just to the glossary.
However, here are some of the more important terms from the world of digital security and safety.

Digital Security A-Z

Digital security and safety terms are often as clear as mud. Use this glossary wheneveryou come across a term you don’t understand.

A

Access Control: A term used to
ensure that resources are only
granted to users who are entitled
to them.

Active Content: Code that’s
embedded in a web site. When the
site is accessed the code is
automatically downloaded
and executed.

Advanced Encryption Standard
(AES): An encryption standard
designed to specify an unclassified,
publicly disclosed, symmetric
encryption algorithm.

Asymmetric Cryptography: Public
key cryptography, where algorithms
use a pair of keys, one public and
one private, to unlock the content
protected by the encryption.

Authentication: Used by systems to
confirm the identity of a user.

B

Backdoor: A tool used by hackers or
system security experts to access a
computer system or network,
bypassing the system’s usual
security mechanisms.

Bandwidth: The limited amount of
communications data that any
channel is capable of sending or
receiving in a specific time.

Biometrics: A secu rity measure that
uses physical characteristics to
authenticate a user’s access to
a system.

Boot Sector Virus: A virus that can
affect a computer as it boots, before
the operating system has
even loaded.

Botnet: A large number of Internet
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connected, infected computers that
are used to flood a network or send
spam message to the rest of

the Internet.

Brute Force: A hacking technique that
uses all possible password
combinations one at a time in order
to gain access to a user account
or system.

C

Cipher: A cryptographic algorithm
used in the encryption and
decryption process.

Cookie: A file used to store information
about a website that can be read
should the user ever visit the
site again.

Cyber Attack: An attack on a system
using malware to compromise its
security. Usually in order to gain
access to steal information or
demand a ransom.

Cyber Bullying: When an individual,
or group of individuals, threaten or
post negative and derogatory
messages or doctored images of
someone online.

D

Data Encryption Standard
(DES): A popular method of data
encryption using a private (secret)
key. There are
72,000,000,000,000,000 (72
quadrillion) or more possible
encryption keys that can be used.

Decryption: The process of
transforming an encrypted message
into its original text form.

Demilitarised Zone (DMZ): A
demilitarised zone (DMZ) or
perimeter network is a network area
(a subnetwork) that sits between an

organisation’s internal network and
an external network, usually the
Internet. DMZ’s help to enable the
layered security model in that they
provide subnetwork segmentation
based on security requirements or
policy. DMZ’s provide either a transit
mechanism from a secure source to
an insecure destination or from an
insecure source to a more

secure destination.

Denial of Service (DoS): Prevention
of authorised access to a system
or network.

Disaster Recovery Plan (DRP): A
plan of action used to restore
systems in the event of a disaster.

Distributed Denial of Service
(DD0S): A type of DoS attack using
multiple attacking systems to
amplify the amount of network
traffic, thereby flooding and
swamping the target systems
or networks.

Domain Name System (DNS): The
domain name system (DNS) is the
way that Internet domain names are
located and translated into Internet
Protocol addresses. A domain name
is a meaningful and easy to
remember ‘handle’ for an
Internet address.

E

Encryption: The process of securing
data by transforming it into
something unreadable using
cryptographic means.

Ethernet: Communication architecture
for wired local area networks.

F

Fingerprinting: Used by hackers and
security experts to send packets to a




system in order to see how it
responds, usually to determine the
operating system and

security measures.

Firewall: A hardware or software layer
designed to prevent unauthorised
access to or from a computer or
network to another computer
or network.

Flooding: A malware attack that causes
an eventual failure of a system by
bombarding it with a continuous
stream of data.

G

Gateway: A network point that acts as
the door into another network.

H

Hacker: someone who violates or
circumvents a computer security
measure. Can be used for malicious
purposes or legitimately to test a
system’s vulnerabilities.

HTTP: Hypertext Transfer Protocol, the
protocol used by the World Wide
Web (Internet) that defines how
messages are sent, received and
read by browsers and other
connected software layers.

HTTPS: Hypertext Transfer Protocol
Secure, an encrypted and far more
secure version of HTTP.

Internet Protocol Address (IP): A
standard used by servers
and machines to connect to each

other and form an individual identity
for each connected device.

Internet Service Provider (ISP): A
company that provides Internet
access to businesses and
residential addresses.

IP Spoofing: A form of attack where a
device provides a false IP address to
a server or network.

K

Key Logger: A type of malware that
can record key presses as a text file
and send that file to a remote
source. Once obtained, the hacker
can then see what keys
you’ve pressed.

L

Local Area Network (LAN):
Communications network linking
multiple devices in a defined, limited
location, such as a home or office.

Logic Bomb: A type of malware that’s
dormant until a predefined time
when it explodes and runs or injects
malicious code into a system.

M

Malicious Code: Software that’s
designed to circumvent security
measures and gain unauthorised
access to a system.

Malware: A generic term to describe
different types of malicious code.

N

Network: A group of linked computers
or devices that can share resources
and communicate with each other.

P

Password: A secret secu rity measure
used to access a protected resource
and authenticate access.

Phishing: A method used by cyber
criminals to obtain information from
a user by baiting them with fake
emails or messages.

PIN: Personal Identification Number,
used as a form of authentication
access to a system, resource or
user account.

R

Ransomware: A type of malware that
locks, or encrypts, all fileson a
system until a ransom is paid and
the unlock code is entered.

Rootkit: A set of tools used by a hacker
to mask their intrusion and obtain
administrator access to a system.

S

Sandbox: A system architecture
designed to test code in a secure
and safe environment without it
affecting the host system.

<Glossary of Terms

Spoofing: An attempt to gain
unauthorised access.

Spyware: A type of malware that spies
on a user’s activities or system and
reports back to a remote system.

T

Trojan Horse: A type of malware
designed as a useful program but in
reality hides some malicious code.

Two-Factor Authentication:
Authorisation of access to a system
or resource through a username/
password combination as well as
another form of authorisation, such
as a PIN code.

V

Virus: A type of malware designed for
multiple purposes to spread and
infect as many computer systems as
possible. Usually destructive but can
be used to grind a system to a halt by
using up all of its available resources.

VPN: Virtual Private Network, a secure
tunnel between two systems using
advanced encryption methods to
protect the communications
between systems.

W

Wi-Fi: A wireless network standard
between connected systems.

Worm: A type of malware that can
replicate itself and spread through
other systems consuming resources
and contents destructively.

Z

Zero Day: Described as the day a new
security vulnerability is discovered,
one that has no fix or patch yet to
stop it.

Zombie(s): A computer that’s infected
with malware and connected to a
network or the Internet and used to
spread its infection to other
computers. Used also to describe an
attack on other systems by hoards of
zombie computers.
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