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HIGHLIGHTS THIS MONTH Full contents overleaf

REVIEW

OF THE MONTH
Samsung Galaxy Z Fold8

Welcome to a new era of smartphones. The slender
“candy bar” design we’re all so used to looks set to
be usurped by a wider look, at least if the new Galaxy
Z Fold8 and the rumoured forthcoming iPhone Ultra
are anything to go by. So should you go and buy this
. foldable phone? Our expert was certainly impressed,
. not only with the all-round speed, quality and battery
\  life of the Z Fold8, but the fact it worked so well
)\ when unfolded as both a “consumption” device
) - watching videos, reading books — and as
a quasi laptop replacement. See if you
. think it’s worth the high asking
X price on p46.
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Bibimbap is Koreg's
representative bowi dish,
This place blends tradition
and creativity, Using
seq.snnar vegetables organic

grains, and hememade

WORK SMART FEATURE = MONEY-SAVING FEATURE ADVANCED BROADBAND
OF THEMONTH OF THEMONTH TIP OF THE MONTH

Fed up of doing work? The tedious, repetitive Follow our advice on how to rationalise your Darien Graham-Smith explains why a
jobs, that is, rather than the fun stuff. numerous digital subscriptions - for example, setting you may never have heard of could
Barry Collins investigates what you can PayPal offers a handy tool - and you could pay be messing up your internet connection.
delegate to the best Al agents in the business. | for this magazine many times over. And reveals how to regain control.

LT LU N THELABSIN
LIS % ] ONENUMBER

That’s how much Dell
. is charging for one of
There are plenty of ; g g
c o its business laptops,
reasons to be optimistic 4
i which topped our

about the UK’s

performance charts

semiconductor industry,
explains the CEO of trade | &
body TechWorks, but

more work needs to be

done if we're t p ' " ; 21hrs 35mins in our
oretwerelo g . i ey rundown tests. Yet it

in one crucial area:
battery life, lasting
for a staggering

fulfil our

potential still didn’t win...
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Z Fold8

New design
+ new price
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Samsung Galaxy

reborn
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Real World Computing >
10 18 Subscribeto PCPro
Parentsneed a way to The dangers of Al tools todayandyoucan
keep their.kids safe on.line, revea}ing record 1?\.!6.18 of benefit from our limited-
and Jon thinks he hasiit. security vulnerabilities. time offer: see p108 for
113 120 full details.
Join Lee on a journey The art of programming
back to2003ashetriesto couldsoonbelost,and
trackdown anold client.  thatcould lead to disaster.
116 >
What were you expecting
tosee in a PCmagazine? g < Listenliveto the PC Pro
Herds of wildebeest B | LEFT Bewary podcast every Thursday
sweeping majestically e of whatyou atlpm. Joinusat
across the plain? QY | postonsocial pcpro.link/discord

s ; / media: p118

FREE! 6 FULL PRODUCTS WORTH £104 ,.;:;

REGULARS
7 Editor'sletter 108 Subscriptions

14 The A-List
24 Readers’letters

129 Next month
130 One last thing...

10 Plug-in solar arrives, but
should you wait for batteries?
Home installation kits become legal in
the UK, but will they save you money?

11 Refurbs big winners from
RAM crisis

Smartphone sales slump, but there are
bright spots for some retailers.

12 Tasty British chips

TechWorks CEO Charles Sturman on the
challenges facing the potentially huge
British semiconductor industry.

20 Dick Pountain

The days of having a simple website for
digital creations have long gone, with
content now scattered all over the place.

21 Nicole Kobie

Al overviews confuse consensus with
facts, and it’s only going to get worse.

22 Barry Collins

The user experience of low-end Android
phones is dismal, and it’s nothing to do
with the hardware.

26 Essential Al work hacks
Claude and ChatGPT have focused their Al
on getting real work done. Barry Collins
reveals how to make it happen safely.

34 Preserving the palace -
pixel by pixel

We meet the team that has built a digital
twin of 300-year-old Blenheim Palace to
save it for generations to come.

38 Get your subscriptions
under control

Nik Rawlinson offers advice on cutting
your outgoings and getting the best
value from the services you keep.

421s CGNAT screwing up your
internetaccess?

Aninvisible ISP setting could be interfering
with your broadband connection. We look
atthe problems that CGNAT can cause -
and what you can do about them.

THE NETWORK

104 Five five-minute fixes
Security projects don’t need to be big to
be effective. Adam Shepherd highlights
five quick exercises that could save your
business from cyber disaster.
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52 HonorMagicV6 69 DevoloBE6500

84 DellXPS14(2026)

85 HPEliteBook8Gla14 Al
86 HPEliteBookXGla14 Al
87 Lenovo ThinkPad X1Carbon

72 Google Home Speaker

LAPTOPS & CONVERTIBLES SMARTWATCH .

56 DellXPS13 70 Samsung Galaxy Watch Ultra2

59 Alienware15(DA15265)

60 Framework Laptop13Pro KEYBOARD

80 AcerTravelMate X414 Al 72 Cherry Xtrfy KB3W Pro N
81 AsusExpertBook Ultra C t Ultra-Wideband .

82 AsusZenBookDuo (2026) ompact Ultra-iideban

83 DellPro7Series14 SMART SPEAKER .

Ifyou’re looking for a
business laptop with a
little extra zing - be it

REMOTE SUPPORT SOFTWARE
96 ?247connect

Genl14 Aura Edition }

88 MicrosoftSurface Laptopfor 97 [DriveRemotePCTeam . . style, features or power
Business13.8in (8thEdition, 98 LogMeln Resolve Advanced o & - ourroundup of 12 top
Intel) 99 WiseMo Remote Control _ |_ __ machines almost

89 MSI Prestige 13 Al+ ASM certainly has

90 MSIStealth16 Al+ B3W HARDWARE APPLIANCE | A8 . the answer.

91 Samsung Galaxy Book8 100 WiseMo Remote Control % LA \

Enterprise Edition
WI-FI7ACCESS POINT

MONITORS 101 ZyxelNWA30BE

62 Philips24B2D5300

63 AsusProArt Display OLED LASER MFP
PA279CDV 102 Brother MFC-L8970CDW

o

The Framework
Laptop Pro: an easily
repairable, truly
upgradable computer

94
Give your IT staff the tools they need to
survive and thrive. We explain what to look
for and put four contenders to the test.

Retro

The Virtual 0S Museum - 126
David Crookes looks at an online ; -

tool that allows hundreds of old . =i Nicole Kobie assesses her own predictions
operating systems to run on ( y about future tech. Was she right more
modern computers. '_ S—— often than wrong?
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t’s so easy to be negative about

the United Kingdom’s

prospects, to look through red,

white and blue-tinted glasses
and yearn for the so-called glory
days, but that’s a baited trap. Pints
will never again be 9op, Buck’s Fizz
won’t win next year’s Eurovision
song contest, our coal mines won’t
roar magically back into action.

But that doesn’t mean we can’t
be anation that actually makes
things. In fact, we already do.
For instance, did you know that
we have over 20 semiconductor
fabs in the UK? Neither did [ until
reading our interview with the
CEO of TechWorks, Charles
Sturman (see p12). We’re not going
torival Taiwan any time soon, but
high-end fabrication expertise is
here in abundance.
Nor should we forget that this is

a country where international
students come to learn at our
universities. Keeping our focus
on engineering and technology,
we have the University of Oxford,
University of Cambridge and
Imperial College London sitting
in the top ten rankings. Only the
USA has more.

CONTRIBUTORS

@) rcrro.LINK/DISCORD [f] FACEBOOK.COM/PCPRO

Editor’sletter

Britain'sgot

talent,so
let'suseit

That means each year we’re
pumping out graduates at the top of
the technological food chain, many of
whom will be delighted, 'm sure, to
stay in this country if we give them
the opportunity. And there is already
plenty of that: I’'ve visited several
universities that are doing a great job
of creating exciting technology, with
innovation hubs at every turn.

We’re also finally taking
national-level supercomputers
seriously. Last year saw the full
launch of Isambard-Al at the
University of Bristol, currently the
13th fastest computer in the world,
while work has begunona £750m
supercomputer at the University of
Edinburgh that promises to be 50
times faster than ARCHER2, the
supercomputer it replaces, which
currently sits just outside the top 100.

Big questions remain. We have a
new prime minister who has sent
ambiguous signals about the value of
technology in his vision of the UK: on
the one hand we have an Al minister
with a seat at the cabinet table, on
the other the dismantling of the
Department for Science, Innovation
and Technology. And while [ applaud
Andy Burnham’s drive to place as

much value on a technical education
as an academic one, the current crop
of young adults have never found it
more difficult to find a job.
Ultimately, though, we’re making
amistake by concentrating on the
short term. It’s the long term that
matters. Back in 1989, Ireland pulled
out all the stops to attract Intel to its
shores, and its fabrication plant
situated half an hour’s drive from
Dublin has since enjoyed around
€30 billion of investment. Intel
announced a further €5 billion of
funding in July. That plant employs
around 5,000 people, including many
highly technical jobs. But it’s taken
time, patience and a generation’s
worth of effort by the Irish
government and IDA Ireland (an
agency that attracts inward
investment) to make this happen.
There isalot we can learn from
Ireland, but none of this involves the
ripping up of our own institutions.
We have talent, a long history of
innovation and a great work ethic.
Now we must stop looking backwards
and start looking forwards.

Tim Danton
Editor-in-chief

Barry Collins

We're pretty sure Barry
didn’t get ChatGPT to write
this month’s feature on how
to delegate work tasks to
Al agents. For one, there
were too many typos. Find
out what works and what
doesn’t on p26.

Phil Muncaster

Of all the palaces in all the
world, David Green had
to walk into Blenheim.
His motivation: to build
adigital twin and help
renovate Winston
Churchill’s birthplace, as
Phil reveals on p34.

Adam Shepherd

To paraphrase Heather
Small, what have you

done today to secure your
business's data? Not quite
so catchy as the original,
but Adam provides five
five-minute fixes that might
make you proud on p104.

Olivia Whitcroft

Using Fawlity Towers as
her inspiration, Olivia aims
for Mastermind, special
subject stating the bleedin’
obvious when it comes

to setting up contracts
-whatever you do, don't
mention Brexit. See p116.
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What is the favourite or most useful
thing that you subscribe to and why?

“It's a hot tie between Duolingo and

the New York Times games app.
Having largely abandoned social
media, I use both to provide those

tiny dopamine hits we all crave-and

to keep my brainlearning.”

“I'hate to sayit, butit's ChatGPT.
Iknow its answers aren’t always
fully reliable, but the ability to
exploreideas and information
conversationally-and even
interrogate images and photos -is
absolutely transformative.

(It doesn’t hurt that the Al is fully
fluentin Japanese...and I'm writing
this from Japan.)”

“Bitwarden is by far the most useful
thing I subscribe to. Fuss-free
password management on all my
devices and it only costs about £15
peryear for the Premiumsub.”

“My favourite subscriptionis the
Substack to LondonCentric asit
actually does journalism about the
capital. I pay more for it thanI would
for aphysical newspaper.”

“Podcasts. They keep me
entertained when I'm cooking,
teach me things when I'm walking
into town, and help me drift off when
Ican'tsleep. They've totally taken
over from radio for me.”

“PC Pro, obviously. With Private Eye
aclosesecond.”

“The easy answer is Office365 - but
that’s most definitely not my
favourite. Instead I'll say YouTube
Premium, even though I still get
creator-embedded ads, which
should be banned.”

“Itis, without doubt, my AL I've just
whizzed up amind map to show
someone the inner workings of my
brain.I know... there's no putting
that toothpaste back in the tube.”

“Head to authory.com/
DaveyWinder to find out. This
means I nolonger need to maintaina
website or abackup of allmy
published work, asit’s all done
automatically and thrownontoa
searchable page that anyone
canvisit.”

“PC Pro, of course. Readlyis also
invaluable despite the awful
revamp removing some of its
most useful features.”
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This is a shopping forecast issued on behalf of customers of Christopher Ward,
Bell Street, Maidenhead. General synopsis for September 2026. Trident Biscay Automatic.
New pressure north, occasionally backing north-west. Anodised aluminium bezel,
250 HV Vickers, moving 0 to 12. Anti-cyclonic, 360 degrees. Visibility clear. Legibility

and luminosity excellent to depths of 200 metres. Movement accuracy variable,

minus four, veering plus six, constant. Sales storms, force 10, imminent.

> ® Do your research.
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Briefin

Background and analysis on all the important news stories

Plug

Snsolararrives,

butshouldyouwait
forbatteries?

t the end of the sunniest
summer the UK has ever
known, the government
has made it legal for
plug-in solar kits to be used in this
country for the first time. But even if
UK households have missed out on an
opportunity to harvest all that free
summer energy this year, experts are

questioning whether the kits are safe
or whether the bigger cost-saving
opportunity will come with plug-in
batteries instead.

Plug-in solar kits are primarily
designed for those who can’t have
solar panels attached to their roof:

10

people who live in apartments, for
example, who can hang solar panels
off their balconies, or tenants whose
landlords don’t want permanent
panels fitted.

The kits are designed to be
self-installed without a professional
electrician - something that experts
have raised eyebrows at. As the
name suggests, they plug straight
into one of the home’s three-pin
power sockets, and appliances in
the home will automatically draw
from the solar power first, with
any shortfall pulled from the grid
asnormal.

With the government regulations
imposing a maximum output of
800W, it won’t be enough to power
hungry appliances such as
dishwashers or tumble driers, but
could make a modest difference to
people’s bills. The government’s own

impact assessment
estimated that

k& A maximum output consumers could
of 800W won't be
enough to power
appliances such as
diShwaShePS " for 9o-degree

save £110 per year if
using a well-sited,

south-facing setup,
with 30 degrees tilt,
falling to £70 a year
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vertical tilt (such as a balcony rail) on
an east/west-facing property.

Given that starter kits are likely to
cost around £500, that could mean
it’s seven years or more before the
initial outlay pays for itself. An instant
solution to the cost-of-living crisis
this is not. Still, every little helps,
and as the government’s own press
release announcing the scheme
stated, it helps accelerate its “plans
for more clean, homegrown energy
that the UK controls to ensure energy
sovereignty and security”.

M Safety concerns

Plug-in solar is described as
“completely” safe on the website of
power company Octopus Energy,
which has long been one of the
champions of renewable energy.

And indeed the government’s own
safety report published in June this
year concluded: “Based on the
evidence, the study recommends that
plug-in PV be enabled for consumer
deployment within a clearly defined
product and notification framework.”

However, some experts aren’t so
confident. Mark Coles, head of
technical regulations at the Institution
of Engineering and Technology (IET),
points out that older residual current
devices (RCDs), which are designed to
cut the power supply if they detect
leakage current, “weren’t designed for
electricity flowing back into the circuit,
which is the case for plug-in solar units”.

“This can stop the RCD from
tripping when it should, meaning it
may not protect you during a fault,”
hesaid. “Many legacy RCDs are Type
ACand may not adequately deal
with DC currents from electronic
equipment such as PV inverters.
Direct current leakage can reduce
RCD sensitivity, sometimes
described as ‘blinding’, which may
impair fault detection and increase
the risk of electric shock under
certain circumstances.”

There’s also nothing hard-wired
that will prevent consumers
overloading their supply with more
than the 8ooW of output prescribed
by the government regulations. The
government’s own safety report
admits it didn’t test this scenario,
creating doubt over what might
happen if consumers choose to
ignore the regulations in a bid to save
more money on their bills.

“This raises questions around, for
example, whether multiple units
could affect RCD functionality and
whether all units would cease
generating quickly enough following
disconnection,” said Coles.

The IET is therefore calling “for
consumers to have their electrical
installation checked by a competent
electrician before connecting a

plug-in solar PV unit, to ensure that
the wiring and protective devices are
suitable,” Coles said.

M Bring on the batteries
Bigger energy bill savings for
consumers might be possible when
the government permits plug-in
battery systems to be used in the UK,
too. These take advantage of the
variable smart tariffs now offered by
many of the power companies,
charging the battery when power is
cheap (normally overnight) and
feeding it back into the house when
electricity is at its most expensive
(normally peak evening hours). It’s
not only a cost-saving; it helps to
smooth out demand on the grid,
potentially helping to lower demand
for gas and other non-renewables.

Rob Hallifax, co-founder of
Windfall Energy, is one of those
companies waiting in the wings for
the government to sign off on the
regulations for plug-in batteries. The
company has a free-standing 2.5kWh
battery ready to roll out as soon as the
government rubber-stamps the
regulations, which he expects to
happen in the next few months.

He said his company looked at solar
when it first started, as both he and his
co-founder live in London flats. “I
don’t have a balcony,” Hallifax said.
“He actually does have a balcony, but
as part of his leasehold he’s not
allowed to put stuffonit.”

Hallifax also claims the cost saving
of batteries will be much bigger.
“We’re looking at up to £250 per
year,” he said, although the first
Windfall battery costs £1,000, so it
will take around four years to pay for
itself. The company provides a
ten-year warranty on the battery.

Hallifax believes plug-in batteries
will be restricted to the same 8ooW
maximum output as solar panels.
“800W is basically three amps, which
issuch a tiny amount of power that it
justis not really enough to cause any
issues,” Hallifax said. “In the worst
extreme case where people have bad
wiring, then it’s no more risky, in fact
probably less risky, than plugging in a
fan heater or other sort of electronics
that draw far more power.”

Coles, again, is less confident,
claiming “the same principle needs
to be considered for plug-in battery
systems [as for plug-in solar], as these
would also introduce bidirectional
power flow into domestic electrical
installations”.

Refurbsbig
winnersfrom
RAMcrisis

COnsumers are turning to refurbishers to
alleviate the smartphone price crunch
caused by the RAM crisis, according to
research from FDM CCS Insight.

While sales of new smartphones slumped by 7%
inthe second quarter of this year, the organised
secondary market (excluding peer-to-peer sales
such as eBay auctions) continued to grow by 3%.

The big factor here is money, with the average
price of new smartphones surging by 13%, forcing
consumers to scour the secondary market for
bargains. However, sourcing enough second-hand
equipment could soon become abigger problem for
therefurbishers.

“The secondary market has always been supply
constrained,” said FDM CCS Insight analyst Ben
Hatton. “Typically, that trading comes through ‘buy
anew phone, sellme your old one’, and so as that
declines, then there is even more acute supply
pressures on the market. Thatis the major drag at
the moment.”

Despite the wider market challenges, Apple
reported iPhone sales revenue (not units) increased
by 22% inits most recent quarterly earnings, a
recordincrease for the June quarter. However, the
company warned that sales will dip next quarter
due to supply constraints.

There's alimit to how far Apple can push
consumers with price increases, too, warned
Hatton. “There’s no doubt that Apple will probably
have to take some form of margin hit, butit'sina
position where it can upload it onto consumers
more readily than other players,” he said.

Unlike Apple, Samsung plays at both the low and
the high ends of the smartphone market, and Hatton
believes the company is uniquely placed to
aggressively attack the low-end sector because
Samsung also manufactures its own memory.

Samsungis in a position where it can “perhaps be
alittle bit more aggressive than some of the other
players, particularly your Chinese Android brands
that don’t have that kind of shielding,” said Hatton.

“[Samsung} cansstill stay quite aggressive
throughout the price tiers, and I think that's what
we're seeing it do in terms of using the A-series to
start really dominating that sub-£500 segment.”

Ramageddonhashitsales
of newsmartphones
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Britishchips

British semiconductor firms are

thriving, but need more help

he UK semiconductor industry
could be worth more than £17
billion by the end of the decade,
which may come as a shock to
many people who barely know it exists.

Semiconductors were identified as one of
the six “frontier technologies” in the UK
government’s Modern Industrial Strategy,
published last year, but a new report from
trade body TechWorks says more needs to
be done to let this industry exploit its
potential. We talked to TechWorks CEO
Charles Sturman to find out what the
industry is asking for.

PC Pro: Does the UK semiconductor
industry fly under the radar because
people associate semiconductors with
massive multinationals such as Intel,
AMD and Qualcomm?

#

S /S

A\\\W/ /

Charles Sturman: We are the trade body
for semiconductor electronics companies.
We started in 1996, and back in 1996, there
were quite a lot of semiconductor companies
in the UK and globally. Back in the nineties,
typically if you designed a chip, you made
it and sold it, it was all under one roof:
so-called integrated design manufacture.

If youlook where we are today, there’s
been a massive rise in the so-called fabless

chip companies, where you use

outsourced manufacturing,

which is characterised by TSMC
in Taiwan. And over the 30

| years, we’ve seen the rise of

some incredibly highly valued

businesses like AMD, Intel,

Nvidia and so forth, and all

| the while TSMC has grown

on the back of that

manufacturing service.

LEFT Plessey Semiconductorsin
Plymouth focuses on microLED
display technology

i

The UK is often characterised as lots
of really good research and innovation,
but then we fail to scale it into high-
volume commercial businesses, right?
And I think that there is some truth in
that, but people are very quick to dismiss
what the UK can do.

If you look at, for example, the US or
Asia, you’ll find some of those companies
will invest in early-stage chip companies
because they see an opportunity and a
long-term growth potential. But I think in
the UK we suffer because we won’t back
long-term, patient capital investment into
these deep tech areas.

PC Pro: Give us some examples of British
semiconductor technology that merits
suchinvestment.

Charles Sturman: International investors
are looking at UK companies and going,
wow, the next big thing is going to be
neuromorphic computing based on
analogue processing, or it’s going to be
photonic interconnect, or it’s going to be
optical compute, and we’ve got companies
in the UK that are global experts in that.
What we learned by doing the primary
research and talking to all the companies
is thereis a really rich seam of next-
generation developments in basic physics
science, as applied to semiconductor
technology. And these companies
are looking at markets that are either
recently emerging, just opening up now,
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Briefing Interview

or perhaps they’re not even there for
another two to three to five years.

For example, we have companies in the
UK working in silicon carbide, which is the
de facto high-power semiconductor material
for electric vehicles [and] electric power
grid. Even now, people are starting to build
electric aeroplanes and helicopters. But
gallium nitride, GaN, has been used in those
wall-plug blocks that you power your iPad
with, because it’s really efficient. You can
make really small wall plugs that don’t get
hot. GaN is starting to overtake silicon carbide.

And then people are starting to look at
diamond, because diamond as a material
has even better wide bandgap properties
than either of those two materials, and
there’s all of that going on in the UK right
now. We’ve got silicon carbide, we’ve got
GaN, we’ve got researchers in universities
working on diamond.

PC Pro: Given that many of the raw materials
for processors are not found in the UK, how
much of a potential riskis that?

Charles Sturman: It is a problem. The
world’s getting more and more partisan
and these are all bargaining chips.

It’s important to realise that there’s
quite a range of different rare earth and
raw materials used in the semiconductor
industry. A semiconductor fab uses quite
arange of different gases. Generally
speaking, the gases are available from a
number of different countries and
different suppliers.

But some of the metals that are used
in creating the layer stack deposition of
the materials onto the wafer are really
difficult to get hold of. And that can be a
problem. We don’t have in the UK much
in terms of rare earth materials. On the
other hand, America does, Canada does,
and this is why we need to build strong
international relationships with the
friends we have.

China is difficult right now to deal with.
They have a lot of rare materials in China,
which is unfortunate for us. But... we have
something like 25 semiconductor fabs, four
or five OSAT [outsourced semiconductor
assembly and test] packaging companies,
and we have another two or three research
and technology development companies
working with semiconductor processes. So,
we have quite a bit of capability and those
companies I’ve just touched on are doing
okay. They’re not having a problem getting
hold of the materials.

PC Pro: Yourreport showed the way this
industryis spread right across the UK, very
evenly split across the country. The new prime
minister has spoken about devolution and
reviving manufacturing. How could that apply
to the semiconductorindustry?

CAN WE FIND THE TALENT?

Aside from potential shortages of raw
materials and a lack of investment in the sector,
another big challenge the TechWorks report
identified is the perennial skills gap. Specific
gapsinclude alack of technicians and
equipment engineers, the report claimed.
Inthe short to medium term, that gap could
be filled by easing restrictions on talent visas,
which have fallen victim to the government'’s
immigration clampdown. “We need to bring
talentin from overseasto help us,” said Sturman.
“Silicon Valley was built on thatimmigration. Of
course, right now Silicon Valley is struggling
because it's really difficult for them to doit.” The
“of course” inthat sentence refers to the current
US government's anti-immigrant policies.
Tailoring education tolocal demand,
something the new prime minister has spoken
of,is also key, according to Sturman. “We need
more kids to get excited about STEM and go
and do adegree in electronics or physics,”
he said. “Then we need more of those kids that
dothose degrees towant to gointo the
semiconductor microelectronics sector.”
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Charles Sturman: As you can imagine, |
watch political events quite closely and I
almost spat my coffee out when I saw the
report that we’re going to reindustrialise the
UK. Yes, please, Andy, let’s get on with it!

We have strong regional pride and
representation across the UK. If you follow
the semiconductor industry in the UK at
all, you’ll know that the Welsh are very
vocal about their capabilities, and they
should be because they have dozens of
companies that are incredibly valuable to
the UK economy and are globally relevant,
such as Vishay, IQE, KLA.

If you go up to Scotland, we’ve got
companies working in photonics, in
power electronics and sensor technology.
There’s probably eight to ten fabs in
Scotland. And then we had Plessey building
the world-class microLED technology in
Plymouth, Devon.

The fabs in the UK are, of course, legacy.
They were built maybe 10, 20, 30, 40, 50

LEFT TechWorks' report, “Semiconductors:
Powering the Technologies of Tomorrow”,
can be found at tinyurl.com/385techworks

years ago, and it’s very expensive to
build a fab. Once the fab’s there, you
would be really dumb to not use that. So
typically, if a company decided it was
going to exit the market or exit the UK,
there will be somebody who will walk in
and say, “Okay, I'm going to buy that
fab. ’'m going to turn it into a business.”

PC Pro: Sowhat are you looking for from
the government?

Charles Sturman: It’s about investment
into the sector to scale up the businesses.
Semiconductors are the new oil, right? It’s
the next arms race. Any emerging
technology - Al, quantum, cryptography
- depends on chips. If you can get an

edge over the other guy in the design,
architecture, fabrication of that chip, you
will beat them, and therefore it’s worth
investing to have some leverage.

Alot of countries are investing quite
heavily into the sector with public money.
The UK government finds it difficult to put
money on the table for industry because
that would be seen as a subsidy, although
most other countries just throw money at
the industries they really care about.
They’ve done it for years. Europeans do it,
the Americans do it, and yet good old
Britain doesn’t like to do that. Well, we
need to start doing that.
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The best products on the market, as picked by our editors

PREMIUM LAPTOPS

Apple
I\faI::Book Pro

Class act from £1,999

from apple.com

Now upgraded with M5 Pro
M5 Max options to go along
the M5 update last year, this

and
with

versatile laptop - available in 14in and 16in form factors - can be configured to
meet your demands. The M5 Pro is arguably the sweet spot, but whichever you
choose you're buying a powerful, creative, work-focused laptop.

REVIEW Issue 380, p52

Apple MacBook
Aﬁ‘pM5

No design changes as the
Air moves from M4 chips
to M5, but if you want a
premium laptop its all-
round performance and
15-hour battery life make
this a great choice. From
£1,299 from apple.com
REVIEW Issue 380, p54

CREATIVE & GAMING LAPTOPS

Lenovo Legion

All-out-power from £4,150

fromlenovo.com

Lenovo knows exactly how to
squeeze out every last ounce of

power from its componen

even though that comes at the
expense of bulk and weight

(3.5kg) the sheer quality,
expandability and glory of
the 18in 4K+ panel make it
worth the money.
REVIEW Issue 382, p75

Alienware 16X
Aurora

Asuperb choice if you
want portability and power
-althoughit tops outatan
RTX 5070 Ti. Compared to
big-name rivals, it's good
value too. From £2,149
fromdell.com.

REVIEW Issue 382, p73

DellXPS14

Dell brings back the XPS
name and mojo thanksin
part to Intel's Core Ultra
Series 3 CPUs: choose the
Ultra X7 358H for power,
the Ultra 7 355 if you want
battery life of more than
20 hours. From £1,599
from dell.co.uk

REVIEW Issue 379, p56

9iGen 10

ts, and

Medion Erazer
Major 16 X1

Don't expect stunning
finesse, butit's fantastic
value: £1,800 buys you a
Core Ultra 9 275HK, 32GB
of RAM, 2TB SSD and RTX
5070Ti.From £1,500
from laptopsdirect.co.uk
REVIEW Issue 382, p76

Samsung Galaxy
Book6 Ultra

The price is jaw-dropping,
but so is the performance.
A stunning 16in OLED
screen, Core Ultra X7 chip
and RTX 5060 or 5070
graphics mean it lacks
for nothing. From £2,999
from samsung.com
REVIEW Issue 379, p61

Razer Blade 16
(2026)

Allthe key ingredients of
aRazer creative laptop:
sleek looks, relatively
light 2.1kg weight and
top-quality components
throughout. From £2,100

fromrazer.com
REVIEW Issue 382, p77

BUSINESS LAPTOPS

Lenovo ThinkPad X1
Carbon Gen14

Business class from £2,089

from lenovo.com

Lenovo has somehow made the
world’s classiest 14in laptop even
classier, from the ultra-repairable

design (now anyone can

replace the

battery) to the top-tier performance - especially if you opt for the Core
Ultra X7 version-and gorgeous OLED panel.
REVIEW Issue 383, p64

Asus
ExpertBook Ultra

Taking full advantage of
Intel's Core Ultra Series 3
chips, the Asus packs a
glorious 14in tandem
OLED screen, around 17

hours of battery life and all

the power you need.
£2,400 from asus.com
REVIEW Issue 379, p58

Asus ZenBook
Duo (2026)

Two stunning 14in
OLED screens and a
detachable keyboard
mean this can be a
laptop on the move and
an all-in-one when you
reach your destination.
£3,000 from asus.com

Dell XPS 14
(2026)

Superb build quality,
compact design and a
brilliant webcam make
this an attractive choice
for executives - and you
can tailor the spec to
match your needs. From
£2,033 from dell.com

REVIEW Issue 385,p82 | REVIEW Issue 385, p84

NEW ENTRY

EVERYDAY LAPTOPS

Dell XPS 13

Pure quality from £899

fromdell.com

Eventhoughthe priceis higher

than we had hoped when

announced at CES, the quality
found in this 13.3in laptop means
it beats allits budget rivals,
including the cheaper MacBook
Neo, thanks toits superior

build quality, touchscreen
backlit keyboard.
REVIEW Issue 385, p56

and

Acer Swift Go 14
AI(AMD)

This stylish and light

14in OLED laptop packs
asprightly AMD Ryzen 7
chip and a large battery
for all-day life. Part code
NX.JDAEK.001. £720 from
johnlewis.com

REVIEW Issue 383,p84 |

Lenovo Yoga Slim
7x GenT1

The Snapdragon X2 Plus
version is a bargain, with
plenty of power, slim design
and 20 hours of battery life
-but upgrade to the 2,880
x 1,800 OLED. From £1,050
from lenovo.com
REVIEW Issue 384, p56

Apple

acBook Neo
If you're on a budget or
looking for a secondary
device then the Neois
an extremely capable
all-rounder with a sharp
screen. From £699 from
apple.com
REVIEW Issue 383, p86
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CHROMEBOOKS

The A-List

Lenovo Chromehook Plus Gen 10
MediaTek Al power for £549

fromlenovo.com

Simply the best Chromebook around thanks to
agorgeous 14in OLED screen and Al-enhanced
skills courtesy of the MediaTek Kompanio Ultra
910 CPU. Add a well-built aluminium frame,
1.2kg weight and all-day battery life for the win.
REVIEW Issue 374, p54

Acer Chromebook

Plus 516

Ifyou can't afford the 15.6in Samsung
Galaxy Chromebook Plus then Acer's
Chromebook Plus 516 makes a solid but
less beautiful alternative —as reflected in
its price. The 15.6in screen provides
plenty of space on which to work, and it
proved a fast performerin our tests.
From £399 fromacer.com

REVIEW Issue 371, p90

Lenovo Chromebook
Plus 2-in-1Gen10

Avery likeable Chromebook thanks
to premium build quality, a fantastic
keyboard and solid performance
from the Intel Core 3N355 CPU. Its
battery life isn't the best and the
screen won't produce cinema-grade
colour, butit's remarkable for the
price. £456 from amazon.co.uk
REVIEW Issue 384, p62

Minisforum X1LLite
Balanced beauty for £655

from minisforum.uk

Bearing in mind the cost of RAM and
storage, to pack 32GB of one and 1TB of
the other into a compact one-litre mini PC like
this reflects superb value. Especially as the Ryzen 7
processor s a great all-rounder, bringing gaming into play.
REVIEW Issue 381, p87

Geekom A5 Pro

Half the size of the Minisforum X1 Lite,

" Geekom's A5 Pro also cuts down the

power on offer - but you still get a
1TB SSD to accompany the Ryzen 5
7530U processor and 16GB of RAM.
It doesn't consume much electricity,
either, and delivers enough grunt
for everyday tasks. £613 from
geekom.co.uk

REVIEW Issue 381, p85

Lenovo ThinkCentre
M70q Gen6

The ThinkCentre is designed for
business rollouts, with a slim desktop
rather than cube design that takes

up minimal space. It offers plenty

of customisation options and
management tools, plus a decent spec
for the money. As reviewed, £583 exc
VAT from lenovo.com

REVIEW Issue 381, p86

ENTHUSIASTPCs

CyberPowerPC Analog U7 RTX SY312

Style and power for £2,500

from tinyurl.com/384cyberpower

The stylish chassis is the star, complete with analogue
controls for the array of RGB fans, but what a set of core
specifications for the price: Intel's Core Ultra 270K Plus
CPU, a GeForce RTX5080, 32GB of RAM and a 2TB SSD.
REVIEW Issue 384, p46

PCSpecialist Vortex FE
This no-compromise PC pairs Intel's
excellent Core 7 Ultra 270K Plus
processor with 64GB of RAM, a 2TB
Genb5SSD and a GeForce RTX 5090, all
wrapped up inacool case-in both
senses of the word. And it can be
delivered the next day. £4,499 from
tinyurl.com/383vortex

REVIEW Issue 383, p68

Wired2Fire R7RTX
5070 Lumia Vanguard

Built with value for money and future
expansion in mind, this Ryzen 7
9700X system —with an RTX5070
card, 2TB SSD and 32GB of RAM -
performs extremely wellin 1440p
games and is a great all-rounder too.
£1,599 from wired2fire.co.uk
REVIEW Issue 382, p57

ALL-IN-ONEPCs

Apple iMac M4

M4 power from £1,499

from apple.com/uk
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Anyone hoping for a 27in iMac will be
disappointed, but everyone else should be
delighted by this M4-powered all-in-one
with its 24in 4,480 x 2,520 IPS panel. It's fast
inside and out, too, with Thunderbolt 4 and Wi-Fi 6E.
REVIEW Issue 364, p48
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Lenovo Yoga AIO 27i
Gen10 (Intel)

This elegant all-in-one packs in
everything most people need, including
an Intel Core Ultra 7 255H processor,
16GB of RAM, a1TB SSD and a solid 27in
120Hz IPS panel. Since our review it has
been updated with Core Ultra Series

3 chips and a new name (Yoga AIO i
Gen11). £1,290 from lenovo.com
REVIEW Issue 374, p59

Lenovo Yoga AIQ i Gen11
Aura Edition (32in Intel)

Quite simply one of the most desirable
PCs around, with a striking upside-
down “V" design that’s built around
aglorious 31.5in 4K OLED panel.

With a Core Ultra X7 358H inside, it's
powerful too —including capacity for
playing demanding games.

£2,544 from lenovo.com

REVIEW Issue 384, p52

CREATIVE WORKSTATIONS

Scan 3XS GWP-A1-TR64

64-core 'ripper for £11,000 exc VAT

from scan.co.uk/3xs

Scan takes advantage of AMD's new 9000-series
Ryzen Threadrippers, the 64-core 9980X, to
deliver a monster of a workstation that topped
almost all of our performance charts. It's helped
by an RTX Pro 6000 Blackwell card and 128GB of
memory. It's even a quiet runner.

REVIEW Issue 373, p93

CyberPowerPC
| UltraR9X Pro

In pairing AMD's Ryzen 9 9950X3D2
with an RTX5090, CyberPowerPC has
created a gifted workstation—one

data science tasks. And thanks to the
looks good. £3,759 exc VAT from

tinyurl.com/382cyberpower
REVIEW Issue 382, p58

strongin game creation, rendering and

white Lian Li Lancool 217 chassis, it even

HP Z2 Mini G1a
workstation

Built around AMD's powerful Ryzen
AI Max+ Pro 395 processor with
128GB of unified RAM, this versatile
workstation can be used for
everything from creative tasks to
running LLMs with up to 128 billion
parameters. As reviewed, £2,280
exc VAT from hp.com

REVIEW Issue 374,p60
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TABLETS

AppleiPad Pro (M5)

M5 power from £1,199

from apple.com/uk

While the iPad Air remains a great
alternative, there's no arguing with the
quality and all-out power provided by
Apple’s top-end tablet. And the tandem
OLED panel is simply the icing on the cake.
REVIEW Issue 376, p84

EVERYDAY PHONES

Apple iPad Air M4

Like the MacBook Air, this year’s

iPad Air update features minimal
changes, with the biggest boost being
to performance (you also get Wi-Fi 7

and Bluetooth 6). We'd still like a 120Hz

screen, but otherwise the iPad Air's
quality and hardware options make it
agreat alternative to the Pro.

From £749 from apple.com

REVIEW Issue 380, p71

Honor MagicPad 4

The MagicPad 4 rewrites what you can
buy for around £500 - once you apply
the £100 discount voucher. It comes
with a glorious 12.3in OLED panel, it's
fast, and it lasts for hours on a single
charge. The bundle deal also includes
a top-quality keyboard and a stylus.
Bundle, £649 (£549 after voucher)
from honor.com

REVIEW Issue 380, p70

Fairphone 6
The eco-friendly choice from £499

from fairphone.com

Unique among phones for its five-year warranty and the ease of
repair and customisation, this mid-range phone will last for years.
There's even a microSD slot! Its CPU and camera are nothing to
shout about, but thisis a clear winner for sustainability.

REVIEW Issue 375, p52

PREMIUM PHONES

Honor X5¢ Plus

We bought this bargain 4G phone for
a feature on ultra-cheap products,
expecting it to be below par. Instead,
we were left wondering how

Honor squeezes so much out of the
components, with solid performance,
adecent camera and big battery.

£79 from amazon.co.uk

REVIEW Issue 383, p43

Google Pixel 10a

It's great to see Google sticking to the
£499 price of its budget phone, even if
that means it has last year's G4 chip. Still,
it's fast enough, supports all Google’s
latest Al features, and the 6.3in display
is superb. Plus you get seven years of 0S
updates and a new, flat design.

From £499 from store.google.com
REVIEW Issue 380, p78

Samsung Galaxy $26 Ultra

Private caller from £1,279

from samsung.com

The world's most feature-packed phone - it still integrates a
stylus —now includes a highly effective privacy display along
with ambitious agentic Al features that actually work. It's
packed with quality throughout, from the blisteringly fast CPU
to the 6.9in AMOLED panel.

REVIEW Issue 380, p74

Apple iPhone 17

With a superb optical zoom, brilliant
cameras, excellent all-round
performance and a surprisingly
generous amount of storage - 256GB
for £799 - we think there are fewer
reasons than ever before to “go Pro”.
Other than battery life, which may
push power users to upgrade.
256GB, £799 from apple.com/uk
REVIEW Issue 375, p70

OnePlus 15

Once again OnePlus delivers a
no-compromise Android phone for
aprice that the big names struggle
to match. You're buying the latest
Qualcomm chipset, a slick and
gorgeous 6.8in panel, a top-quality
set of cameras and battery life that
genuinely stretches over two days.
£849 from oneplus.com

REVIEW Issue 376, p72

24INTO 271N MONITORS

Asus ProArt Display OLED PA279CDV

4K OLED wonder for £649

from asus.com

This 27in 4K monitor wowed us with its

punchy colours, perfect contrast (courtesy

of OLED technology) and superb accuracy
-plus accurate calibration for sSRGB and
DCI-P3 spaces. It supports daisy-chaining, too.
REVIEW Issue 385, p63

30iNn+ MONITORS

NEW ENTRY

BenQ MA270S

This 27in 5K panel - and 5K equates to
an astonishingly sharp 5,120 x 2,880
resolution —is a superb alternative

to the Apple Studio Display. It packs
an equally high-quality panel, but
BenQ doesn't charge extra for the
adjustable stand or anti-glare screen.
£900 from scan.co.uk

REVIEW Issue 384, p79

AOC U27E4ACV

Make sure you check the exact name
before you buy, because the U27EACV
stands out from its sister 27in models
(with confusingly similar model names)
for its good-quality 4K IPS panel,
built-in networking and USB-C docking.
It really is quite exceptional value.
£240 from ballicom.co.uk

REVIEW Issue 384, p78

HP Series 7 Pro 732xk

IPS Black brilliance for £720

from hp.com

This brilliant 31.5in IPS Black monitoris
in hot demand, but it's worth waiting for
ifit goes out of stock with a rich, colourful
panel that produces gorgeous whites—
plus all the connectivity you could need.
REVIEW Issue 384, p92

Eizo ColorEdge CG3100X

This 30.5in monitor is ideal for
creators, designers and editors for
whom colour range and accuracy is
everything. You pay for the privilege,
and for extremely high build quality,
but also a built-in calibrator that will
keep colours accurate forever. This is
amulti-year investment. £4,999 from
wexphotovideo.com

REVIEW Issue 384, p90

Iiyama ProLite
XCB3497TWQSNPH

If you can't afford the Eizo or HP,
liyama offers a business-friendly
curved monitor that delivers for
day-to-day image quality. It's packed
with connectivity and features too,
including RJ45 wired networking,
a USB-C hub and even a webcam.
£350 from scan.co.uk

REVIEW Issue 384, p93
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WEBCAMS

Insta360 Link 2 Pro

Perfect tracking for £239

from amazon.co.uk

Brilliantimage and audio quality,a smooth
two-axis gimbal that means you're always in the
frame, fast autofocus and excellent subject tracking
make this 4K webcam a great choice for office
workers or lecturers alike.

REVIEW Issue 378, p60

Epson EcoTank ET-4956

Ink tank excellence for £366

from amazon.co.uk

Shipping with 5,500 pages’ worth of colour
ink and 15,100 of black works out at 6p per
colour page even factoringin the price of the
printer. At 16pmm for high-quality prints, and a 30-sheet ADF, it's a clear winner.
REVIEW Issue 377, p89

Logitech Brio 105
for Business
While you can buy 1080p webcams

for a third of the Brio 105's price, they

won't hold a candle to the Logitech
webcam'’s quality — especially in
low-light conditions, such as one
candle. It's also easy to manage, for
businesses and individuals.

£45 from logitech.com

REVIEW Issue 360, p77

Brother DCP-T7T80DW

Ifthe Epson EcoTank ET-4956 is too
expensive, consider Brother's first
attempt at a refillable inkjet. It's
keenly priced, but stillincludes a

20-sheet ADF, easy-to-use screen and

its print and scan quality - while not
quite up to the Epson-are strong.
£249 from from ballicom.co.uk
REVIEW Issue 377, p86

The A-List

Logitech MX Brio 705
for Business
Consistentimage quality in all lighting
conditions coupled with top build
quality and nifty features—such asa
presenting mode for items on your
desk-make this a fantastic all-round
choice. It's only be nudged out of top
position by the superb Insta360 Link 2
Pro. £219 from logitech.com
REVIEW Issue 356, p68

Canon i-Sensys
LBP243dw

Everythingyou could want froma
mono laser printer-although note
thatit doesn't come with a scanner-
the LBP243dw produces excellent
results at speed. You also get Wi-Fi
and wired networking. £186 from
printerbase.co.uk

REVIEW Issue 365, p88

WORKGROUP PRINTERS

Canon i-Sensys MF664Cdw
Colour laser MFP for £284 exc VAT

from printerland.co.uk

You're getting so much for your money here: a
large, intuitive touchscreen; high-quality
colour prints at 20ppm and higher; evena
50-page ADF. Respectable running costs

Canon

(2.6p mono, 10.6p colour) clinch the deal. r 1

REVIEW Issue 377, p87

HP Color LaserJet

Pro 4202dw

This 33pppm colour laser printer -
there's no scanner or fax —delivers
excellent mono prints for a
reasonable 2.1p per month, and even
though each colour page is
comparatively expensive at 12.1p you
will be delighted with the results.
£330 exc VAT from hp.com

REVIEW Issue 379, p74

Canon i-Sensys
MF754Cdw I

Plentiful features, fast print speeds and
good output quality at an affordable
price. The smart Application Library
is capable of streamlining repetitive
tasks, and Canon’s focus on security
will appeal to businesses that want
strict access controls. £348 exc VAT
from printerland.co.uk

REVIEW Issue 380, p102

WIRELESS ROUTERS & MESH WI-FI NEW ENTRY

TP-Link Archer BES50

Affordable Wi-Fi 7 router, £180

from amazon.co.uk

Thisis a brilliant and affordable Wi-Fi 7 router that
packs five 2.5GbE ports. These, together with
6GHz support, mean you'll enjoy superb wired

and wireless performance everywhere, and it even
comes with a wide set of features.

REVIEW Issue 371, p70

Netgear Orbi 770

If you want to upgrade to Wi-Fi 7 and
need a mesh setup, this is the best
option yet. Speed and range are both
excellent, with a twin-pack covering
420m?, and connectivity is superb:
four 2.5GbE ports on the router, two

2.5GbE ports on the satellites. 2-pack,

£480 from amazon.co.uk
REVIEW Issue 364, p70

TP-Link Archer BE3600
This dual-band Wi-Fi 7 router can't
match more expensive rivals for
speed or range, butit’s a fine choice
for athree-bedroomed house and
packs a surprising number of high-end
features-including VPN services

and granular QoS options.

£75 from amazon.co.uk

REVIEW Issue 385, p68

BUSINESS WI-FI NEW ENTRY

DrayTek Vigor 2767ax
Secure Wi-Fi 6 for £192 exc VAT

from broadbandbuyer.com

The Vigor 2767ax is the perfect partner for — L M1t A

small offices seeking a versatile business

router with the best WAN redundancy

features. It delivers a wealth of security measures, the integral Wi-Fi 6 AP offers
secure hotspot services and it all comes at anincredibly low price.

REVIEW Issue 379, p103

Ubiquiti Networks
UniFi U7 Pro XG

This Wi-Fi 7 access pointis furiously
fast, superbly built and great value.
You'llneed to factorin the cost of a
cloud gateway, butit'sworthit asyou
won'tfind abetter wireless
management and monitoring solution
at this price. £158 exc VAT from
broadbandbuyer.com

REVIEW Issue 377,p100

Zyxel NWA30BE

The Zyxel N\WA30BE isideal for small
businesses, pop-up shops and offices
that want on-demand Wi-Fi7 services.
It'sacinch to deploy, delivers
impressive performance and is
perfectly priced for the target market.
And despite the price, there are plenty
of management options £83 exc VAT
fromamazon.co.uk

REVIEW Issue 385, p101




PERSONAL & MICRO-BUSINESS NAS APPLIANCES

TerraMaster F2-425 Plus

Demon-like speed for £400

from amazon.co.uk

Synology DS725+

Excellent performance, Synology's
slick OS and the wide array of apps
make this two-bay appliance a great
choice for power users and micro
businesses alike, especially if you
want the flexibility of expanding

_ tomorebaysinthefuture.

% £400 from amazon.co.uk
REVIEW Issue 379, p85

Whetheryou use its two 3.5in bays or three
NVMe drive slots, this appliance is built for
speed, with chart-topping performance in
almost every area and dual 5GbE network ports.
REVIEW Issue 379, p87

UGreen NASync
DH4300 Plus

This four-bay appliance is terrific value
and easy to use. It's not the quickest,
and Synology NAS appliances beat it
for app choice (there's no Plex or
WordPress), butif your priority is
secure storage thenit's a great choice.
£311from lambda-tek.com

REVIEW Issue 379, p86

SMB NAS APPLIANCES

Ugreen NASync DXP8800 Plus

Ugreen NASync
iDX6011 Pro

Excellent value, this superbly built
NAS delivers a remarkably powerful
hardware specification - including
a16-core Intel Core Ultra 7 255H -
that will appeal to power users and
stands out for its versatile Al features.
Diskless, £1,900 exc VAT from
nas.ugreen.com

REVIEW Issue 381, p102

Dual 10GbE for £1,100 exc VAT

from amazon.co.uk

Short on apps-otherthan core ones for
backup and storage services-but you're
buying anincredible hardware package for
the price. Build quality is exemplary, a Gen12 Intel Core chip speeds it along and you
have pairs of 10GbE ports plus Thunderbolt 4 and more.

REVIEW Issue 380, p101

VIDEOCONFERENCING

Synology RS2825RP +

Teams up a superior hardware
package with a big storage capacity
and delivers it all at a good price.
Synology's drive compatibility policies
are annoying, but it's fast and the DSM
software delivers an unbeatable range
of storage management and data
security features. Diskless, £2,453 exc
VAT from broadbandbuyer.com
REVIEW Issue 380, p100

Owl Labs Meeting
Owl5Pro

Jabra PanaCast U30

All-in-one solution for £591 exc VAT

from best4systems.co.uk about the Owl 4+ and deliversit to
larger organisations that require a
permanent meeting room solution.
Video quality is outstanding, speaker
tracking is fast and smooth, and the
range of dynamic views willimpress.
£1,999 exc VAT from owllabs.co.uk
REVIEW Issue 383, p103

Atop choice for businesses seeking an
affordable all-in-one VC solution for small
spaces, based around a 4K camera and
6-mic array. It's easy to use, offers a powerful

set of Al-driven viewing modes and can be locally and remotely managed.
REVIEW Issue 384, p102

The Owl 5 Pro takes everything we loved

Insta360 Connect

Insta360 makes animpressive entry
into the videoconfencing market, with
the Connect offering a wealth of
features for a competitive price. Dual
cameras deliver greatvideo qualityand
fasttracking, it offers a versatile range
of viewing modes, and the whiteboard
feature adds even more value. £1,666
exc VAT from amazon.co.uk
REVIEW Issue 376, p99

Plustek eScan A450 Pro

Digitising wonder for £938 exc VAT

from midwich.com

Brother ADS-4700W

Anatural choice for businesses that
want a desktop scanner with a good
balance of features, speed and value.
Itincludes an extensive software
bundle, makes light work of walk-up
scan operations and provides great

' cloud support. £340 exc VAT from
printerbase.co.uk

REVIEW Issue 382, p98

SMBs with big scan demands and a desire to
integrate with Microsoft 365 and SharePoint
will like the eScan A450 Pro's great speeds, top
output quality and tight security.

REVIEW Issue 382, p100

UTM APPLIANCES

Ricoh ScanSnap iX2500

Perfect for SMBs and home workers
that want speedy desktop scanningata
great price. The ScanSnap software
and user-friendly touchscreen team up
to make scan operations a breeze, and
Ricoh's smart ScanSnap Cloud service
adds extra levels of versatility. £319 exc
VAT from printerbase.co.uk

REVIEW Issue 382, p101

WatchGuard

Firebox T145-W
Enterprise-class gateway security
measures at an affordable price.
Integrated Wi-Fi 7 services make it
even more versatile, and it's easily
managed from WatchGuard's cloud
portal. Appliance with 3yr Total
Security Suite, £3,152 exc VAT from
broadbandbuyer.com

REVIEW Issue 384, p100

DrayTek Vigor 2928
Smart security router for £242 exc VAT

from broadbandbuyer.com

Stunning features and protection
measures for a great price. WAN
redundancy services and multiple
10GbE ports make it ideal for remote sites
that need secure, always-on internet.
REVIEW Issue 384, p98

Zyxel USG Flex 200H

A powerful yet affordable security
appliance at a great price. The Gold
Security Pack offers an impressive set
of protection measures, and Zyxel's
Smart Sync feature delivers unified
local and cloud management.
Appliance with 1yr Gold Security
licence, £790 exc VAT from
broadbandbuyer.com

REVIEW Issue 384, p101
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SECURITY SUITES

Eset Small Business Security 19

Perfect for smaller firms as it offers an

affordable set of easily managed endpoint

and ransomware protection measures, and it's easy
to deploy. 5 devices, 1year, £138 exc VAT from eset.com

VPNs
Surfshark 0 Surfshark

Blisteringly fast in all our tests, consistently
excellent in our streaming tests and great value at
£1.54 per month if you buy the multi-year deal. 2yrs
3mths, £42 from surfshark.com

REVIEW Issue 380, p103 REVIEW Issue 382, p88

Norton 360 Avast Ultimate Windscribe Proton VPN Free
Deluxe Buy from a third-party Not the cheapest by While Proton’'s VPN Plus
Packs plenty of features | store and you'll get any stretch, but if you is also a great choice,
atlow prices-if youbuy | top levels of antivirus place privacy at the if you're looking for a
from a third-party store. | protection and a top of your priority list freebie then choose

Note the generous 50GB | superb set of features
cloud backup service -including a solid VPN -
that comes with 360 for a great price.

Deluxe. 3 devices, 15
months, £10 from
store.pcpro.co.uk
REVIEW Issue 375, p90

CLOUD FILE-SHARING

Progress ShareFile Premium
SMBs that require secure, seamless file sharing
and collaboration with external clients will love
Progress ShareFile Premium as the smart new
client hub lets them present highly professional
services. £19 exc =

VAT per user per
month billed yearly
from sharefile.com
REVIEW Issue 379, :
p100 : -0 -

10 devices, 2 years,
£30 from store.pcpro.
co.uk

REVIEW Issue 375, p84

Tresorit Engage Business

Atop choice for businesses sharing confidential
data, and the Engage platform adds extra appeal.
Engage Business plan, from £144 exc VAT per
month billed yearly from tresorit.com

REVIEW Issue 379, p101

CLOUD/HYBRID BACKUP

Barracuda Backup 3024

This hybrid backup solution of appliance and cloud
services is a great choice for SMB data protection
as it's easy to deploy, includes unlimited client
support and its high storage potential makes it a
solid long-term investment. Appliance with 3TB

this VPN for its fast
connections (or
alternatively Windscribe
if you need to choose
territories). Free from
protonvpn.com
REVIEW Issue 382, p90

NETWORKMONITORING

Progress WhatsUp Gold Enterprise

Its flexible device-based licensing plans make this
agreat choice for SMBs. It's easy to deploy, good
value and its highly configurable web console
delivers awide range
of network monitoring
services. 50 devices, -
£1,488 exc VAT e 2

per year from = | f
whatsupgold.com = '
REVIEW Issue 378, p101

then this Canadian
service delivers - plus
international streaming
works well and it won't
hike its prices. 1yr, $69
from windscribe.com
REVIEW Issue 382, p89

vy

AdRem NetCrunch Enterprise 15.3
Simple to deploy and manage, the central console
is easy to use, and its smart monitoring packs
present a wealth of valuable information. From
£3,875 exc VAT per year from adremsoft.com
REVIEW Issue 378, p98

REMOTE SUPPORT

LogMeln Resolve Advanced

An Al-powered virtual assistant is the star
player, making light work of mundane support
tasks, while this cloud-hosted solution delivers
tough access security and includes essential
endpoint protection services. From 25 devices,

storage, from £48 exc VAT per  rmewerw——re
£3,096 exc VAT - oo month billed

peryearfrom B | yearly from

barracuda.com S0 | & L +| | logmein.com

REVIEW Issue = ; — REVIEW Issue

383, p98 el 385, p98

IDrive Business 247connect

Geared up to protect on-premises systems and remote
workers, IDrive Business is easy to use and provides
plenty of optional cloud-to-cloud backup services. 5TB,
£78 exc VAT per month (first year) from idrive.com
REVIEW Issue 383, p100

NetSupport shows its experience with 247connect.
Its cloud-hosted solution is easy to use, secure and
comes in a range of price plans. From £180 exc
VAT per operator/year from 247connect.cloud
REVIEW Issue 385, p96

LINUXDISTROS

Ubuntu

Afine choice for Windows switchers

thanks to its familiar design, with regular
six-monthly updates and a Long Term Support
version. Free from ubuntu.com

REVIEW Issue 367, p92
Fedora Linux Mint
Workstation There's a good reason

One of the longest-
established distros, and
with a strong link to Red
Hat Enterprise Linux,
Fedora Workstation
will particularly

appeal to business
migrators. Free from
fedoraproject.org
REVIEW Issue 367, p85

3CX Phone System 20

Ourtop choice for businesses that want total control
over their VoIP services. The variety of plans and flat
licensing fees are very affordable, deployment
options are abundant,
and we love the new
agentic Al features.
Hosted Enterprise/Al,
16SC, £1,155 exc VAT per
yearfrom 3cx.com
REVIEW Issue 381,p98

this is a popular

choice for Windows 10
refugees, including a
familiar “Start menu”,
and it's easy to give it a
trial before committing.
But consider Zorin

0S, too. Free from
linuxmint.com
REVIEW Issue 367, p86

TelephoneSystems.Cloud

An affordable VoIP service with no hidden costs or
lengthy contracts. It's easy to manage and offers a
wealth of call-handling features. From £11 exc VAT
per user per month from telephonesystems.cloud
REVIEW Issue 381,p100

ENDPOINT PROTECTION

WithSecure Elements

Endpoint Security

Animpressive range of protection measures all
managed from a single web portal. Platform support
is excellent, the modular design makes it simple to
customise, andit’s priced right for SMBs. 100-499
workstations, £37

exc VAT each S
peryearfrom o O _
withsecure.com ; deds, S
REVIEWIssue .
375, p101

Sophos Central Intercept X Advanced

Impressive endpoint protection measures and security
features, and it's all easily managed from one of the
best cloud portals on the market. 50-99 users, £52.88
exc VAT each per year from broadbandbuyer.com
REVIEW Issue 375, p99
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A Substack
named Mobius

The days of having a simple website for one’s digital creations have long
gone, with Dick now opting for a backup-unfriendly Mobius strip approach

this column, but today I'm

performing one, because as |
typed the above headline a flash of
memory prompted me to do a search.
Sure enough, 15 years ago  made
reference to a 1950 sci-fi short story
called “A Subway Named Mobius”.
Its author, AJ Deutsch, imagined a
future New York subway system
where adding an extra line drove the
connectivity past some critical point,
after which trains and passengers
start disappearing into another
dimension. I mentioned this as an
allegory, because I’d just built my
own website and added links from it
to Flickr, Facebook and a couple of
other social media sites, and was
feeling a bit bewildered. At that time
the comparison felt like a comical
exaggeration, but today it feels
almost realistic.

I'still have my Google website
(because it’s still free), although after
deliberately keeping it looking very
spartan for many years [ recently
revamped it with pictures and
coloursin an attempt to make ita
little more modern. I still have my
Flickr account too, now with 2,000+
photos, and I still socialise on
Facebook every day. I've even
overcome my revulsion and started
posting pics on Instagram. But the
biggest change of all is my move to
Substack. The incessant silting-up of
my Facebook feed with ads and Al
slop has caused many friends to
leave, and meanwhile Substack has
become a more attractive place for
my political commentary, as [
explained to readers of my blog
“Caustic Comments”.

I try to avoid reminiscences in

k& Whether to regard all my
creative efforts as scattered or

asdistributedislargelya
subjective matteryy

“I’ve copied most of my online
work to Substack,” I wrote. “The
Substack platform may have plenty
of faults and foibles, but like it or not,
over the past two years it’s exploded
as the online place for political
comment. [t’s taking the place once
occupied by Twitter, which -
renamed as X - has become a
horror-show mouthpiece for Elon
Musk. In fact, Musk is the main
reason for Substack’s own explosive
growth, thanks to a mass migration
of US academics and commentators
displaced by his 2025 DOGE
shenanigans. An attraction for such
digital refugees is that Substack
provides the means to get paid for
podcasts and essays, though I’ll not
be charging for my own stuff.

“I’ve also established a presence
on Bluesky, which was explicitly
founded as a progressive replacement
for Twitter - however, it lacks the big
guns and tends toward being
inundated by cats and anime.”

he problem is that Substack’s
I bizarre user interface is

contradictory. It can appear
either as a doom-scrolling stream like
Facebook or X, or alternatively as a
website with a custom layout that
you can make resemble a magazine or
anewspaper page with stories and
pictures. I prefer the latter as it lets
me choose the most popular pieces
from my blog, my book reviews and
even lectures I've given, and display
them on one screen.

Ialso include a link back to my old
website, which completes the Mobius
strip. My old site has become a hub
for all my content, though much of
it’s also accessible,
some even stored, on
Substack too. I have
content on at least
nine separate
platforms - Flickr,
Facebook, Bluesky,

Dick Pountainis
editorial fellow

of PCPro.He

does often feel as
though he’s entered
another dimension,
but that’s just from
watching the news.

Find him on Bluesky
at @dick-pountain

k& Good luck to young folk who buy

Lambos thanks to TikTok channels, but
the thought of having to make avideo a
day strikes me as cruel punishment ¥y

Substack, Blogger, YouTube,
Bandcamp, Soundcloud and
Instagram - and probably several
others I’ve forgotten.

ometimes I think about this
s and panic over the question of

backups, but at other times |
feel fine about it. Were Google,
Facebook or Substack to join the
ranks of the enshittificators and start
charging, or even go bust and
disappear, it feels almost comforting
to have so many baskets for my eggs.
I do take full offline backups of my
Google content (including Gmail)
using the Google Takeout facility,
which contain links to all of the other
sites and could, with some effort, be
moved to another host. The picture
and music content is all still held
locally on my hard drives, too. The
loss of my Facebook history would be
irritating but hardly fatal. So,
whether to regard all my creative
efforts as scattered or as distributed
is largely a subjective matter.

The downside is that such a

“distributed” oeuvre is hard to
make other people aware of. 1
disregard kind offers by the various
platforms to raise my visibility by
paying for ads. In fact I pay for as
little of my online activity as
possible - It would be too strong to
say I treat online activity as a hobby,
but neither do I seeitasaliving.
Good luck to young folk who buy
Lambos thanks to TikTok channels,
but the thought of having to make a
video a day strikes me as cruel and
unusual punishment.
# dickpountain.substack.com
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Alneedsto
learnhow

factswork

Al overviews confuse consensus with facts and it's only going to get worse,

but in good news... no, there is no good news

ere’s an aphorism that’s often
H told in journalism classrooms:

“If someone says it’s raining,
and another says it’s not, your job
isn’t to quote them both, but to look
out of the window and find out what’s
true.” Perhaps this story should also
do the rounds in computer science
classrooms, because Al developers
need to hear it.

Large language models work by
generating answers based on patterns.
That means oft repeated information is
deemed most worthy. That’s contrary
to how Google search worked, for a
long time at least, with an attempt to
give high-quality sources precedence.
When Google added Al summaries to
results, meaning users no longer had
to click through for data, most of that
information came from Wikipedia,
which is a decent enough source as far
asthe internet goes.

We humans do this sort of thing
naturally. If you want to know when a
restaurant is open, you could trust the
information pulled in by Google Maps,
butif you wanted to be sure, you’d
check the website directly - or even

&& This story should do the

rounds in computer science

classrooms, because Al

desperate to sit, I trusted that answer
rather than clicking through to the
source page. You can see where this is
going. Because of an LLM, I marched a
four-year-old across Terminal 4 to
gate 1A, which we found to be utterly
devoid of children’s entertainment.

SoIwentdirectly to the source:
Heathrow’s own website. That terribly
made website requires opening up a
fiddly map to see the play-place
location, which is actually near gates
15 and 16. This was on the other side of
the terminal from where I’d taken us,
because of course it was.

This happened because gate 1A
was the former location, which
meant there were oodles of blogs
and social media posts and other
digital content sharing that fact.
Years upon years of material, all
claiming gate 1A was the hallowed
location of free child entertainment.
But all that data was now out of date.

Al Overviews doesn’t seem to
consider the date of information; if all
the posts after a certain date give a
different location, it stands to reason
that something has changed.
Instead, it saw that 1A is the
consensus online.

This problem isn’t restricted
to Heathrow. On our return, I
attempted to find out what at

developersneedtohearit¥¥ vearastmightappeal to

better, pick up the phone and ask. We
inherently understand sources, and
front of house staff count as experts.

This all came to a head for me in
the worst place possible: an airport.
While juggling multiple small pieces of
wheeled luggage and entertaining a
small child, I searched online for the
location of the indoor playground in
the terminal of Heathrow we were
stumbling through.

Google’s Al Overviews returned a
confident answer, and because I was
balancing so many objects and

children. The Stratford location
of the museum only opened in April,
and my search was a few months later.
Al Overviews repeatedly told me I was
looking for the Young V&A - I wasn’t,
I've been there, stop gaslighting me -
or V&A Storehouse, which is nearby to
V&A East. An argument ensued and
I’'m not proud of my language.

This is made all the worse by
Google cramming Al into as many
aspects of search as possible.
Somehow, Google needs to teach its Al
how to metaphorically look out of the
window to see if it’s raining.

Nicole Kobieis PC
Pro’s Futures editor.
Ifher transcripts
with these bots ever
leak, it willbe very
embarrassing with
regards to her temper
and use of profanity.
3 @njkobie

And this is about to get a whole lot
harder, for Al developers, search
providers, and us humans. One story
doing the rounds at the moment
concerns Timemagazine running ads
on its website that aren’t meant for
people’s eyes but for machines: the

| marketing material is optimised to

&& Rather than attempting to extract
data from Heathrow’s map, ChatGPT
was giving me information from the
Swedish version of the website ¥y

produce positive Al chat results via this
hidden content. That means ChatGPT,
Al Overviews and the rest could surface
an answer that has been unduly
influenced, while clicking through to
the site won’t reveal the real source of
the information. It’s like SEO, but for Al

This isalready happening, in an
odd little way. My husband was
looking for information about a
sushirestaurant and kept being given
data that didn’t match the website;
that’s because the bot was reading the
Danish website. Because it can do that,
effortlessly. The same happened to me
while researching this column, seeing
ifother Al systems would be tripped
up in the same way as Google’s search
summaries (spoiler: yes). I asked
ChatGPT to look directly on the official
website, ignoring all others, and it
kept telling me that Heathrow said it
was gate 1A. After accusing it of lying, |
told it to quote the text from the page.
Finally, it became clear: rather
than attempting to extract data from
Heathrow’s difficult-to-read map,
ChatGPT was giving me information
from the Swedish version of the
website, which hadn’t yet been
updated with the new gate. We need
Al to “look out of the window” for real
facts, but here - not in the Nordics.
@ work@nicolekobie.com
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Annoyed

about

Android

Barry Collinsis
notavailable for
Android phone
repairs. Donot
email himatbarry@
mediabc.co.uk.

¥ @bazzacollins

The user experience of low-end Android phones is dismal, and it's nothing

to do with the hardware: this is all due to Google, Samsung and Meta

The phone rings. It’s my
partner’s mother. This isa bad
sign. Gail doesn’t ring me for a
chat, she’s got a perfectly good
daughter for that; she rings me
because something’s gone belly-up
with a piece of technology.

“Hello, hello, can you hear me?”

“Yes, I can hear you, Clem
Fandango.” (Note to self: don’t try
Toast of London one-liners on
octogenarians. They don’t get it, no
matter how much it amuses oneself.)

Once we get over the Clem
Fandango nonsense, it emerges the
reason Gail’s not certain the phone’s
connected is because her screen is full
of pop-up messages warning her the
handset is riddled with viruses and
other such nonsense. When I finally
get my hands on the thing, it reminds
me of the scene in The IT Crowd
where Jen asks Roy to install a
browser on her laptop and he
discovers a desktop full of banners,
pop-ups and widgets, and tells her:
“It’sinfected - if this were a human
being I’d shoot it in the face.”

After roughly a fortnight, I manage
to close down enough windows to
find the Settings screen and look at
the list of installed apps. It seems
Gail’s turned into a hardcore gamer,
because she’s got more games than
Hamleys installed on this thing.
Except she’s never heard of most of
them. She’s downloaded one Solitaire
app from the Play Store to while away
a few minutes, one of those “free”
games that are interrupted with
“DOWNLOAD NOW?” ads every six
seconds. She’s clearly clicked on one
of those and now her Samsung A14 is
the silicon apocalypse.

k& She’s clearly clicked on
one of those ads and now
her Samsung A14 is the
siliconapocalypse ¥y

Iuninstall about 20 offending
apps, but there are a couple that
refuse to budge. Given there’s no way
of knowing what these apps are up to
in the background and that Gail relies
on the phone for online banking, we
decide the safest thing to do is buy
her anew phone, tell her to never
download anything again ever, and
set about the A14 with a blow torch.

Just as I’'m about to finish my
eighth cup of tea and leave Gail with
her new phone, she says: “Christine
wondered if you could pop in and look
at her phone? It’s not working
properly.” Give. Me. Strength.

hristine too has a Samsung
CAsomething that (we

subsequently discover) she’s
been paying EE £35 a month for the
past God knows how many years,
making it more expensive than a
BMW 5 Series. Christine’s phone
hasn’t succumbed to the pop-up
pandemic, but it is running out of
storage: 98% full, according to the
settings. Of the 32GB of storage the
phone has available, about 18GB of it
is helpfully labelled as “other”.

Dr Google suggests this might be
cached data that can be flushed by
holding the power and volume up
buttons, chanting the name of every
Blankety Blank presenter and
downing a pint of goat’s milk, but no
joy: the cache partition refuses to wipe.

Never mind, because I can see the
Facebook app is swallowing almost
4GB(!) of data by itself. If I flush that
out, it should free enough storage to
make the phone semi-responsive
again. In the Settings app I press
“clear app data” and... nothing

happens. OK. So having first
checked Christine still has her
Facebook password (of course
she does, it’s the same as all her
other passwords), I try to delete
and reinstall the app. Except [
can’t delete it either. Because it’s

k& These phones are being drop-kicked
into obsolescence because the big tech
firms are too lazy, or too greedy, to
deal with their obvious problems 99

| one ofthe apps that comes bundled
with the phone. Doubtless courtesy of
aslice of wedge from Meta, users can’t
remove it. Facebook and its ever-
expanding pile of crud are stuck on
this phone, short of resetting the
entire handset to factory settings.

How the John F Kennedy is

this allowed to happen? Why does
Android make it so easy for malware
writers to hijack people’s phones,
especially when they’ve only
downloaded apps that came from the
supposedly vetted Play Store? Why
can’t Facebook control the ridiculous
bloat of its own app? Why is Samsung
preventing users from deleting
apps that shipped with its handset?
All three of these massive tech
companies should be embarrassed.

ut then, what’s the alternative?
BThe people most likely to buy
these low-end Android

handsets are those on low incomes or
the elderly. Many can’t afford an
iPhone, so they’re stuck with the
same dismal user experience,
because ifit’s not Apple it’s Android.
The market’s sewn up.

Even though they were old phones,
there was nothing wrong with Gail’s
or Christine’s handsets per se. They
come from a generation where you
don’t upgrade your phone just
because there’s a new one out, you
replace it when it needs replacing.
These phones are being drop-kicked
into obsolescence because the big
tech firms are too lazy, or too greedy,
to deal with their glaringly obvious
problems. A pox on them all.

| @ barry@mediabc.co.uk
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Readers’comments

Your views and feedback from email and the web

Cover models

Ienjoyed the Retro column with

its jaunt around the covermounts
of yesteryear (see issue 384, p123).
I'was also reminded that in the

past, when things were different,
young ladies were permitted to
grace the covers of computer mags,
usually clutching some bit of PC kit.
Ithink thisis a tradition that should
be revived, perhaps by your august
columnists posing fetchingly on
future covers of PC Pro. I’'m sure that
would drive circulation!

Steve McClue

Notsogenius Apple
Ijust read Barry’s splendid article on
Apple repairs (see issue 384, p22).

The PC entertainment magazl

Forma’jjpey

e

and Fuijitsu. Or the current disaster that is
civil service pensions. We need an
entirely different platform for this,
which is under your control. I wrote
about it many years ago in PC Pro, but
maybe it's time to bang that drum again?

Monitors onlife support

I have now discovered I am one of
the 30% of PC Proreaders who has
three monitors (see issue 384, p25).
Hanging off a monitor stand [ have
three monitors in landscape mode
attached to a couple of laptops that I
disconnect and reconnect on the fly.
Two are 29in widescreens and one is a
27in widescreen. Two of them are
connected to the work laptop, and the
other screen is for personal use.

Apple Norwich quoted me around ABOVE Timeto p130) and question whether having an Onreading the monitors group test
£9oo0 toreplace astandard SSD in my upgrade the PCPro online portal for age verification (seeissue 384, p72) I noticed screen
partner’s four-year-old iMac. I got a cover with one of our would actually require much extra resolutions don’t seem to have

quote for a third of that from a local glamorous writers? work for the government.  have changed and my current monitors do

independent Apple-qualified
technician, so no guessing which
option I chose. Apple twice said the
£4,500 iMac was too old now and I
should look at buying a replacement.
I'made a complaint to Trading
Standards, who said that as no sale
had taken place there was nothing
they could do. Something needs to
stop this corporate machine before it
runs completely out of control.
David Carter

Age verification

Iread with interest Jon Honeyball’s
article “Kids need protection from the
worst of the internet” (see issue 383,

online access to my Lasting Power of
Attorneys and can give organisations
access torelevant details when
registering those LPAs with them.
Each access code is unique to the
organisation and expires after a set
period of time.

Could this type of system not be
adapted to deal with age verification?
Deborah Sumby

Contributing editor Jon Honeyball replies:
The problem is that governments are
terrible at doing IT because they're
usually without a clue and hand it over to
organisations who are equally clueless,
but driven by profit. See the Post Office

the job even though they’re quite old!
Should I upgrade my monitors or do I
ditch them for a 34in curved-screen
monster that will display both laptops
and investin a KVM soI can switch
between connected devices?
PhilNewman

Editor-in-chief Tim Danton replies: If
you're happy with your monitors’ quality
then I see no need to change (although
you might want to see how much power
they're consuming). But when one fails,
it's definitely worth considering a 34in
widescreen as a simple replacement - just
make sure it supports picture-by-picture
modes as you may find this useful.

you to those companies’ policies. Even I
don’t propose to wade through that much
smelly stuff. But at least Thirdfort makes
this relatively clear; Infotrack seemed more
opaque but clearly still proposed to “share”
my data, almost certainly with the US.

The solicitors were unable to explain
what they would need and how they would
process the data. For them, these appear to
be “closed box” solutions that just say yes or
no. There are people complaining online of
problems with these services and the
solicitors will do nothing other than point
them back at the service (which of course
has no actual customer service people).

The service providers say they delete
your data, but what about all those trusted
third parties and data outside the UK?

Adam Brockleshy

Contributing editor and lawyer Olivia Whitcroft
replies*: It's a good example of where two
different laws are at apparent loggerheads -
requirements to identify individuals (to prevent
crime) battling with requirements not to
overuse personal data (to protect privacy).
Third-party specialists can help law firms get
the balance right, but wading through layers of
privacy notices with long lists of “trusted third
parties” is not comforting. Rights under data
protection law allow individuals to seek clarity
on specific recipients and retention periods, and
to raise concerns about the handling of their
data. If your contact doesn’t have the answer,
one option is to speak with the data protection
lead, and, if you have given them your data, to
make a formal request for information.

Starletter

My son is buying a flat. As we will be helping
him with the deposit, we have to jump
through Anti Money Laundering and Know
Your Customer hoops. Fair enough. Except
the solicitors all use the same services to
achieve this, either Thirdfort or Infotrack.

A quick investigation reveals a privacy
nightmare, sharing some of the most
sensitive information [ possess - passports,
driving licence, bank account details and so
on. Thirdfort has a long list of “trusted third
parties”, including Al, potentially outside
the UK and EU, that they may share your
data with (tinyurl.com/38sthirdfort).

If you want to know how these “trusted”
parties use your data, the solicitors refer

This month’s star letter writer wins a Cherry Xtrfy K5 Pro TMR Compact, worth €150.
For your chance to win, getin touch by emailing letters@pcpro.co.uk.

*Please note this is commentary and not legal advice
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Searchgone AWOL

Ilistened with interest to Jon
Honeyball’s assessment of the future
of Windows search in episode 799 of
the PC Pro Podcast. While [ don’t
disagree with what he said, I feel
he missed an important point:
Windows’ search functionality has
been laughable for over 20 years.
Before getting involved in any of
the deep complications that Jon
mentions, Windows search could just
do a better job at finding documents
and applications stored locally. The
current search offering in Windows is
behind what Apple was doing two
decades ago.
Gavin Hall

Cray crybaby

It was hard to read your retrospective
of the Cray-1supercomputer (see
issue 383, p123). A few years ago I set
up my own computer museum in my
home office. I’ve got the original IBM
PC 5150, the very first Apple
Macintosh and tons of handhelds
from Psion and other companies.

At that time, somebody offered me
aCray-1, butl had toturnitdownasl
had nowhere to putit. It’s one of my
biggest regrets to this day.

Mike Halsey

Android for the win

Ienjoyed the “How cheap is too
cheap?” feature (see issue 383, p36),
but noted you specifically asked for
feedback on Android tablets, so happy
to oblige! I've used Android tablets for
quite a few years, and now own a
OnePlus Pad.  mainly use them for
content consumption (YouTube, Plex,
BBCiPlayer) as well as reading
(PressReader, Kobo) and some web
browsing and email. I’'ve never had
issues with any of these scenarios. I
find Android works well and the
battery life on the OnePlus Pad is
superb. My uses of a tablet may be
fairly mundane but I've certainly not
come across any major app issues.
Alan J Robertson

Alpineerror

Although not a computer expert [ have
enjoyed reading your magazine for
many years. My expertise is skiing,
and note that Steve Cassidy’s article
referencing high-altitude clients (see
issue 384, p120) shows a picture of the
Dolomites near Val Gardena, Italy, not
part of the Swiss Alps, which have
equally spectacular mountains.

Chris Knowles

Readers’ poll
‘Helpyv W|th | Writing.... '

'Summarise documents/emalfs

IJICZJI'J

Research topics -.

120 F R 02 5480 Bef ik $

Viewpoints X

Which of these tasks doyou
currently delegate to AI"

o139

4.6 5 N ¢

..15%

kyn-g-n-s’k; o b

\ ‘1don'tdelegate anythmg to AI 35%
1 Coding/PowerShell scrlpts i 38K

It turns out that we would need a huge list of
topics to properly summarise how people use
Al as our readers have clearly embraced it
for their individual needs. “My recent uses
include getting Al to write code to tell me
when portable air conditioners are in stock
(answer: wait until the new year) and helping
me debug why my CCTV monitor doesn't display
camera live views (basically saving me from
RTFM),” wrote Ian Powell, for example.

“I use Claude to access Strava and data
analysis of my efforts,” wrote Mike Gannon.
“Now if there was an (easy) way to access
my Garmin data through AI I would be a very
happy bunny. The Al in both platforms is lousy
and Claude is filling the gap.”

Mike isn’t the only one using Anthropic’s
Al “Claude for writing code to get round

&&Blogging, cos I can't write for
toffee! 77 Kevin Price

&4 That's easy. Exactly NONE! 79
Eddie A Mihalow

&& All of the above. 77
Rob Lighthody

k&1 use Copilot to create posters
to advertise events at work. ¥¥
Michael Ogleshy

&k Search tool on steroids. 77
@rediffusion on Discord

SUBSCRIBE

numerous WordPress website funnies and
requirements that don't necessitate a
full-blown plugin,” wrote Mark Robson.
“ChatGPT for first drafting of blogs and articles
to generate ideas and flow... of course article
references need validating and checking, but
saves major time doing the grunt work!”

Many people responded that they didn't use
Al atall, including Tanya Taylor. “I don’t
delegate anything to AL It's a long way off
being trustworthy, and the environmental
cost is way too high to use it for frivolity.”

But to finish, we love John Hind’s take. “I use
Al to summarise verbose reports to bullet
points so I have time to read them. The reports,
of course, were created by Al padding out
somebody'’s bullet points! So Al in effect is just
inverse data compression!”

k& Recording patient telephone
consultations and coding
hospital correspondence. ¥
Peter Jones

Jointhedebate

Join the growing PC Pro
community on Facebook at
facebook.com/pcpro

Join the Discord crowd for
discussions and more at
pcpro.link/discord

Emailus atletters@
pcpro.co.uk

To subscribe to PC Pro, please turn to p108 for our latest offer.
Visit www.mymagazine.co.uk/FAQ to view frequently asked

questions or log in at www.mymagazine.co.uk.
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CLAUDE AND CHATGPT HAVE FOCUSED THEIR Al
ONGETTING REAL WORK DONE. BARRY GOLLINS
REVEALS HOW TO MAKE ITHAPPEN SAFELY

here’s ahuge change afoot in the Al world. Major apps such as ChatGPT

and Claude are focusing less on being know-it-all chatbots, still prone to

blurting out factual errors and outdated info, and more on undertaking

tasks on your behalf.

The Al apps have been completely remodelled to focus on “work”.

What's more, they want to work directly with the files you've got stored

onyour computer: reading, manipulating and even creatingfiles directly
onyour computer’s storage. You tell the Al which files and folders you're happy
toletit work with, what you want it to do with them, and watch (with slight
trepidation) as itbeavers away on your machine.

This so-called agentic Al can control your computer in other ways, too. For
example, it can workin your web browser where it will fill out forms, perform
research or complete tasks in web services onyour behalf.

The Al services are becoming genuinely useful for everyday work, but it can
be difficult to discern precisely what these Al agents are capable of and how they
can save time on laborious tasks. This feature will give you real-world examples
of how ChatGPT Work and Claude Cowork can be put to good use, how to deploy
those agents safely, and how they can make a big difference toyour dailygrind. >




HOWTOPUTTHEAPPSIN
“WORK™MODE

Both the ChatGPT and Claude apps
have seen big changes in recent
months that put their “work”
features front and centre.

ChatGPT used to have two
separate desktops apps - the main
ChatGPT app and Codex, where most
of the work-like tasks were done
- but they’ve since been merged into
asingle product. Now, when you
open the newly combined ChatGPT
desktop app, it has two modes:
ChatGPT Work and Codex. Codex
focuses on coding jobs, whereas
ChatGPT Work can handle more of
the agentic tasks, such as working
with files stored on your computer.
Everyday chats (for example, “Who is
the CEO of Apple?”) have been
relegated to a link in the sidebar.

The distinction is cleaner in the
Claude desktop app. It opens with a
new prompt window, within which
you can select either Chat or Cowork.
Think of those two options as I want to
know something (Chat) or I need to
get something done (Cowork). Code is
handled separately, in a different tab.

Asyou’ll see from our box on
security (see p33), we think it would
be an act of utter folly to give the Al
apps carte blanche to access and edit

+

B Choose project

Work

Chat

What should we work on?

220583 Plugins
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BELOW Claude lets
youselect Chator
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prompt window

ABOVE ChatGPT's
opening screen
now combines the
mainapp and the
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any folders on your computer. Your
first step should be to point the app at
whatever folder on your computer
you want it to start working with.

In the ChatGPT app, click the
“Choose project” link above the
prompt window. Then select “New
project” and point ChatGPT at the
folder containing the files you're
happy for it to work with.

It’s a similar process in Claude.
Click the “Project or Folder” link
beneath the prompt window, select
“Choose a (different) folder” and
select the folder you wish to work
with. Claude also has granular
permission controls for each job,
so alongside that folder selector
you’ll see a dropdown menu that
lets you select from three different
permission levels: manually approve,
automatically approve or skip all
approvals. While you’re starting out,

Y FOLDERSONYOURCOM

—~y

RIGHT Renaming
imagefilesina
folderis asimple
task for Al

How can I help you today?

+ Chat Cowork

& Write

7 Learn

</> Code

7 Life stuff

% Hey there

Sonnet 5 Medium ~ 9

) Claude's choice

||l|||

the safest mode is manually approve,
where Claude will seek permission
every time it does something. When
you’ve built up more trust you can
move to automatically approve,
where it seeks permission if it’s
doing something risky (such as
writing to files).

Finally, before we get cracking
with examples, you might want to
consider only working on copies of
files in a specific folder dedicated to Al
jobs, rather than letting the Al loose
on your work files. This way, if
something goes wrong, the Al
accidentally deletes or overwrites
files, or screws up in any way, you’ve
still got the original set of files intact.

ORGANISE FOLDERS

Let’s start with a reasonably basic
job for these tools: organising files
and folders.
On our computer, we’ve gota
folder of images and screenshots that
have meaningless filenames such as
SCR-2045405-memd.png, which
makes them both difficult to search
and to see what they contain when
viewed as a file list. We’re going to get
ChatGPT Work to make the filenames
more useful. We point the Al at the
relevant folder and prompt it with:

Rename the images in this folder to
reflect their contents

-

Sereans and images
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It takes ChatGPT 2mins 15secs to
rename a folder of 13 images, to give

organised a messy

The jobs that the agents do when
working on your computer can often
take ten minutes or more to complete.
What if you need to leave your desk
before the job’s complete? Nota
problem, you can use the smartphone
apps to control your agents and
monitor their work remotely.

InClaude, this feature s called
Dispatch and has to be switched onin
both the mobile and desktop app
settings. Onceitis, if you click on the
Cowork link inthe left-hand menu you'll
seealist of recent jobs you've run. You
can click onthose to read the latest
update from the Al onajob orissue new
commands. For example, in the mobile
app, we ask Claude to update the

REMOTE-GONTROL YOUR AGENTS

Canyou research socio-demographic
data for the five different property
areas in the original document and add
that to the file?

Claude does the research (requiring us
to give permission for it to access lots
of websites while doing so) and then
updates the report-stored on our
computer, don't forget-whenit's
finished. We can either read the report
from our phone or wait until we’re back
atourdesk.

ChatGPT has a similar feature,
called Remote. You'll need to activate
this in settings, and you canevenlet
ChatGPT remotely control any apps on
your computer, although we’d strongly

you a sense of how long this process folder of various
might take. It creates a “contact filesinseconds
sheet” of all the images, “so [ can
identify them accurately before
changing names”, ChatGPT’s ]
thinking states, and then works The five property
through them one by one, zooming
into text-heavy screenshots so it can
label them more accurately.

property report we created earlier: advise against this (see “Secure your
agents” onp33).
| As we explainonp32,
catchment and socio-demographics o when ChatGPT produced a
fferent catchments. The headline com parison: Mailchimp newsletter for
us, it saved that newsletter
indraftand awaited
permissionfromustosend.
From our phone, we could

e sit in three very di
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Previously, we’ve used this
technique to rename photos of
runners in a marathon. We had a
folder containing pictures of runners
wearing race numbers, and that
folder also included a list of the
runners and their numbers. We asked
ChatGPT to scan each photo, match
the runner’s number to their name on Weset
the list, and rename the files with the | Claude towork
runner’s name. It did so perfectly.
You could do likewise with car task using the
registration plates, for example. mobile app

ask ChatGPTtodoit.
Note that for both
he three: a median age of 38, more than these remote apps to
ely renting (the highest share work, your PC/Mac
the v, Srowet will need to be left on.
The apps can't wake a
computer fromsleep.
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Can you organise the files in this

folder into relevant folders (such as images folder, for instance. This is all
remotely on this images, documents etc) to make it laid out in instructions that we have

pictures will be shuffled into the

easier to navigate? Don’t touch
existing folders within Temp bin.

an opportunity to edit before we
approve them and create the

Elsewhere, we’ve got a folder
on our computer desktop called
“Temp bin”, which is used to store
images, documents and other files
that we might need to refer back to.
(It’s basically a way of keeping the
desktop clean of icons!) We want
Claude to organise that messy
folder of dozens of files into neater
sub-folders, so we prompt Claude
Cowork with:
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Within a minute, it had reorganised
the folder, creating sub-folders for
images, documents and spreadsheets.
Itleft any existing folders
untouched, as requested.

Of course, this is a one-off action.
Any new files added to that folder
will remain unfiled, but we can
create a scheduled task so that the
Al tidies up our Temp bin every day
or week, for example:

Can you create a scheduled task
to run this process every Monday
at 8.3oam?

That’s created, with the same
stipulation that files already in
folders aren’t touched, but that new

scheduled task. It will run at that
time every Monday morning,
provided the laptop is switched on.

WORKAGROSS MULTIPLE
FILESINAFOLDER

The example we’re going to show you
here is how we used Claude Cowork
to help us with our recent “The best
50 apps ever” feature (see issue 384,
p26). Of course, unless you're
planning to set up a rival magazine
(we don’t advise it), you’re never
going to use Al for precisely this
purpose. Butit’sareally good
example of the ways in which you can
use Cowork/Claude Work to generate
files on your computer and work with
multiple different files in a folder.
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As we have a lot of equal rankings, where an app
an app with the same score, can you rank that more hight

had more number 1votes than
y? First fix the results

spreadsheet and tell me how many apps are affected.

Ran a command

The results spreadsheet is fixed.
place votes ranks higher).

Ties are now broken by number of No.l votes (more first-

11 apps were affected, across five score-tied groups:

1S
| RE

AP

ETINTHE SAME W

Total these scores in a
separate sheet in the

Score 91: Doom (4 No.1s) now 7th, WhatsApp (2) drops to 8th
Score 46: LibreOffice (2) now 14th, Audacity (0) drops to 15th
Seore 37; BitTorrent (1) now 17th, Shazam (0) drops to 18th

Score 25: Duolingo (2) now 25th, DaVinci Resolve (0) drops to 26th

same workbook.

Claude did as it was asked,

« Score 23: WordStar (1) now

S0 six apps moved down a place (WhatsApp, Auda
Utilities, WordPerfect). One genuine tie remains —
same score and the same No.1 votes (zero), so they'res
(e.g. 3CX/Notion at 49) also had identical

Wwant me to update the ranked

¥7th, Norton Utilities & WordPerfect (both 0) stay joint 28th

city, Shazam, DaVincl Resolve, Norton
Norton Utilities and WordPerfect have the
till joint 28th. The other tied groups
No.1 counts and remain joint.

Word document to match?

You may recall that this feature
required a dollop of reader
interaction. We ran a live podcast
involving readers in which we
narrowed down our 100+ apps

ABOVE Claude
anticipated our
next move whenwe
askedittorate the
top 50 apps

diligently calculating the
final scores for each app
and putting the
leaderboard in a separate
sheet in the same
workbook. We manually
checked a sample of the
calculations to make sure

Claude hadn’t screwed up the maths,
but all was fine. Previously, we’d
probably have spent ten minutes
writing Excel formulae to do those
calculations; now we could get the

longlist to the final 50, and then we
asked readers to vote for their
favourite apps in that top 50 to
decide the final order.

The reader poll was created using
Google Forms, the results from which
were squirted into a Google Sheet.
We exported that sheet and saved it
locally in a folder containing other
files related to the feature, such asa
list of the top 50 apps and the copy for
the feature (which was all written by
humans, for the avoidance of doubt).

First, we wanted Claude to help
us calculate the order of the top 50,
so in Cowork we pointed it at the
folder and asked:

In this folder, you’ll find a
spreadsheet that contains all the
votes for PC Pro’s top 50 apps of all
time poll. Participants were allowed
to rank up to ten apps, in order of
preference. Can you total up the c
scores for each app,
awarding 10 points for the
app that was a person’s
first preference,
down to 1 point for
a tenth preference.

jobdoneina fraction of the time.
There was a slight issue, though.
Two of the apps didn’t get any votes
atall, and so they didn’t appear on
the leaderboard. We could manually
go through and find them (and it
probably wouldn’t have taken much
longer), but here was a chance for
Claude to show how it can work
across multiple files in a folder:

In the folder you’ll see a file called
‘top 50 apps alphabetical’. Find the
two apps that didn’t get any votes
and add them to the bottom of the
results sheet in joint 49th place.

Claude located the two missing apps
and added them to the leaderboard
spreadsheet in less than ten seconds.
Before the results were in, we’d
largely written the mini-profiles

of the 50 different apps for the
feature, but the apps now needed
tobe putin the correct order.
Previously, that would have been
atedious cut-and-paste job, now it
was made much simpler.

In that folder, you should see a Word
doc called ‘384 Features Best 50
apps’. That is all the copy for the
feature, but it’s in alphabetical
order by the name of the app.
ITwant you to take the rankings
in the spreadsheet created above
and put the copy in order of
ranking. So Excel should be first,
Word second etc. Ahead of each
app'’s title, [ want you to put its
position in the chart, ie, (1. Excel).

Cowork fixed the copy in less than a
minute, wiping a tedious, time-
consuming job off our to-do list.
Once we started checking over the
copy to make sure Claude hadn’t
bodged the job, we noticed that we
had alot of apps that were tied on
the same scores, which didn’t make
for a very satisfactory chart, so we
asked the Al:

As we have a lot of equal rankings,
where an app had more number 1
votes than an app with the same
score, can you rank that more
highly? First fix the results
spreadsheet and tell me how
many apps are affected.

It’s always good practice with Al to
getitdojobsa piece at a time. So here
we told the Al to fix the results
spreadsheet first, so we could check
that over before it fixed the copy. But
Claude Cowork anticipated our next
move. “Want me to update the
ranked Word document to match?”

it asked after it had corrected the
spreadsheets. Once we’d checked
nothing had gone wonky, a quick
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RETAIL PROPERTY COMPARISON

Prepared for Barry EEIIins | 21 July 2026

Five freehold high street opportunities in Sussex

rating lists (see the business rates section).

This report compares five freehold retail properties currently on the market, based on the agents’

government guidance on business rates and energy-efficiency rules. All figures should be verified
before any offer — in particular, three of the brochures quote rateable values from superseded

At a glance
Property Guide Retail Income [ ERV Gross Rateable value & est. EPC
price area (pa) yield rates 2026/27*
132 Ditchling £85,000 328sgft  Notstated (sold n/k RV £3,650 (2026 list) B (48)
Road subject to Nil with SBRR; ~£1,395
Brighton BN1 45G existing leases) without
135 Elm Grove £160,000 487sqft  £10,000 (let to 6.3% RV £4,650 (2023 list) E(111)
Brighton BN2 3ES office occupier) Nil with SBRR
22 Cliffe High £375,000 680sqft  £20,000 (let to 5.3% RV £20,250 (2023 list) C(58)
Street Oxfam) now ~£7,700 at RHL multiplier
Lewes BN7 2AH ERV £30,000 B.0%at  (noSBRR)
ERV
Investment Ranking
Rank | Property Why it ranks here Main risk Score
' . Best all-round investment case if the Oxfam Lrae may no\_nf be dose to0
1 22 Cliffe High Street ; o s U i ey o expiry or holding over, so tenant 44/5
Lewes, BN7 2AH A DOSCION b cocan 2 UpIE intentions and repairing .
achievable. :
obligations matter.
Best pure trading-location play; attractive for No current income, so
" 36 Church Street . P i ir -l et S underwriting depends on lease- 40/5
Brighton, BN1 1RL P up period, fit-out, incentives and :
rapid letting. .
wvacant holding costs.
High-quality town-centre pitch with useful Brociiies oesnios provide ERV.
3 46 North Street floor flexibility. but it d nt formal floor area, lease 38/5
uj r-rloor XID1 . DU needs a rel o
Chichester, PO19 1NF PPe = tv_ 2 evidence, or planning status for
valuation before ranking higher. :
upper-floor alternatives.
Reasonable income relative to price, with Weakest ERC pcs#tior{; ultis tne
4 135 Elm Grove bl reta valtef the short may not capture retail footfall, 33/5
Brighton, BN2 3E5 B e R TR0 and VAT is applicable per :
lower-ground flat lease.
brochure.
. Cheapest entry price and best EPC, but the price) attfa‘ctwe‘onlrg A
5 132 Ditchling Road S rasit dota fiakas fia d lease terms, residential title 29/5
Brighton, BN1 45G _E_ £ JOASE/TENL Catl makms 1o cue: structure and actual rents :
diligence case rather than a frontrunner.
support the investment case.

confirmation prompt was all we ABOVE Both Claude For example, we’ve downloaded a

needed to complete the job. andChatGPTwere | selection of estate agent brochures
Again, this is a workflow that able to combine for high street retail properties to our

you’re never going to use. But multiple reports computer. We pointed both ChatGPT

everyone’s workflows are different.
This example illustrates how you can
get the Al to work across multiple
files in the same folder, and even
keep them all in sync when changes
are made.

and Claude at the folders and then
entered the following prompt:

In this folder, you’ll find brochures
for fiveretail properties my

— py
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CREATECOMBINED REPORTS

Both Claude Cowork and ChatGPT

Work are very good at taking a
selection of documents you’ve got

U
00K
|

stored on your computer and turning
them into something new.

_ana Alagents O
(I

company is considering buying.
Create a new document comparing
the five properties, including
desirability of location, potential
rental income, business rates, EPC,
and anything else of relevance to a
high street retail business.

Claude Cowork asked a couple of
follow-up questions, including
which format we’d like the document
tobein and, crucially, whether it
should supplement the information
stored in the brochures with other
relevant information it can gather
online. That underlines an important
point: Cowork/Work modes aren’t
restricted to using information they
can find on your computer; they can
still conduct online research to
improve output.

Claude produced a smart
document that leads with an
“at-a-glance” comparison table that
lists the various properties, their
guide price, retail area, rateable
value and other useful information,
before diving into detail on each of
those categories. The benefits of
letting Claude access the internet
for extra research are evident,
because it points out that the
business rates regime changed
in April 2026, meaning some of the
info in the brochures is outdated,
and that the rates are actually lower
than stated in several of the
brochures - although (as Claude
itself advises) that’s information
you’re going to want to double-
check for yourself.

ChatGPT produced a similar
report, although it took it upon itself
torate the various properties and
give advice on which to purchase,
which we didn’t really ask for. It too
used online research to discover the
rates information is outdated,
although it did make a mistake in
the descriptions of one of the
properties, confusing a high score on
the Energy Performance Certificate
(EPC), with being the “best”, when
it’s actually the reverse. It did get it
correct elsewhere in the document,
butit’sareminder that Al can still
make daft errors.

Another key thing to note here is
that both created the new document
in the existing folder on our
computer. We’re not going to have to
search through hundreds of past
chats tolocate the document in a
week’s time as it’s stored on our
computer, in the same folder as the
property brochures.




Other examples of how you could
use the Al services to combine
documents is turning weekly or
monthly reports from your teams and
departments into a single report, or
merging financial information from
different subsidiaries or departments
into a consolidated spreadsheet.

CREATESKILLSFOR
REPEATABLETASKS

Let’s say we’re constantly looking at
retail properties to acquire, as in the
example above. If we’re going to ask
the Al to run the same process on
future sets of brochures, we ideally
don’t want to be entering the same
prompt time and again. Also, if we’d
corrected or refined any of the
processes when we first ran the
prompt, such as correcting
ChatGPT’s arbitrary decision to

rate the properties for us, we don’t
want to have to make the same
corrections every time.

Both Claude and ChatGPT have an
identically named solution for this:
skills. These can be thought of as
prompt macros, allowing you to save
a set of instructions and run them
again in the future.

At the end of our conversations
with Claude/ChatGPT about the
property reports created above,
we asked:

Can you create a skill to repeat this
task in future?

Claude asked us a few follow-up
questions, such as whether we
wanted to use the same skill for other
types of commercial property, not
only retail, while ChatGPT just got
on with the job.

When they were done, both
delivered a document in markdown
language that outlined the process
they’ll repeat the next time we run
the task. Claude even showed that it
had learned from the online research
it did during the first run, so that
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business rates, EPC/MEES position, and deal-

provides two or more property brochures,

industrial or mixed-use — and wants the:

summarised for a purchase or letting decision. Trigger it even for loose ph

specific risks. Use this whenever Barry
particulars, or listings — retail, office,
'm compared, appraised, ranked, or

Tt covering location desirability, income and vield
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:which of these should we buy’, 'look at these Properties, ‘compare these units),
summarise the brochures in this folder!, or when a folder of agent PDFs is ¢ :

and a comparison or shortlist is implied. Do NOT use for ! ety
for Sussex property-market news roundups,

UK Commercial Property Comparison

Turn a set of agents’ brochures into one decision-rea
report comes from three things the brochures alone
current rules (brochures routinely quote stale rates regi
comparison on a like-for-like basis, and a clear-eyed list
say.

dy Word report. The value of the

mes), cross-property

Workflow

1. Gather and extract

Locate the brochure PDFs (connected folder,
pdftotext -layout per file. If a PDF yields |
Pages ( pdftoppm —jpeg

attachments, or ask). Extract text with

ittle or no text it is image-based — render
=r 158 ) and read them visually.

Ask {or infer from context) the buyer!
yer's intent before analysing: o -
investment, or both changes which e —

present, ask; if unattended, cover both angles.

For each property, capture: address and
areas (note the basis: NIA/GIA/ITZA if
lease start/length and break/expiry dat
from; EPC band and numeric score;
leases), conversion angles (STP/STN

postcode; asking price/guide and tenure; floor
given); current rent andor ERV, tenant identity,
es; rateable value and which rating list it comes

C), and the brochure date and agent.

1gs like

residential house-hunting or

don't give: figures verified against

of what each brochure doesn't

properties look attractive. If unstated and the user is

use class; VAT status; anything sold off (flats on long

THEBROWSER AGENTS

Aside from accessing files on
your computer, both Claude
and ChatGPT can take direct
control of the Chrome browser
via their extensions. This
obviously ratchets up the risk
profile even further, not least if
Chrome is your default browser
and it’s logged into services.
However, both Claude and
Chrome are cautious when it
comes to prodding around in
the web browser, generally
seeking the user’s permission

ABOVE Claude and
ChatGPT bothuse
“skills” to repeat
tasksinfuture

mistakes aren’t made on subsequent
runs. For example, on business rates
its skill document notes:
“Business rates multipliers
for the current billing
year in the
relevant nation
(England has had
multiple multipliers
since April 2026,
including lower
retail/hospitality/
leisure ones — a shop and an
office with the same RV pay
different amounts). Search e.g.
‘business rates multipliers
<year>’ and prefer gov.uk or a
local-authority page.”

You can read through the
skills markdown documents
and ask Claude/ChatGPT
to correct anything, before
saving the skill.

The next time you want to
run the process, you just select
the relevant folder on

your computer and
type the backslash (/)
followed by the
name of the skill.
Both Claude and
ChatGPT auto-
complete skill names,
- so when we type “/pro”
o our /property-comparison
skill appears in the pop-up
menu, ready for selection.

before they do anything that
could have consequences.

To give you an example, we asked
both services to create a newsletter
for us using the Mailchimp service,
which we’d already logged into and
had openin a browser tab. We used
the following prompt for both:

Can you create a Mailchimp
newsletter promoting the Lewes FC
Supporters Club Super Summer
Raffle, details on this link: [link was
provided here].

You can see what the Al services are
doing in your open browser window,
and it’s quite mesmerising to watch.
ChatGPT scanned details of the raffle
from the link, then used the option to
create a new newsletter in Mailchimp.
Although the option to use a previous
newsletter’s template was available
onscreen, ChatGPT decided to write
its own HTML template - which was
fine, but not in keeping with our
previous house style.

When it had finished we asked
ChatGPT to change the design to
reflect that of previous newsletters,
and it set about doing this the right
way (opening a previous campaign
and duplicating the design), but it
seemed to get snagged by a
Mailchimp survey pop-up that
prevented it editing the content.

At the third attempt, it actually
completed the newsletter in our
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SECURE YOURAGENTS: STAYING SAFEWITHAI

Letting Al amend files or folders on your
computeris doubtless risky. Although both
Claude and ChatGPT are pretty good at
sandboxing their agents, only allowing them to
workin specific folders, that depends on you
applying the right security settings.

Claude is more tightly controlled than
ChatGPT. You canonly use Cowork in the
folders specified in prompts, althoughyou
canstipulate that certain folders are “trusted
Cowork folders”, meaning youwon'tbhe
prompted for permission when Claude wants
torunajobinthose. To checkif you've
(accidentally) given afolder trusted status,
open the Claude desktop'’s app settings,
click Cowork and select “Manage alongside
Trusted Cowork folders” to check the list of
trusted folders.

As stated previously, it's agoodideato setup
folders that are specifically designated for
running Al jobs, rather than running those
tasks onyour regular work folders, in case
something goes wrong. Make copies of files
and stick them in the Al folder, so that you've
always got the original files to fall back on if
something does go awry.

ChatGPT gives you the potential to let the Al
run wild onyour computer, and that's not
something we'd recommend. In the ChatGPT
app settings, under the General tab, there are
three permissions levels. The default is sensibly
set to “ChatGPT canread and editfiles inits
workspace” and “ask for additional access
whenneeded”. However, there’s also a Full
access option that means ChatGPT can “edit any
file on your computer and run commands with

« @& SuperSummer Raffle - July 2026

house style, and also did all the The Al There was the odd glitch and thing
housekeeping jobs such as changing agentsdidapretty | we’d change, but nothing major. It
the subject line, choosing the senders | goodjobproducing | even read the previous newsletter

list and so on. Crucially, it didn’t send
the newsletter - it deliberately left it
in draft for us to review before
sending to subscribers.

It wasn’t a bad effort: there were a

our newsletter

COUTURE
\FTER DARK

GLAMOUR
& THE NEW NIGHT

ABOVE ChatGPT designed amagazine cover in InDesign without any help

network [sic], without your approval”. Tobe
fair, ChatGPT warns that this setting
“significantly increases the risk of dataloss,
leaks or unexpected behaviour”, soif you're still
foolhardy enoughto let the Al do asit pleases,
you can't say you weren't warned about the
consequences. You might want to double-check
these settings from time to time, to ensure
permissions haven't shifted.

Under the Computer Use settings, ChatGPT
also provides an “Any App” setting that “lets
ChatGPT control apps on your computer”.

It means what it says. When we temporarily
enabled this setting, we were able to use

@ Super Summer Raffle

ChatGPT to open and control Spotify, the
Apple App Store and even apps such as
InDesign: we sat slack-jawed, as ChatGPT
used InDesign to create a fashion magazine
cover that we asked for.

Tobe fair, ChatGPT asked for permission
before opening any app on our computer, and
macO0S also sought permission before ChatGPT
was allowed to control each app, but this setting
strikes us as too potentially dangerous to leave
on permanently. Maybe switch this setting on
temporarily if you want to experiment with
using ChatGPT in a specific app, but switch it off
again after use.

few formatting things we’d tweak

and the copy was a bit wooden, but it

and keptin a part of the content that
listed pre-season games, because
you could enter the raffle at those
games, which is very smart. Again,

would take a few minutes to fix.

JELIBERI

Claude was better. It took the

option to use a previous template,
made a better fist of the formatting

\
\
INE

and created a very presentable

SN

newsletter at the first time of asking.

LY. CHATGPTDIDNTSENDTHE |
' ELYLEFTIT |

WHEFIRE
s

Claude did all the form-filling on
subject lines, send times and so on
but didn’t press the send button,
leaving it in draft for us to review.
This is a good example of how the
Al bots can perform sophisticated
web-based jobs without much
supervision. You could use them to
fill in web forms with data stored in
documents/spreadsheets; to perform
tasks such as filling in booking forms;
or to do sophisticated searches that
require lots of filtering and drop-
down menus, such as finding cars
or flights that meet a specific criteria
on comparison sites.
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rumbling masonry, invasive
lichen, corroded iron: all
things you might expect to
find at Blenheim Palace,
which was built more than 300 years
ago. What you might not expect to
encounter is a head of innovation. Yet
David Green and his team are taking a
surprisingly digital-first approach to
preserving the country house where
Winston Churchill was born.

With a background in business
analytics, Green has spent years
using data to improve operations,
increase revenue and make the
palace more welcoming for visitors.
But his biggest challenge has been to
preserve the UNESCO World Heritage
site from time’s inexorable advance.
The Blenheim Palace Heritage
Foundation, which owns and
manages the 12,000-acre estate in
rural Oxfordshire, spends millions on
its upkeep. Green’s task was to find a
way to lower these costs through
more efficient use of the decades of
data at his team’s disposal.

“Visitor income makes a
small profit, but not enough to
cover the cost of restoration and
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meets the team that has bmlt adigital twin of =
300 year' -old BIenhelm Palace toSave it for generations to come

conservation, so we have to think
smart,” he told PC Pro.

The answer was to develop a
digital twin in collaboration with
researchers from Oxford University
and Bentley Systems’ Cesium
business. The project is already
saving significant sums and
accelerating the palace’s net zero
journey. It’s a template that Green
hopes could help to transform
heritage sites around the globe.

DROWNINGINDATA
Green has been with the
foundation for more than a
decade. During that time,
he’s helped to build data
lakes for live reporting and
develop an Al-powered
visitor-management
system. This involved the
rollout of IoT technology to
generate real-time
information on footfall.
“Alongside that and all of
this data, [ thought ‘how can
this be applied to the other key
challenges?’” he explained.
“When we started looking at

BELOW David
Greenhopesthe
project will serve
asatemplate for
heritage sites
around the world
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the building itself - and the bits that
are deteriorating - we really wanted
to get a granular understanding of the
physical asset, the built heritage.”
There was a hard-nosed financial
calculation behind these efforts.
Blenheim Palace spends £4m a year
onrestoration and conservation and
has just completed a £12m roof
project, while annual energy costs
reach around £650,000. To help
fund the preservation of the building
for future generations, amid the
ravages of climate change, Green
understood the need to
trim these “huge costs”.
The challenge was
making sense of all the data
being generated by more
than 30 platforms and 600
IoT sensors at the site, as
well as useful information
from historical surveys
hidden in the archives.
Green wasn’t impressed
by much of what he saw
on the market. “You’ve
got photogrammetry to
stitch 3D models together,
but really all you end up
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with is a whizzy model,” he said. “It
doesn’t add any value. What we
wanted to do is combine the physical
and the digital together to have a
single source of the truth. It wasn’t
about having tech for tech’s sake.”
Green tried a variety of [oT
platforms for viewing sensor data,
and apps such as Nira for viewing 3D
assets. But most tied data back to
the sensor, not the location. “This is
never a good idea, because sensors
can be moved or break,” he said.
“Our concept was to link data to the
location. Context is so important.”
Eventually, a decision was made to
build a bespoke platform; one that
would also stand a good chance of
getting buy-in from the architects
and built heritage experts Green and
his team were working with. “We just
didn’t have enough information to
bring together to make any smart
decisions. So that led us to saying,
building our own is the only way
forward,” said Green. “That way,
you’re not taking a platform that’s
shoehorning heritage into it. We
don’t change the architectural model.
We use [the architects’] naming

conventions. And we build the
platform to support all of those things.”

With help from the Heritage
Innovation Laboratory Oxford
(HILO) and Oxford Brookes
University, the team started by
creating a building model in Autodesk
Revit comprising more than 14,000
individual elements. Next came
Cesium’s 3D Geospatial Platform,
chosen for its open standards (3D
Tiles) and performance.

“We take your data, such as
David’s very complex and heavy
design model out of Revit, and we
give users like him the ability to
stream that performantly into a
browser or runtime engine with all of

USERS SIMPLY CLICKA
PART OF THE PALACETO
VIEW SENSOR READINGS

ABOVE Thedigital
model of the palace
was builtusing
Autodesk Revit

' AND RISKLEVELS

the surrounding
contexts, such as geospatial context
and IoT context,” Cesium’s head of
business development, Alex Paulson,
told PC Pro. “This gives users a
comprehensive twin that enables
them to essentially take action.”

The digital twin provides a single
place where the conservation,
built-heritage, maintenance and
estate, and innovation teams can
see the condition of the building in
context. Users simply click a part of
the palace to view sensor readings,
risk levels, material types and what’s
been repaired before.

A key part of this context is
provided by historical data extracted
from archived documents by Al “It
was about taking old documents and
using Al to process those documents
using ‘document intelligence’,” said
Green. “This effectively strips out
key components of the document -
mentions of risk, delamination,
priority of works and so on. If we go
back 100 years, we didn’t have
reference codes. So, what we do
through Alis extract the information

| and then apply it to the model.”
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From a day-to-day perspective, | A final project involved the HILO | Datais money come from access to the 3D
IoT sensors feed automated alerts, so team combining data from these collectedfromover | model, the ability to share the model
when environmental thresholds such | initiatives with centuries of 30 platforms and externally and to extract data from
as temperature, humidity and CO2 restoration history in a single 6001IoT sensorsat documents and automatically apply
are breached, teams can respond relational database “that could then thesite them to the model,” said Green. “We
proactively before damage sets in. lead to predictive solutions for expect the digital twin to increase
Regularly conducted conditional problems like stone failure”. savings over time as we start to
surveys, master plan surveys and Together, this information forms a understand the building even more.”
ad hoc surveys are used to keep the critical layer of intelligence which However, it wasn’t the
model up to date. users can drill down into via the Al agents maintenance costs that convinced

“For us, it’s very much about a digital twin - whether it’s parts of monitor the data the Blenheim bosses to make the
good application of 3D technology,” the building flagged as high-risk generated by the investment in the twin technology,
said Green. “Where it really comes for corrosion-driven failure, or building’s systems but the energy savings. “I put my
into its own is when you want to early-warning signals related
report things like stone failure or to lichen species.
you want to see the condition of “HILO’s research gives the
sections of the buildingdown tovery | twin its ‘why does stone fail
small granular detail. You simply here?’ intelligence - it’s not just
can’tdo thatina 2D environment. a 3D shell, it’s grounded in real
It alsoreplaces hunting through heritage science,” Green
multiple platforms and folders, explained. “And the team’s
which is a big day-to-day win.” archive digitisation programme

is exactly the historical
FAILING STONE maintenance record now tied
The project wouldn’t have been into the model.”
possible without the input of Oxford Automated [oT-based
University’s HILO team, which has alerting, and the detailed
worked with Blenheim Palace for four | information consolidated in the
years. The partnership began with a twin, ensures teams can be more
series of “demonstration-scaled proactive about maintenance,
projects” focused on aspects of stone too. “Instead of reacting to
failure in the fabric of the building. visible stone fall, a team can

“One was focused on lichenology: filter the model by ‘most urgent
thinking about whether or not lichen | restoration needs from the
is particularly destructive to the stone | latest risk assessment’ and
and whether it could be an indicator plan work around genuine
of stone health,” explained project priorities,” said Green. He
manager Sterling Mackinnon. claimed that this approach
“Another considered the corrosion of | should reduce restoration
the embedded iron cramps. These are | costsbyupto10%.
very much the bones of the building. The digital twin also saves
When moisture gets inside the heritage and other teams
building and corrodes that embedded | countless hoursthat would
iron, it swells up to unbelievable sizes | otherwise be spent trawling
and causes fracturing. Thisisa health | through the archives for
and safety concern and an expense for | restoration reports. “Many of
conservation efforts.” | the current savings in time and
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BlenheimPalace

hand up and said, ‘I’ll save you 20% of
energy [consumption] with the digital
twin,” said Green. “And that’s what
we’re doing across the board.”

In some parts of the estate the
figure is more like 46 %, he added.

But how does this work in practice?
“The twin gives a precise, real-time
view of energy use tied to the actual
building and wider estate, so we can
spot inefficiencies and optimise
systems through smart controllers
rather than running things on blanket
schedules,” Green explained.

“We also use predictive analytics
to predict what energy we should
be using right now and alert to
deviations. Practically, that means
tuning heating, ventilation and
building systems to real occupancy
and conditions instead of fixed
timers. No comfort or conservation
trade-off, just cutting waste.”

This has been made possible in
part thanks to Al agents. These
autonomously monitor the
information generated by building
systems to change the set point of
the boilers and adjust other key
settings. Predictive simulations
are an important part of this
process, because sensors are
fallible, Green explained.

“We’re looking at patterns of
similar days, and what’s likely to
happen in the future,” he continued.
“As the sun comes around the
north-east corner or south corner, we

MY JOB AND EVERYONE
ELSE’SIS TOLEAVE THE
PALACEIN ABETTER

DRONE WELFARE

It seems like the Blenheim Palace
team is only just getting started.
Drone-based field surveys are

the next big step. The plan is to
send up a drone every day or week
to scan the building and take
photogrammetry, from which it
will keep the digital twin up to date.
Teams will then compare images
between new and old surveys and
prioritise jobs accordingly.

Also on the roadmap is improving
the granularity of the twin, to grow
from 50,000 elements to as many as
100,000. “This will enable us to go
deeper into architectural detail and
down to interior household items -
tapestries, furniture, plants, etc -
so the twin captures the collections
and more of the infrastructure, not
just the shell,” Green said.

Predictive maintenance is another
project that will continue to gather
speed. “Our machine-learning
models will be trained to spot
patterns in stonefall, water ingress
and exfoliation, moving us toward
genuinely predicting failures before
they happen,” he added.

Green’s passion for the project is
partly guided by the fact there are no
second chances here. You can’t rip it
up and move on if it doesn’t work.
“My job and everyone else’s is to leave
the palace in a better state than we
found it,” he said. “We’re not going to
sell this building and move to another
country, or move to
London and reduce
our costs. [t’s going
to be here. Our job
istolearn as much
about the building
to conserve it for
future generations.”

However, there

STATE THAN WE FOUND IT ;i

know it’s going to increase the room
temperature in a particular spot. But
the building management system
isn’t going to do anything because the
sensor’s hidden behind a curtain.”

From such seemingly mundane
measurements and prosaic decisions,
the palace team is incrementally
edging towards net zero. Blenheim is
targeting carbon net zero by 2027, and
the twin is helping in that journey
“because you can’t optimise what you
can’t measure”, Green said.

“Our results from the Estate Office
showed the approach works, and the
task now is scaling it across the
estate,” he added. “True net zero is of
course about making as many
reductions as you can. On scopes 1-3,
energy is a small amount of carbon
compared to visitor travel, but still a
necessary focus area for us.”

unusual in heritage
context to have this, but what it’s
allowed us to do is build a product,”
said Green. “And with digital twin,
our latest version is something that is
‘commercialisable’. With the help of
Cesium, I think we can take this to
other heritage sites. We can share and
protect and improve more buildings
around the world in the future. That
to me is the most exciting part of all of
the stuff we’re doing.”

Blenheim Palace has survived
some remarkable threats over the
past few hundred years. It’s emerged
unscathed through two world wars
and multiple funding crises that
imperilled the maintenance of the
vast estate. The hope is that, with the
help of technology, it will survive the
most cataclysmic disaster of all:
climate change. And maybe help a
few other heritage sites do so too. ®

WINNING WITH TWINS

Digital twins are found inindustries as diverse as
manufacturing, healthcare and utilities. But even
within the heritage sector, Blenheim Palace is by
no means the only grand old building to benefit
from digital innovation. There are plenty of other
emerging success stories.

Notre-Dame Cathedral was restored after the
devastating 2019 fire in part thanks to a digital twin
project. Autodesk’s BIM software and Dassault
Systemes 3DExperience platform built a virtual
reconstruction of the building, using 3D laser scans taken
by architectural historian Andrew Tallon almost a decade
earlier. New laser scans enabled teams to survey the
extent of the damage, and the digital twin helped by stress-
testing the proposed works under various virtual
conditions. It provided plans from which more than 1,000
artisans and builders were subsequently able to
reconstruct the fire-damaged cathedral.

Nvidia, the Municipality of Bologna, the University of
Bologna and CINECA came togetherin 2023 after experts
labelled the Italian city's iconic leaning Garisenda Tower at
“high risk” of collapse. The digital twin they developed
processes data from over 100 physical sensorsin the tower
for real-time monitoring. Predictive analytics help simulate
various scenarios and test the impact of mitigations.

Experts have also deployed digital twin technology at
the 3,000-year-old Tuscan city of Volterra. In this case,
laser scans, drones and photogrammetry were used to
construct the 3D model, which now tracks physical

deterioration and aids the study of ancient architectural
techniques. The model also provides anindelible digital
record from which the city could be constructedin the
event of a catastrophe. As is usually the way, the project
was a collaboration between local authorities and tech
companies;in this case, Autodesk, Leica Geosystems,
Case Technologies, Epic Games and Cintoo.

Notre-Dame Cathedralin Paris was rebuilt following
the catastrophic fire in 2019 with the help of a digital twin
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ubscriptions can
be a win-win.
The service
providers get
steady ongoing
revenues, while
consumers
benefit from
flexible payments you can manage
and pause to suit your needs. The
problem is that once you set up an
automatic payment, your continued
use of a service quickly stops being a
conscious decision. With no action on
your part the ongoing charges quietly
stack up, and you can end up wasting
hundreds without even realising it.

On these pages we’ll look at ways
to track what you’re currently paying
for, reduce your outgoings and
manage subscriptions more easily in
the future. It’s not necessarily about
cancelling every paid service - the key
is to work out what each subscription
isreally worth to you, and only pay for
the things that justify the cost.

Audit your
commitments

A good start is to compile a complete
list of all the different services you
subscribe to. Most people have never
seen all their subscriptions collected
into one place, because their different

subscriptions come from dozens of
disconnected sites and services. Don’t
try to put this list together from
memory: even if you think you have a
good sense of what you’re paying for,
it’s easy to overlook apps and services
you only use in particular contexts,
and to forget about subscriptions that
renew annually or are spread across
multiple payment methods.

A better approach is to log onto
your bank website and export some
recent statements, ideally covering
the past two years or more. Skim
through the outgoings and you should
be able spot anything that comes
around every month; keep an eye out
too for anything that recurs annually.
If youdon’t want to do this in the
old-fashioned way, with a print-out
and a pen, this is the sort of task Al
chatbots are very good at - just upload
the CSV or PDF files and ask the Al to
identify all recurring subscriptions.

Bear in mind that the merchant
name that appears on your bank
statement won’t always match the
software or service you’re paying for.
You may be able to figure out what a
subscription is by searching your
email inbox for the name shown on
the statement, or for the value of the
monthly debit. You can also track
down subscription information in

A few monthly subscriptions
can mount up to a big expense.

offersadvice
on cutting your outgoings and
getting the best value from

the servicesyou keep

PayPal has
dedicated tools for
managing
recurring
payments and
subscriptions
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Link subscriptions

save PayPal as the way you pay to link

e Spotify Premium
. Netflix
@ Strava
@ Guardian News
o Roblox

@ Crunchyroll

Adobe Adobe Creative Cloud

e Dropbox
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your inbox by searching for terms
such as “renewal”, “cancellation”,
“subscription”, “receipt” or “invoice”.
It’s also worth checking third-party
payment services. PayPal has its own
subscription management page, which
conveniently lists any preapproved
payments, including recurrent ones
-and lets you cancel any you no
longer want to approve with a click.
Then there are app platforms such as
the Apple App Store and Google Play,
which can manage recurrent payments
for a wide range of apps and services.
Like PayPal, both platforms offer
dedicated subscription dashboards
that list every recurring payment
handled through their app stores.
Although the goal is to build a
complete overview of your
subscriptions, it’s not the end of the
world if you overlook something.
There are probably plenty of big
potential savings that can be easily
spotted, so you're still in a good
position to benefit from the exercise.

What are you

paying for?

Now you know which products and
services you're subscribing to, it’s
time to ask yourself why you’re
paying for them - that is, what are the

particular ongoing subscription? It’s
easy to keep on paying for a product or
service just because you’re used to
having it around, but that doesn’t
mean it’s the best tool for the job, or
the most economical one.

Perhaps the most obvious examples
are Word, Excel and PowerPoint. For
many of us, these tools have been
productivity cornerstones for
decades, but nowadays third-party
alternatives like the free LibreOffice
are broadly compatible, and most
spreadsheets use the same formulae as
Excel. If you're thinking of renewing a

It’s easy to
keep paying
for a product
or service
just because
you’re used
to having it

Microsoft 365 subscription, it’s worth

stopping to ask yourself exactly why

you're doing so: the question isn’t “am
[ using this subscription?”, but “why

shouldn’t I cancel it?”

Sometimes there are good arguments

for sticking with a subscription.
Switching to a different platform is
often far from effort-free: for

example, moving from Adobe Creative

Cloud to the free Affinity suite
(affinity.studio) can save you a lot of
money, but you’ll need to get used to
different tools and shortcuts, and a
different overall approach to the
creative workflow. You’ll need to
decide for yourself whether the

upheaval of moving to a free platform

isjustified by the potential saving.
Ifyou’re not sure whether you

really need a subscription or not, you
can simply let it lapse and see how you

cope without it. It might take you a
morning to get accustomed to a new
way of working, but after that you
may find that you barely miss the
subscription. Or you might find that

there’s one specific feature you miss,

which could help you decide for
yourself whether it’s worth the

money, or help you identify a cheaper

approach that does what you need.
That might not even necessarily be a

around

specific features that justify this | different product - sometimes youcan E2

A,
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*FreeAgent

Billed monthly
£33/month

£16.50 more:

50% off for your first six months

Al prices excl. 20% VAT

Al

Optional add-ons o]
» Unlimited recelpt and bill captures »

» Connect with Amazon >

save money by finding a different way
of paying for a subscription service.

Keep the subscription,
but pay less
Before cancelling anything, it’s worth
looking into whether there’s a way to
get the same service more cheaply. For
example, ISPs and mobile phone
providers often bundle in cheap access
to streaming services such as Netflix
or Spotify as part of a contract. If you
use FreeAgent to manage your small
business accounts and payroll, signing
up for business banking with NatWest
Mettle and making at least one
transaction a month means you get
your FreeAgent subscription for free.
Alternatively, see if you can
downgrade your service to cover just
the features you need. For example, if
you absolutely have to use Excel for a
specific purpose, could you manage
with the free web app? The same logic
applies to all sorts of services, from
password managers to Al assistants.
Many people pay for premium tiers
even though they could get by
perfectly well on the free service.
Cloud storage in particular is a
good candidate for this, as the amount
of storage you’'re using is entirely in
your hands. If you archive any files
you haven’t accessed in the last six
months to local storage, you may be
able to downgrade your online plan.
Another way to reduce costs is to
opt for an ad-supported tier. Spotify
offers an ad-supported free account,
and you can downgrade a Netflix
subscription from Premium to
Standard with adverts; you can still

Small businesses & landlords v

Billed annually
£330/ year

£165,..

50% off for your first year
Equivalent to E13.75/manth

Accountants kkeepers ¥ Pricing Support v

Simple pricing plans made f

v C ne

Select your business type:

or LLP oole de Landlord

Save E165 (@

Free

Login

£0.00

If you have a business current account with
NatWest, Royal Bank of Scotland, Ulster

Bank, for as long as you retain the account

- of have a Mettle bank account and make

I prices excl. 20% VAT

at least one transaction a month. Optional

add-ons may be chargeable.

Get your free account

ptional add-ons Optional add-ons

Unlimited recelpt and bill captures

Connect with Amazon

watch almost the full Netflix library,
and while it’s limited to 1080p and
two simultaneous devices, it slashes
the monthly cost from a maximum of
£18.99 to only £5.99 per month.

Once you’ve applied these
considerations to all the subscriptions
onyour list, you can divide them into
three groups - keep, downgrade and
cancel. Before you start actually
unsubscribing, though, there’s one
final precaution: make sure you won’t
lose anything you can’t replace.

Have you secured

your data?

Clicking the cancel button doesn’t just
mean you lose access to the services
you were previously paying for - it
might also mean losing access to the
data you’ve stored in them. Unless
you’re absolutely certain you’ll never
want to refer to that information in

Before
cancelling, it’s
worth looking
into whether

there’s a way
to get the
same service
more cheaply
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* Unlimited receipt and bill captures

» Connect with Amazon

ABOVE LEFT Mettle
customers making
asingle qualifying
transaction each
month canuse
FreeAgent for free

ABOVERIGHT
Subscriptions often
include useful
extras, but they're
only worth paying
forif youuse them

(D YouTuhe Premium

1 subscription. 2 apps.
That's YouTube
Premium.

Get ad-free YouTube plus YouTube Music
Premium all in one subscription.

‘ 1month free

I'll pass this time

|

| Terms apply. Cance! at any time. Monthly paid subscription
| #

|

the future, it’s a good idea to download
a copy before you cancel. We suggest
you do this before you initiate the
cancellation procedure, so you can
confirm that the data is safely in your
own hands before you get cut off.

The procedure for this depends on
the service. Look for an export
dashboard through which you can
submit a request for your data and,
once you receive the files, check them
to make sure you’ve actually got what
you wanted. This doesn’t just mean
checking that the filenames are
correct - make sure you can actually
open the files in whatever software
you plan to use. For example, Affinity
can import InDesign files saved in
IDML format, but not native INDD
documents, so if you’ve downloaded
your files in the latter format, you’ll
have to use InDesign to convert them
before it stops working for you.

Neglecting to do this could mean
you’re left with files you have no way
of opening; it could even have legal
ramifications, if for example you’re
exporting your company accounts
from a cloud-based accounting
platform, and end up being unable to
access required reporting data.

Time to cancel

When you’re finally ready to cancel
your unwanted subscriptions, the
process might be very easy: Norton,
for example, lets you cancel any
product subscription with a single
click in your online account
dashboard. Where subscriptions
are processed through an app store,
you can usually cancel them there,
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Whenyou're subscribing to services
for ateam, you can often mix and match
licences to suit your organisation’s
changing needs. For example, Google
Workspace licences can be moved
between different members of the
workforce, depending onindividual
users’ needs, and Google Al is similarly
provisioned on a per-user, per-month
basis, rather than per tenant. This type
of flexible licensing can be particularly
valuable to smaller businesses where
responsibilities are fluid and employees
come and go.

Whileit does take some time to
calculate who needs what, that
investment can be recouped through
cost savings. After all, checking who
really needs the services that the
organisation is paying for,and who
could manage with a cheaper tier,
is part and parcel of managing your
ongoing subscriptions.

without having to engage directly
with the provider.

Not all subscriptions offer such an
easy process, however - they may use
intentionally complicated procedures
designed to discourage you from
closing your account, or “dark
patterns” that try to trick you into
staying. Don’t assume that just
cancelling your direct debit will do
the job: stopping your payments
without cancelling the associated
service can sometimes leave a
contract in place, and fees still due.

Indeed, although the idea of
cancelling with a click is appealing,
it’s not always your best move if the

& norton

a'a  Your Norton Identity Advisor Plus subscription is expiring

My Subscriptions

Norton AntiVirus Plus

Morton 360

0 of 1 device(s) used

Product key (n]

See what is included In your plan:

Le Device Security
. ¥

Resubscribe now to avoid losing access to your services.,

© Scam Protection

service still has some value to you. If
there’s an option to talk to a sales
agent - either on the phone or online
-it’s well worth getting in touch and
asking if they can do you a deal.
Frequently they’ll offer you a reduced
renewal rate to get you to stick with
the service. (In fact, it’s always worth
trying this even if you’re not seriously
intending to cancel at all.)

Ifyou're tempted by a special deal,
make sure you fully understand the
implications. By accepting, you may
be agreeing to a minimum
subscription term, with the special
price applying only for a limited
period. Because such deals aren’t
usually advertised publicly, take notes
throughout any calls and screenshot
online chats so you have a record of
what was discussed and agreed.

A mindful subscription
strategy

Once you’ve tamed your current set of
subscriptions, it’s worth thinking
about how you can make life easier for
yourselfin future. One thing to consider
is how you pay for subscriptions and
renewals going forward: paying by
credit card rather than debit card is
often a sensible move, as it gives you
strong protections if the service lets
you down, including the possibility
of arefund processed directly by the
card issuer.

You might also use what you’ve
learnt about your own habits to make
different choices about future
subscriptions. For example, if you're
someone who likes to hop back and
forth between services, you won’t
want to tie yourselfinto long
contracts; conversely, if you’re happy
to commit for two or three years at a
time, you can reap big discounts on
things like VPNs and security tools. If

work?

We will charge your saved payment method.
¥our subscription will renew and your service
won't lapse. Lasm more [

&

(@ Frequently Asked Questions

How does automatic subscription renewal

Where possible, it’s
always a goodideato

cancel automatic
renewal as soon as the
subscription begins

| you’'re looking for long-term storage,
pCloud (pcloud.com) frequently
offers generous discounts on its
lifetime plans - at the time of writing,
it’s offering 2TB of cloud storage for
£299, with nothing more to pay, ever.

There are also some practical steps
you can take to help you stay on top of
your subscriptions. First, use a
dedicated email address exclusively
for new sign-ups; this will make
welcome emails, invoices and renewal
reminders easy to locate, and should
also make it easier to notice when
messaging stops or changes.

Where possible, it’s always a good
idea to cancel automatic renewal as
soon as the subscription begins
(unless this incurs additional fees or
immediately terminates your access).
Don’t worry about losing access at the
end of the term: the provider will
almost certainly make contact and urge
you to renew when the time comes. In
fact, they’re more likely to offer
discounts if they can see that they’re
about to lose you as a customer.

BELOW Some If you can’t disable renewal at the
providers make start of a contract, create a calendar
cancellations alert that reminds you to cancel when
straightforward, the renewal date is getting near. Don’t
butdon’tassume leave this too late - with some annual

they'llallbethiseasy | subscriptions you may need to cancel

14 or 30 days before renewal is due, or

= you’ll be on the hook for an entire
additional year. As well as ensuring
youdon’t get bounced into continuing
the contract, an early warning gives
you time to review whether the
service is worth continuing and
compare alternatives, rather than
making a rushed decision.

Finally, try to make a regular
habit of auditing your existing
subscriptions and exploring your

l ‘ options for each one. Cancelling or
downgrading subscriptions takes a
little effort, but if you do it regularly

info?

biling the task becomes far less daunting.
More importantly, regular auditing

Ciick on Biling Information, then click Edit to

update your payment info.

How do | download and install my

changes your relationship with
subscriptions: rather than treating

subscription? renewal as the default outcome, it
Downioad your app from My Subscriptions, .
open e apm, Sin W and ko he prampts forces every recurring payment to

Enter a product key or PIN If needed. Leam

mare (4

options. [4

Visit our website to ses our subscription

keep on proving that it’s still
providing good value, and gives you
an opportunity to quickly spot and

| ditch the ones thataren’t. ®

Where can | buy a subscription?




1S GGNAT
SCREWING
UP YOUR

INTERNET

ACCESS?

Aninvisible ISP setting could be interfering with your
broadband connection. Darien Graham-Smith looks at the
problems that carrier-grade network address

translation can cause-and what you can do about them

fyouhaven’t heard of CGNAT,
that’s understandable. It stands
for carrier-grade network
address translation - hardly the
industry’s sexiest bit of jargon
-and it refers to an internet
addressing system that applies at the
ISP level, rather than inside your own
network. This means CGNAT isn’t
something most people need to think
about - until their personal website
stops working, or their VPN server
becomes mysteriously inaccessible.
These are the sorts of frustrating
issue that CGNAT can cause; in other
scenarios it might prevent you from
connecting to a personal server from
outside your home network, or block
access to a home security camera
when you’re away. Unfortunately,
CGNAT isn’t something you can
directly control, but you can make life
easier for yourselfif you understand
what it is, and how to work with it.

42

BELOW Your
router assigns an
IP addresstoevery
device onyour
network, but they
allshare asingle
internetaddress

 WHATIS CGNAT?

If you have a domestic UK internet
connection, you’'re almost certainly
already using network address

translation within your own network.

This means that your router assigns a
unique internal IP address to each
device within your home network,
and connects them all to the internet
under a single external IP address
assigned by your ISP. When a local
device wants to connect to an online

8 RXx

R

FA

resource, the router automatically
translates between the internal and
external addresses as needed, so that
each device appears to have its own
individual hotline to the internet, even
though in reality they all share one
public address and one connection.

CGNAT works in exactly the same
way, but one step further upstream.
If your ISP uses CGNAT, the external
IP address that’s assigned to your
home broadband line may itself be
shared across multiple properties.
You won’t normally be aware of this,
though, as the ISP gateway takes care
of directing data packets to the right
subscriber. As far as your router can
tell, it’s business as usual.

WHY ARE ISPS USING CGNAT?

CGNAT is necessary because - as
we’ve been banging on about for a
very long time - [Pv4 addresses are a
limited resource. The basic address
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Scenarios Where Direct RDP Shortpath May Fail

= Find by title

Direct connectivity may not work in the following conditions, many of which are commen in

enterprise networks:

Metwork Connectivity
Flows - RDP

Double NAT: For example, traffic routed through a Secure Web Gateway (SWG) or proxy

applies Network Address Translation (NAT) twice, once on Azure egress and again at the

VPN or SWG endpoint.

* Internet proxies or inspection devices: Routing through proxies or devices that inspect
traffic can interfere with STUN-based connectivity. Bypass of these devices can be difficult

due to lack of prior knowledge of NAT IP information.

Understanding Network

Symmetric NAT: Common in enterprise networks, symmetric NAT on either the Cloud PC or

client side prevents successful STUN negotiation. Azure NAT Gateway uses this NAT type as

Connectivity Flows -
Physical Client Side

do many other common enterprise NAT devices

Restricted UDP access: Networks that block o limit UDP traffic, or restrict access to specific
ports or IP ranges, prevents direct connectivity and is comman in enterprse networks.

Working round this limitation is difficult due to the lack of prior knowledge of the ports and

.

establish a unigue path.

IP addresses used for the connection.

Carrier Grade NAT (CGN): When multiple networks share a public IP address, STUN can't

format, ranging from o0.0.0.0 to ABOVE ISPs may
255.255.255.255, can accommodate a | haveno option but
hard maximum of around 4.3 billion touse CGNAT as
addresses, and while that seemed like | more and more

alot when the system was invented in
the early 1980s, it’s not nearly
enough for everybody to have their
own unique public address. CGNAT
helps ISPs get around this by using
a single address for dozens or
hundreds of subscribers.

Not every ISP uses CGNAT. Big
names such as BT, Sky and Virgin
have a large enough pool of reserved

YOU JUSTHAVE TO ACCEPT THAT
INBOUND CONNECTIONS AREN'T

people get online

GOINGTOREACH YOU,NOMATTER
WHATPORT THEY'RE ON

ABOVE Remote desktop services are a classic example of tools that fail if they can’t

make a direct connection

IPv4 addresses that they don’t
currently need to use address-sharing
tricks for regular home broadband.
But very few providers are willing

to promise that they’ll never use it,
and as more and more devices and
premises come online, CGNAT could
become the norm for us all.

Wait, [ hear you cry - wasn’t IPv6
supposed to save us from this
scenario? Well, yes it was. IPv6 is big
enough for every device in the
universe to have its own unique
address, with no need for any sort of
address translation. Unfortunately,
adoption of this next-generation
technology is stuck at an impasse,
because there are many pockets of the
internet that still rely on [Pv4, such as
older websites, cheap IoT devices,
small-scale VPNs and long-running
game servers. To ensure access to
these resources, ISPs need to maintain
support for IPv4 alongside [Pv6. And
that means there’s no particular
pressure on legacy services and
devices to switch to IPv6.

Therefore, even though IPv6 has
been supported by mainstream
routers and operating systems for
more than a decade, it’s clear that
IPv4isn’t going anywhere, and
CGNAT is likely to remain a fact of
life for the foreseeable future.

WHAT PROBLEMS CAN BE
CAUSED BY CGNAT?

CGNAT solves a problem for the ISPs,
but it can create headaches for users.
To understand why, let’s look at a
lower-level problem that sometimes
arises with router-based NAT. Most of
the time, the address translation on
your home network works

seamlessly: when you access a web
page from your iPad or open an online
game on your laptop, the router can
track the connection and route the
data packets appropriately.

However, problems arise when the
connection comes from the other
direction. For example, imagine that a
friend opens up a web browser and
enters your external [P address into
the address bar. When the connection
request reaches your router, there’s
no way for the router to know which
network client it’s intended for - so all
it can do is drop the connection, or let
it time out. If you want to enable
inbound access, the way round this is
to manually set up port-forwarding
rules, telling the router that incoming
connection requests on a particular
port should always be forwarded to a
particular local device.

The situation is basically the same
with CGNAT. The ISP’s gateway can
track connection requests coming
from your router and direct the
responses back to it, but if a remote
client tries to initiate a connection to
your external IPv4 address, the ISP
won’t know whether to direct it to
you or to your next-door neighbour
who shares the same address. The
connection just gets dropped - and the
frustrating thing about CGNAT is that,
since you don’t control the ISP
gateway, there’s no way for you to set
up port-forwarding rules, or any other
sort of routing instruction. You just
have to accept that inbound
connections aren’t going to reach you,
no matter what port they’re on.

This has implications for all sorts of
online services. If you’re running a
web or FTP server on a personal
computer, it won’t be accessible from
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Ifyoucanuseit, IPv6 lets you
circumventissues caused by CGNAT

outside your network. If you have a
VPN server running on your router, to
enable remote access to your home
network, you won’t be able to connect
toit. Security cameras that stream
video using the Real-Time Streaming
Protocol (RTSP) won’t be reachable
from outside your network.
Sometimes the disruption may be
frustratingly inconsistent: for
example, you might be able to join
online gaming tournaments that are
hosted on a central server, while
peer-to-peer play against friends is
unreliable or unavailable. And if some
other internet user gets blocked from
an online service for any reason, you
might find you’re barred too because
you share their IP address.

WHAT STILL WORKS
DESPITE CGNAT?

Although CGNAT can cause problems,
itsimpact isn’t as wide-ranging as
you might expect. The majority of
domestic internet usage is user-
initiated, and most households on
CGNAT will probably get by just fine
without encountering a problem.

Even if youdo want to run
interactive services on your home
network, CGNAT isn’t necessarily a
deal-breaker. Many services that
you’d think would require inbound
connectivity actually work just fine in
a CGNAT environment, including a
good range of remote-desktop tools,
commercial VPN platforms, home
security hubs, communications tools
such as Zoom and mainstream
smart-home gadgets such as Amazon
Ring and TP-Link Tapo devices.

This is because these tools don’t
rely on direct, point-to-point
connections. Rather, they use a
central public server, to which
your computer or smart device
maintains a latent always-open
connection. When you want to

My Router: Nighthawk BS700

b

ADVANCED Homas

WPS Wizard

Usa This Interface 10

IPué Filtaring

IF SOME OTHER INTERNET USER
GETS BLOCKED FROM AN ONLINE
SERVICE, YOU MIGHT FIND
YOU'REBARRED TOOBECAUSE
YOU SHARE THEIRIP ADDRESS

CGNATORDOUBLE NAT?

Ifyou're experiencing CGNAT-type symptoms
-inbound connections not working, local
services showing as inaccessible from your
phone and so forth-don’t rush to blame

your ISP. If there's more than one router or
Wi-Fi access point running on your home
network, your problems could be downtoa

“double NAT" configuration.

Thisis where the main router assigns anIP
address to the secondary one, and then that
router hands outits own addresses to
connected devices - effectively settingupa
subnet, with its own IP address range, within
your own home network.

access that device remotely, you can
do sovia the public server, which
relays the connection over its
existing link to the target computer.

This approach gets around the
major limitation of CGNAT, and it can
also bypass other hindrances such as
firewalls - which is a big reason why
the operators do it. However, services
like this often come with subscription
fees to cover the cost of running the
server, and normally give you a lot less
control than you’d get with a fully
self-hosted solution. Relaying packets
through a third-party server can also
affect overall performance, which might
be frustrating for real-time services
such as remote desktop access.

WHATCANYOUDO
ABOUT CGNAT?

If you want to wholly sidestep the
issues raised by CGNAT, your first
thought might be to pick an ISP that
doesn’t use it. But thisisn'ta
dependable long-term strategy: as
we’ve noted, no matter who you
choose, there’s no guarantee that they
won’t start using the technology at
some point in the future.

A more robust approach is to move
your network services away from
[Pv4. Although IPv6 is a long way from
becoming the default internet
protocol, it’s widely supported: if, for
example, you have a web server
running on a desktop PC on your home
network, you should be able to reach
it over the internet using its [Pv6
address, or adomain name mapped to
that IPv6 address. Since IPv6 addresses
are globally unique you don’t even
need to set up a port-forwarding rule
onyour router, although you probably
will need to configure your router’s
firewall to allow [Pv6 connections to
that particular client. Because [Pv6

As with CGNAT, double NAT doesn’t cause
immediate obvious problems. Everyday tasks
such as browsing the web, checking email and
streaming video should work just fine. But any
clients sitting behind the secondary NAT
gateway will be inaccessible from outside
your home network, just like CGNAT.

Thankfully, double NAT
problems are usually easy to

RIGHT Asecond router can
extend your Wi-Fi signal,
but it canalso cause
NAT-related issues

fix. The simplest solution is to go into the second
router’s administration portal and switch it
from “router” mode into “access point” mode.
It will then continue to ferry traffic back and
forth, while allowing the main router to handle
addressing andinternet access for the
whole network. Alternatively, you
can configure port forwarding
on both routers to ensure
that specificinbound
connections are passed
forward, through
both gateways, to
the correct client.
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Help ¢ Howcan | get a static IP address?

How can | get a static IP address?

Hyperoptic includes one static IP address as standard across all our
Business Broadband packages, with the option to purchase more if

needed.

For our residential customers, we also offer a static IP add-on for just

£5 a month.

makes every device on the internet
directly addressable, external access is
usually blocked by default, to prevent
hackers from scanning and poking at
every corner of your network.

The downside of an all-1IPv6
approach is that both you and the
person connecting to your server need
to be using an IPv6-aware operating
system and network stack. That’s
probably fine for a website, but could
limit your options if, for example, you
want to log into a personal media
server from a smartphone, or you're
trying to set up remote access to IoT
devices such as smart cameras and
automation hubs.

Believe it or not, the most reliable
way to get around the limitations of
CGNAT might be to sign up with an
ISP that’s already embraced the
technology - thatis, one that has an
established CGNAT policy and offers
specific solutions for subscribers who
want a unique address. For example,
Hyperoptic (hyperoptic.com) will
give you a static public IPv4 address
for £5 per month on top of your
regular bill, while Community Fibre

(communityfibre.co.uk) offers a
dynamic address for £4 a month.
Since the latter isn’t static, it might
change from time to time, but you can
use a dynamic DNS service such as
dyn.com to register a custom domain
name that always points to your
router’s external IPv4 address.

The website ISPreview runs a

periodic roundup of UK ISPs, detailing

which ones use CGNAT and whether a
unique public IP address option is
available, as well as confirming
support for IPv6 - you can find
the latest update, dated 2024, at
tinyurl.com/385cgnat1.

WORKING AROUND CGNAT
WITH TUNNELLING

Ifyou can’t get a unique public
IP address - or it’s not cost-
effective to do so - a final option
is to set up your own publicly
accessible IP tunnel. There are
several providers offering such
services: internet giant
Cloudflare includes tunnelling
in its free service plan for
personal and hobby projects.

Overyi

CONNECTION?

If you're not sure whether your ISPis
using CGNAT, there's a simple test you can
try. First, open your router’'s management
interface and checkits internet address;
then, visit an external IP-checking site
such as whatismyipaddress.com and
look up your public address. Ifitreports a

ACGNAT different IPv4 address to the one your
ISP may be able to router thinksit's using, that's a strong
offer youaunique clue thatyou’re behind a CGNAT gateway.
IP addressfora The address reported by your router

small supplement can be revealing, too. The range of IPv4

addresses between100.64.0.0 and 100.127.255.255 is officially reserved for
CGNAT-type configurations, so if your router reports aninternet addressin this
range, that's strong confirmation that you're using a shared connection.

Insome cases your router might report aninternet addressin the ranges
10.x.x.x,172.16-31.x.x or 192.168.x.x. These are reserved for regular NAT, so
seeing one of these indicates that, while you're not on alarge-scale CGNAT
connection, you're still behind some sort of double NAT configuration-and
because you don’t control the primary router, you're likely to face the same
issues as you would with a full CGNAT setup.

This type of IP tunnelling works
in much the same way as relay
services, by installing a small agent
that runs on your personal device and
maintains an always-open connection
toaremote virtual server. That server
has its own public IPv4 address, and

IFALL OF THIS TECHNICAL

TALKTS STRESSING YOU OUT,
DON'T PANIC

can be configured to forward
connections on specific ports to your
client - so from outside of your
network, more or less everything
works as if the external IPv4 address

Cloudflare were directly assigned to your
offersIP tunnelling personal device. In fact, it’s a more
servicesyoucanuse | secure solution, because any

forinboundaccess unwanted attempts to scan for open

42, cLoubFLARs

Cloudfiare Tunne
Overview

Cloudflare Tunnel cor nect - o
EONNECES your infrastryctyre o Cloudflare th
Cloudflare theoyg

L Secure
oudilare outbound
o Global Network  tunnej

HOWDOIKNOW IFI'MONACGNAT

ABOVE Check whether remote sites
agree with your router as to what your
external IP addressis

ports or probe your OS for
vulnerabilities will hit the tunnel
server rather than your own machine.

Aswith arelay server, however,
using a tunnel means that the
connection takes a more roundabout
route, which can affect latency and
overall performance. User reports
suggest that Cloudflare Tunnel can
add between soms-20oms of latency,
which could have a noticeable effect
on games and interactive services.

The other potential hurdle is that
setting up a tunnel server is a little
more complicated than just double-
clicking on a setup file. Cloudflare’s
service is designed for enterprise IT
environments, and you’ll need to set
up permissions and configuration
files manually from a Command
Prompt or using PowerShell - see
tinyurl.com/385cgnat2.

If all of this technical talk is
stressing you out, don’t panic. If
you’re not currently experiencing the
problems we’ve described above - and

most people won’t, even if they
areon a CGNAT
@ l connection - then you
can let the matter lie,
for now at least. If you

- ik
only, pos " o gh an outbound- want to run your own
2 hghtweight daemon called ¢1ougra ~eacl of expasing a pubiic Ip, yoy instan i h
Hurnel o Cloudtisnsn vdflared on your serye e services on your home
. ° Stobal natwork, o & traffc 1 your origing flowe ?gnl network, trying out
ching, WAE, Bat Manaaom = s . .
applied automaticalry v S0t Managemant, and DDeS protection are IPv6 is a possible
: )
No open inboung Ports, No pubiic 1PS. No attack sucfa .SOhlthn that does.n t
ek S Tace involve dealing with
your ISP. Failing that, be
reassured that you have

the option of leasing a
public IPv4 address, or
setting up a tunnel service
as afinal resort.
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PRICE 256GB, £1,416 (£1,699 inc VAT)
from samsung.com

since the first Galaxy Z Fold, and

there’s something “just right”
about the Galaxy Z Fold8 that I've
never felt before.

Perhaps it’s because it’s so light.
Maybe it’s the wide front display,
and the two distinct orientations for
watching video and reading on the
inside screen. It might be the much
less noticeable crease, an anti-
reflective coating for the main display,
or genuinely useful Al features that
take advantage of the wide canvas.
Samsung has made trade-offs, such
as no telephoto zoom lens, but this
feels like the future of foldables.

I ’ve reviewed foldable phones

M Passport-like design

The Z Fold8 is about the same size asa
passport, which makes it easy to slip
into a pocket. And at 201g, this is the
lightest book-style foldable available.
My only criticism is that I found ita
more awkward shape in my front
pocket when walking.

|
Stll, T |

love the ————
10:16 front display for scrolling
through TikTok videos, and there’s
plenty of room for typing with two
hands. Reaching across the display
with one hand can be a stretch, but
overall using the Fold8 feels more
natural than the taller Fold8 Ultra
(see p48). The Fold8 also unfolds
almost perfectly flat.

As for colours, the Fold8 comes in
lavender, graphite and cream, with a
pistachio option exclusive to
buyers at samsung.com.

M Anti-glare display
If the crease on foldable
phones has always bugged
you, the Galaxy Z Fold8’s
main 7.6in display should
bring a smile to your face.
The crease is much less
visible than before.
Samsung says it achieved
this by pairing a titanium alloy
film with a titanium base plate,
with micro-perforations that
allow the display stack to adhere
flush to the plate with virtually no
air gaps. But the bigger deal for me
is the anti-reflective coating. This

ABOVE The future of
foldables: the Fold8 is
Samsung's best yet

ABOVE Samsung
apps take advantage
of the 4:3 aspect ratio
inside screen

| drastically reduces glare when
| viewing the Fold8 outside.

The main display has a 4:3 aspect
ratio, which means smaller black
bars above and below the display
when watching videos compared to
the squarer 8in Fold8 Ultra. The
viewing area itself is actually smaller,
but somehow I found watching TV
shows and films more immersive.

The other big benefit comes
when you flip the Fold8 around

into portrait mode, with a 3:4 aspect
ratio proving to be a better
option for surfing the web and
reading ebooks or comics -
something I absolutely
loved doing on the Fold8.

M Helpful Al
(no, really)
The Samsung Galaxy Z
Fold8 even has useful Al
features. My favourite is
Now Nudge, which prompts
you to open arelated app in
Split View without having to
| leave the app you’'re using.

For example, I received a text
asking if I was free for dinner next
Friday at 7pm. A little calendar

| icon appeared, and when I tapped it
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the Calendar app opened in split-
screen mode.

Then there’s My FanCam. When
editing a video with multiple people
in the frame, you can select a subject,
and the Fold8 will crop in and
“follow” that person throughout the
clip. You can even choose the aspect
ratio. This is great for parents and
concert lovers who love to share on
social media, although it only works
on humans — and only one at a time.

M Snappy performer

Powered by a Snapdragon 8 Elite Gen
5 for Galaxy chip, the Galaxy Z Fold8
offers performance on a par with the
Galaxy S26 Ultra (see issue 380, p74).
I mowed down countless enemies

in Call of Duty Mobile and raced
around tracks in Asphalt 8 without
seeing any slowdown.

The Fold8 is also a multitasking
champ. [ could run up to three apps
on screen at once without noticeable
lag. For example, [ scrolled through
my inbox in Gmail while streaming
tracks on Spotify and zooming in on
photos in the Gallery app with not a
hint of a wobble.

Asthe graphs show, it performed
superbly in our lab tests, too. We only
compare it to other foldables in the
tables, but it beats even the iPhone 17
Pro Max (see issue 375, p71) on
multicore performance in Geekbench
and in the 3DMark benchmark.

M Solid battery life

All the new Samsung foldables offer a
silicon carbon battery, which allows
for more capacity without adding
thickness to the phone. The Fold8 has
a 4,8oomAh battery, compared to the
Fold7’s 4,400mAh Li-ion unit.

In our battery test, which consists
of web surfing over 5G, the Fold8
lasted a solid 12hrs 20mins. That beats
the Fold7 by more than 1.5 hours. I've
been using the Fold8 as my daily
phone for weeks, and on days with
moderate usage — which includes
streaming Spotify over 5G, checking
Slack/email and watching videos on
my commute — I'm typically down to
about 50% by the time [ get home.

Still, other foldables last even
longer. The Z Fold8 Ultra’s 5,00omAh
battery lasted 14hrs 33mins in our
tests, while the Honor Magic V6 (see
p52) with its 6,60omAh battery
proved enough for two days’ life.

The Z Fold8 benefits from fast 45W
wired charging, reaching 70% after 30
minutes. Wireless charging is strong at
20W, but you must buy a magnetic
case if you want Qi2 charging, as
magnets aren’t built into the phone.

B Camera mix
I have mixed feelings about the
cameras on the Galaxy Z Fold8.

GEEKBENCH 6 (SINGLE CORE)

GEEKBENCH 6 (MULTICORE)

3DMARKWILD LIFE EXTREME

Not having a telephoto zoom when
you’re spending this much on a
smartphone seems like a con, but in
practice the dual cameras are so
good, and Samsung’s processing
so strong, that I only noticed the
difference compared to the Z Fold8
Ultra at 10x zoom.

The soMP ultrawide lens is
particularly strong, even better
than the iPhone 17 Pro Max when I

compared ultrawide shots of a beach.

The green trees in the background
popped that fraction more, and there

Y3L139 STUIHIIH Y31139 STUIHIIH

Y3L1139 STUIHIIH

“Powered by a Snapdragon
8 Elite Gen 5 for Galaxy chip,

Reviews

BATTERY LIFE

15hrs 23mins

14hrs 33mins

12hrs 52mins

12hrs 25mins

Y31139 STUIHOIH

12hrs 20mins

10hrs 45mins

DCI-P3 COVERAGE

Y31139 STUIHOIH

PEAK BRIGHTNESS (ADAPTIVE, SDR, CD/M?)

Y31139 STYIHIIH

was clearer detail in the
rocks along the sand.
Samsung has also

the Galaxy Z Fold8 offers improved the low-light
performanceonaparwith “Nightography” feature
the Gahxy szs Ultra” on the Fold8. I saw this

BELOW The crease on
the main7.6indisplay
isbarely visible

when [ took a shot of a
clock tower, with brighter and
crisper results than before.

Idon’t have any complaints about
selfies from the Z Fold8, with all the
detail and colour you could want.
What’s more, you can always flip the
display around and use the main
50MP wide camera to take selfies.

M Apps are lagging
A good number of apps have already
been optimised for the Fold8’s wide
display. In Gmail, you can see your
inbox on the left and the content of
your messages on the right. And in
TikTok the comments appear on the
right side of the display while the
video plays on the left. Spotify looks
slick, too, with your playlists on one
side and play window on the other.
However, some apps feel like
stretched phone experiences. Slack
should have your contacts on the
left and messages on the right
instead of super-wide conversation

a1




RIGHT The minimised
creaseisn’tthe only
improvementSamsung
has made tothe screen

windows, for instance.
While the iPhone Ultraisn’t
out yet, you know there’s
going to be a better app
experience from day one.

M Other downsides

Unfortunately, you’'re
stuck with the same P48

' durability rating on the
Galaxy Z Fold8 as the Fold7.
That means this device can
withstand being submerged
in water for 30 minutes but
isn’t dust-resistant. In an
iFixit teardown, in which
the foldable is given a light
sprinkling of sand, the
results weren’t pretty. The
hinge started making “truly
awful crunching and
grinding noises, and the
phone stopped opening
normally”, according to
iFixit. Be very careful if
you’re taking this phone
L to the beach.
.| The Galaxy Z
Fold8 once
again eschews the S Pen.
While I've never been a
heavy user, such a wide
canvasis aninvitation to
doodles and note taking.

ONMNE

—

“I appreciate that the
crease s less visible and the
anti-glare coating, as well
asthe strong performance
and solid battery life”

M Final word
The Galaxy Z Fold8 keeps growing on
me. It’s lighter and more compact
than the Fold8 Ultra, and the main
display is big enough for split-screen
multitasking and binge watching.
Talso appreciate the less visible
crease and the superb anti-glare
coating, as well as the strong
performance and solid
battery life. Features
like Now Nudge make
sense on a foldable,
too. On the other
hand, [ begrudge
losing a telephoto
lens and worry
about the lack of
dust resistance.
But for now,

the Galaxy Z Fold8

is the foldable to beat.

MARK SPOONAUER

SPECIFICATIONS ABOVE TheFold8's
8-core (4.7GHz/3.6GHz) Qualcomm passport-like form
Snapdragon 8 Elite Genb SoC e 12GB/16GB factor grew onus
RAM e Adreno 840 graphicse7.6in foldable overtime

120Hz AMOLED screen, 1,848 x 2,448 resolution
#5.5in cover 120Hz AMOLED screen, 1,248 x
1,972 resolution ® 256GB/512GB/1TB storage ®
P48 @ 5G e dual 50MP rear cameras s 10MP
frontcamerae Wi-Fi7eBluetooth 6e
4,800mAh batterye USB-C 3.2 Gen2 connector
®Android 17 with One UI 9 (7yr OS updates) e
folded, 82x 9.7 x124mm (WDH); unfolded, 161x

JRECOMMENDED

4.5x124mm (WDH) ® 201ge 2yr RTB warranty

Samsung Galaxy Z

Fold8 Ultra

Thetelephoto camerais
disappointing, but the Ultra
isabig upgrade interms of
performance and battery life

SCORE OO0

PRICE 256GB, £1,583 (£1,899 inc VAT)
from samsung.com

flagship phones, Samsung’s

foldables are going Ultra. And the
company insists thisisn’t a simple
rebranding, with real changes behind
the scenes to lift this from last year’s
Galaxy Z Fold7 (see issue 372, p48).

It starts with the larger battery,
which at 5,0oomAh is 6oomAh more
capacious than the Fold7’s. Here,
Samsung is taking advantage of
denser silicon carbon technology
compared to lithium ion.

During our custom battery life test,
which involves web surfing over a 5G
connection and setting the display toa
brightness of 150cd/m?, we recorded a
battery life of 14hrs 33mins. That’s
almost four hours more than the Z
Fold7 and more than two hours longer

I n keeping with the rest of its

than the passport-shaped Galaxy Z
Fold8 with its 4,800mAh battery.
This longevity was backed up by
my experience living with the Z Fold8
Ultra. I regularly went to sleep
without plugging in the foldable to
recharge overnight because [ knew it
would still be alive the next morning.
The fast 45W wired charging meant |
could plug in the Ultra while getting
ready, comfortable in the knowledge
that it would recharge enough to get
me through the day. Samsung reckons
the Z Fold8 Ultra can reclaim 67%
battery after half an hour of charging,
butIfound the battery actually hit
76%. Prefer wireless charging? The
upgraded Qi2.2 protocol offers up to
20W speeds, up from last year’s 15W.

M Major league performance
This year marks the first time that
Samsung has used the custom

“for Galaxy” chipset in a foldable
phone. Normally Z Fold models use a
fast but not quite cutting-edge
Snapdragon chip which, while no
slouch, isn’t as powerful as the
Galaxy variant. And it showed in

our benchmarks, where all three of
the new Samsung foldables (which
share the same “for Galaxy” chipset)
performed superbly.

Geekbench 6 benchmarking saw
the Z Fold8 Ultra score 3,733 on
single-core testing and 11,457 in
the multicore tests. That’s up from
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3,052 and 9,735 on the
7Z Fold7y. It was a similar
story in 3DMark,
with results up by
around a third.
When playing
PUBG Mobile, 1
found that the Z
Fold8 Ultra could
handle the highest
graphics and
performance settings
without suffering any
ill effects. What’s more, it
could run through a game
without noticeably heating up.

Bl Screenboost

When it comes to screen upgrades,
the biggest talk has been about the
minimised crease - which is true.

But that’s not the only upgrade
Samsung has on offer. The Ultra now
boasts an even brighter display, rated
to output up to 3,000cd/m?, paired
with a new anti-reflective coating.

It hit a maximum of 2,687cd/m?
in our HDR tests, which may not be as
high as Samsung says (this is typical
for all manufacturers’ claims when
we reach the thousands), but remains
one of the highest figures we’ve seen
when displaying HDR content.

But big numbers are worthless if
they don’t show their worth in the
real world. During our testing we
experienced abnormally long periods
of sunny weather, which is ideal for
testing the capabilities of bright,
anti-reflective screens. Not only
could I use the Z Fold8 Ultra in direct
sunlight without issue, the screen is
bright and clear enough that I could
still see exactly what [ was doing
while wearing sunglasses.

M (Mostly) great
cameras
The Z Fold8 Ultra
includes the same
200MP main
camera lens as

the S26 Ultra (see

issue 380, p74) and
7 Fold7, alongside
anew 50MP
ultrawide angle
camera. No surprise,
then, that the Z Fold8
Ultra takes great photos.

The 200MP main lens even

shines when compared to the iPhone
17 Pro Max (see issue 375, p71), with a

LEFT The 200MP
main camerashines,
but the telephoto lens
isaletdown

“Samsung has delivered
anUltraphone worthyof Samsungischarging £100

takes your existing videos and lets
you hone in on a single person and
turn them into the main character.

It works with all videos you’ve shot,
even those not filmed on a Galaxy
phone, and so far [ haven’t found a
single video featuring human beings
that it doesn’t like. The same can’t be
said for animals, unfortunately.

It’s annoying that Samsung has
tweaked the design of the Fold8 Ultra
so that Fold7 cases don’t fit, but
without any notable benefit. You still
don’t get support for styluses or for
magnetic wireless chargers.

To rub alittle extra saltin,

sharper and clearer image. That’s the name. Battery and more for the Fold8 Ultra than
especially true if you zoom in and f A h d the Fold7, and isn’t luring
look at the smaller details. pertormance have made early buyers with the

At first glance ultrawide angle huge Ieaps forward” promise of 512GB of storage

photography doesn’t look too different
to the Fold7, but the soMP resolution
bump reveals details - such as
stonework on a building - that are
blurred on the Fold7. But the most
discernible difference comes in low
light, with the Fold8 Ultra gaining
access to the ProVisual engine found
in the Galaxy S26 Ultra. Photos
sometimes look darker than
the Z Fold7’s, but they also
capture a heck of alot more
detail in the process.

There are three areas
where Samsung can still
improve. One is macro
photography, with the Fold8
not always focusing on what’s
directly in front of the lens. The
other is selfies, with the 10MP
lens failing to pick up the same level
of detail as the iPhone 17 Pro Max.

Then we come to the biggie. Put
simply, the Ultra’s 10MP telephoto
lensisn’t up to thejob.
Photos look okay at
first glance, but when I
compared the Fold8’s
results to the S26
Ultra’s - which uses a
50MP sensor - I started
to wonder if it was
worth zooming in at all.
This was particularly
apparent ina1ox zoom
photo of a cat, with the
Fold8 Ultra producing
fuzzy results while the
S26 Ultra clearly
captured the cat’s fur.

M Good Al

no stylus

We cover the new Al
features found in both
the new Fold phones
inour Z Fold8 review,
soIshan’t repeat that
here. The only thing
I’ll add is thatIlove
My FanCam, which

ABOVE You'll have no
problems seeing the
Fold8 Ultra's screen
when the sun shines

RIGHT The Fold8 Ultra
has more traditional
dimensions than the
Galaxy Z Fold8

LEFT Both battery life
and performance
have beenimproved

for the price of 256GB as it
has done in previous years. An effect
of rising RAM and SSD prices, for sure,
but Honor discounts its Magic V6 (see
p52) and heavily undercuts Samsung
in the process.

Ultra mixed
Overall, Samsung has delivered an
Ultra phone worthy of the name.
Battery and performance have
made huge leaps forward, to
the point its foldables now
largely match their non-
folding counterparts.
Likewise the improvement
in screen technology is a big
win for users, especially those
that live in spots with lots of sun.
But there are problems.
Telephoto quality is appalling
for a phone that costs this much,
and the missing S Pen is still
noticeable. Worst of all is the
increased price, which is just
the latestin a long line of
Galaxy price increases, which
makes those basic flaws
sting even harder.
The ZFold8 Ultraisstilla
great addition to the Galaxy
lineup, but I hope for even
more from 2027’s inevitable Z
Foldg Ultra. TOM PRITCHARD

SPECIFICATIONS

8-core (4.7GHz/3.6GHz) Qualcomm
Snapdragon 8 Elite Gen5SoCe
12GB/16GB RAM e Adreno 840 graphics
e 8infoldable 120Hz AMOLED screen,
2,256 x 2,504 resolutione 6.5in cover
120Hz AMOLED screen,1,080x 2,520
resolution®256GB/512GB/1TB storage »
[P48e5G etriple 200MP/50MP/10MP
rear camerase10MP frontcamerae
Wi-Fi 7 e Bluetooth 6#5000mAh
batterye USB-C 3.2 Gen2 connectore
Android 17 with One UL 9 (7yr 0OS
updates)efolded, 72x8.9x158mm
(WDH); unfolded, 158 x 4.1x 143mm
(WDH) e 215ge 2yr RTBwarranty
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Samsung Galaxy Z Flip8
Powerful and easy to view
the bright displays outdoors,
but onlyaminor upgrade on
last year's release

PRICE 256GB, £958 (£1,149inc VAT)
from samsung.com

effect of inflation in tech, look no

further than Samsung’s Flip
phones. In 2021, the entry-level Flip3
cost £949. Then it crept up to £999,
before settling at £1,049. This year,
with the excuse of rising RAM and SSD
prices, it’sjumped to £1,149. That
might be acceptable if the product had
jumped in quality, but instead it has
plateaued. And this is coming from
someone who loves flip phones.

You have four colour options: pink,
graphite, cream and mint, which is an
online exclusive. The pink shade of
my review unit is charming, but the
mint option is the standout choice.

One reason Samsung can defend
this year’s price hike is the big
upgrade in processor. Samsung made
asurprising switch last year with the Z
Flip7 (see issue 372, p50) by using its

own Exynos chip, but the
i return to Qualcomm’s flagship

I fyouwant to observe the creeping

silicon gives the Z Flip8 its most
important hardware upgrade.
In Geekbench 6, the Flip8
delivered a single-core score of
3,627 and a multicore score of
11,215, compared to 2,286 and
8,079 for the Flip7. It also
« outpacesthe Motorola Razr 70
(see issue 382, p50), which
scored 2,886 and 8,982.
Graphics performance tells a
3 | similar story. In 3DMark Wild Life
Extreme, the Z Flip8 notched
5,904, with an average frame rate
of 35fps. By comparison, the Z
Flip7 ran at 27fps while the Razr
70 matched it with 35fps.
Despite there being no
| physical changes to either
display, I'm happy to report that
the main 6.9in AMOLED screen is
noticeably when showing HDR
content, reaching a peak of
2,150cd/m?. It’s a solid step up
from the Z Flip7’s HDR peak of
1,989cd/mz2, but still trails the
Razr70’s 2,332cd/m>. All three
cover similarly impactful colour
ranges, but I wish Samsung had
added the same anti-glare coating
ason the new Z Fold8 series as
reflections are still problematic.

BELOW The screenis
brighter, but this
doesn'tfeel like ahuge
upgrade onlastyear

Even though the
camera hardware
remains largely
unchanged, the Z Flip8 3
continues to be one of the best
pocketable vlogging setups you
can buy. A big reason for that is its
flip-phone form factor, which allows
you to prop it up on any flat surface,
like a built-in tripod, or bend it to a
9o-degree angle to hold like a classic
camcorder. One software addition
makes it even better: Horizontal Lock
is now built into Super Steady mode,
removing jitters when recording. It
crops the image slightly to achieve that
gimbal-like stability, but handheld
clips look surprisingly professional.

As before, the outer FlexWindow
paired with the rear cameras lets
you easily preview the frame as you
record, while also delivering much
better selfie captures than a standard
front camera. Compared to larger
notebook foldables, it’s also still far
more intuitive to hold with one hand
while keeping an eye on your shot.

Taking photos with the Galaxy Z
Flip8 feels almost identical to using its
predecessor. Thatisn’t a surprise as
they share the same 50MP main
camera and 12MP ultrawide, and in
general the results are strong:
plenty of detail, good colour
balance and strong handling
of dynamic range. The only
difference I noticed was
when shooting in near
pitch-dark conditions, with
far better shots of the night
sky, for instance.

Battery life moves in the right
direction, but only by a hair. The
Z Flip8logged an average time of
12hrs 52mins in our battery-drain
tests, edging the Z Flip7 by halfan
hour. It uses the same silicon-carbon
technology as the new Z Folds, soit’s a
shame that Samsung didn’t improve

LEFT TheFlip8is
availablein graphite,
cream, mintand pink

ABOVE The outer
FlexWindow feels
underutilised despite
supporting more apps
and basic actions

“The Flip8 remains one of
the sleekest and most
refined clamshell foldables,
butits generational leaps
are getting harder tosee”

the capacity from 4,300mAh (the
same as the Z Flip7’s lithium-ion
battery). The Motorola Razr blew
past both Samsung clamshells with
aruntime of 16hrs 20mins.

Unlike the new Folds, the Z Flip8
remains capped at 25W for wired
charging, and charging times are
barely faster than the Z Flip7’s — it
reached 59% in 30 minutes compared
tolastyear’s 55%.

Software upgrades again feel
underwhelming. One Ul g offers the
same strong level of multitasking and
productivity Samsung’s custom
experience has continually delivered.
However, there are only a few new Al
tricks, including more multimodal
tools, enhanced Flip Shot shooting
options, and minor updates to both
Now Briefand Now Nudge.

The outer FlexWindow, in
particular, feels underutilised
despite bringing more
apps and basic actions
to the cover screen.

Aside from minor
© widget updates

and basic app
support, Samsung hasn’t
introduced any breakthrough features
here. I was hoping for more Galaxy Al
tools, but youdon’t even
get the same Al-tracking
My FanCam feature found
on the Z Fold8.

The Samsung Galaxy Z
Flip8 remains one of the
sleekest and most refined
clamshell foldables, but
its generational leaps are
getting harder to see. On one hand,
the return to Qualcomm silicon
delivers impressive performance
gains, the screen gets a big brightness
boost and video features such as
Horizontal Lock make it an even
more formidable tool for vlogging.
Ifyou're coming from a Z Flips or an
older slab phone, these upgrades are
enough to warrant buying it.

However, when paired with a
£100 price hike, Samsung’s baby-step
approach is tough to defend,
especially in the face of increasing
competition from the Motorola
Razr series. JOHN VELASCO

-—

SPECIFICATIONS

8-core (4.7GHz/3.6GHz) Qualcomm
Snapdragon 8 Elite Gen5 SoC «12GB
RAM e Adreno 840 graphicse6.9in
foldable 120Hz AMOLED screen, 1,080
x 2,520 resolutione4.1in cover 120Hz
AMOLED screen, 948 x1,048 resolutione
256GB/512GB storage e [P48e5G e
50MP/12MP rear cameras e 10MP front
camera e Wi-Fi7eBluetooth 5.4#4,300mAh
batterye USB-C 3.2 Gen2 connectore Android
17 with One UI9 (7yr OS updates) efolded, 75 x
13.1x86mm (WDH); unfolded, 75 x 6.1x 167mm
(WDH)#180g e 2yr RTBwarranty
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Laptops and PCs

We run a selection of benchmarks on all the
PCs and laptops we test. Where possible, we
use a cross-platform test so we can compare
Windows and macOS machines, which is
where both Geekbench and Cinebench come
into play. Both push the CPU to its limit,
exposing how well cooled a system is.

We run extra tests for Windows systems.
We use PCMark 10 to benchmark systems in
office tasks, content creation and basic
tasks such as web browsing and video
calls. We also run 3DMark Time Spy and
Shadow of the Tomb Raideras a
minimum. We test laptops and PCs that include discrete graphics with a range ABOVE We put PCs
of games, such as Borderlands 3 and Dirt 5. and laptops through

For laptops, we test battery life with Wi-Fi on and the screen brightness set to | ourintensive setof
150cd/m?. We fully charge the laptops and drain them until they reach 5%. For benchmarks
Windows laptops, we will use a mix of PCMark 10’s light-use and video-based
tests, or a web surfing benchmark where a laptop automatically visits sites
until the battery dies. We also use this test for MacBooks.

What our awards mean
Recommended

Pc This, quite simply,
isaproduct we

Pno recommend

you buy-ifit meets

AECOMMENDED [ueprory

A-List
Pc Thebestbuyinits
category right now.

Pno The product will also

feature onour A-List,

© ﬁﬁg—o startingon p14.1t's
updated each month.
Labs Winner
Each monthweruna

. LEFT We use a Display

screen quallty we run Geekbench 6. i1colorimeterto

This is a good test of measure sRGB gamut grouptest, or Labs.
In each laptop, the processor and coverage and Delta E Pno This producthas
phone, tablet and memory in managed tobeatall
monitor review, particular, and M,E.E- others to top position.
you’ll see our include both a
conclusions about test for single-core

the screen quality.
Some of this will be
subjective, but we also

and multicore Tinyurl.com links
performance. See

. Throughout the magazine you'll see
below for a selection BELOW Weplaya

tinyurl.comshortcuts. Enter these into

test each screen using a of scores to provide a video with the screen

X-Rite Display i1 Plus reference of what’s good... | setto150cd/m?to the address bar of your browser andit
colorimeter. We measure and what’s not so good. | testbatterylife will take you to a particular page, which
maximum brightness, colour | We also run 3DMark Wild Life

. . . will either be too long or awkward for
accuracy and (for monitors) test to give a measure of gaming

consistency - there may be | performance.
adifference in, say, We test tablet battery
brightness from the life by playing a full-

us to publish or will take you to the

precise shop from which to buy. If it's

Amazon, note that we may have an

middle and the screen video until the - . . .
edges of the panel. battery runs out with the affiliate deal in place so we will receive a
We also device. To simplify the commission from each sale. This will
measure Delta E, test, we use Airplane never affect our verdict of a product,
whichisaguide to mgde. Weset the and if another reputable vendor is
how accurately brightness to as close to i
panels display 150cd/m?as we can get in the selling the product cheaper then we
colours. Anything device’s settings. We also put willuse thatinstead.
under 1is excellent and phones through a set of real-world

likely to be difficult for the human eye | and labs-based tests.
to distinguish; between one and two is

Prices willvary
still strong; above this suggests a £ H A e O 2 SH 2 I Prices we publish are correct on the day

panel that you shouldn’t trust for

we publish, but we often see prices
colour-accurate photo editing.

change, especially on sites such as

Amazon. However, we do work with

Phones and tablets

We run a selection of publicly
available benchmarks on all the
phones and tablets we review. First, | = us vialetters@pcpro.co.uk.

British PC retailers to ensure the prices
we quote for their systems are correct.

If the price isn’t being honoured, contact
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Honor Magic V6

Having spent months with
the V6, no other foldable
can touch it for durability
or batterylife

SCORE OOOD

PRICE £1,250 (£1,500 inc VAT) from
honor.com (after voucher applied)

amsung may be stealing the
s foldable phone headlines due to

the Galaxy Z Fold8 (see p46), but
there are plenty of reasons to consider
the Honor Magic V6 instead. Not least
price: Honor is now offering a £500
voucher that slashes the headline
price from £2,000 to £1,500, which
undercuts the 512GB equivalent of the
Galaxy Z Fold8 Ultra (the Magic V6’s
natural opposition) by £369.

Butit’s a mistake to focus on
price. There are many areas in which
the V6 betters Samsung’s foldables,
with the first being market-leading
durability. I've taken plenty of
foldables for a spin, but I’ve always
maintained that I’d never buy one.
Why? Because these devices are often
too fragile. I'm clumsy with my
phones and regularly drop them onto
floors and often into water; there’s no
way I’d splash out on a premium
foldable only to see it turned into a
damp paperweight.

The Honor Magic V6 is the first
foldable I’ve tested that bucks that
trend. In its review documentation,
Honor recommended not to baby the
phone — Iwas encouraged to take it
out and about without a case, use it in
the rain and so on. I’ve been doing
exactly that and, after four
months of use, it still looks
brand new. With its [P68
and [P69g ratings, it
also offers the
highest level of
water protection
you’ll find.

M Top design
Despite this
ruggedness, the
Magic V6 isincredibly
thin when unfolded,

325 ANRUNNRNARARNUNNARARY

\"'“"-—-—-—-'___

coming in at only 4ymm, with a
durable aluminium chassis. The back
material depends on your choice of
colourway, with the Red and Gold
version using vegan leather, while the
Black and White editions feature a
smooth fibre composite.

Whether you’re using it folded or
unfolded, this is a good-looking
phone. Multiple people complimented
me on the device completely
unprompted and were eager to learn
more about it — something I can’t say
has happened with any other mobile
I've used.

Like most Chinese flagships, the
rear of the phone features a large
octagonal camera bump, which isn’t
going to be to everyone’s taste. I like
how itlooks, though, and
appreciate the subtle
tactile texture on the
ring around it. The
bump is also smaller

than that of the
Honor Magic8 Pro
(seeissue 378, p72),
which means that
it’s less likely to
rest under your
fingers and get
covered in smudges.
Honor has also
improved the hinge. It’s
much quieter and smoother than its
previous designs, helping the phone
feel more premium and sturdy.

Honor keeps things refreshingly
simple when it comes to buttons with
the Magic V6. There’s a small volume
rocker and a power button on the
right-hand side, and that’s your lot.
They’re well placed for one-handed

ABOVE The Magic V6

isadurable foldable

with superb displays

bothinside and out

PC

'RECOMMENDED!
'ﬁ-.._‘___-'--—__,_‘-—

“After four months of use, it
stilllooks brand new. Withiits
IP68 and IP69 ratings, italso
offers the highest level of

operation and feel
pleasantly clicky. My only
real gripe is the fingerprint
reader built into the power
button, which sometimes
requires a few attempts to
unlock successfully.

B Glorious displays
Both displays are excellent.
The 6.5in OLED outer
screen hasa 1,080 x 2,420
resolution with a fantastic
2,000cd/m? peak brightness
(and an absurd 6,000cd/m?
with HDR content), which
ensures that it stays visible
in even the harshest light.

It uses Honor’s Anti-
Scratch NanoCrystal Shield
coating, which kept the
screen looking pristine
throughout my months of
testing. That’s despite my
removing the screen
protector it came with, as
this picked up annoying
marks very quickly.

There’s one other potential
annoyance too. Despite the
rectangular shape of the folded
phone, the outer screen uses rounded
corners, presumably to give it
symmetry with the inner one. This
sometimes interferes with navigation;
squarer corners are surely better.

The inner display itselfis an 8in
foldable OLED panel surrounded by
impressively thin plastic bezels. It’s
almost as bright as the external one,
with a 1,300cd/m? peak brightness
(orup to 5,000cd/m2with HDR). It’s
just as sharp as you would expect,
with a 2,352 x 2,172 resolution, and
Honor deserves credit for how closely
calibrated both of the displays are:
they’re practically
identical in terms of
colour, making it
natural to flick
between the two.

Both the inner and

water protection you’II find”  outer screens feature an

LEFT Aslightly raised
camerabump onthe
rear may irritate some

adaptive 120Hz refresh
rate, too, which is fantastic for
smoothly scrolling apps and social
media websites.

Lastly, you absolutely don’t need
to worry about an ugly crease spoiling
your view with the Honor Magic V6.
There is still a fold that you can feel if
you really examine it with your
fingers, but it’s practically invisible
in regular use unless you hold your
phone at specific side-on angles or
look closely on a totally blank screen.
Honor says the tough UTG flexible
glass has an SGS Imperceptible Crease
Certification, and it really shows. Or
rather, it doesn’t. This is the first
foldable I've used where you can truly
forget that it’s even there.
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B Camera questions

On paper, the Magic V6’s cameras
aren’t as strong as those of the Honor
Magic8 Pro, but they’re still very
capable compared to the rest of the
wider foldable category. The rear
camera offers a three-lens setup,
with a 5oMP ultrawide, 50MP wide
and 64MP telephoto lens.

The Honor’s photos are bright and
poppy by default, which is great for
capturing the mood of summer days.
They also offer plenty of detail, which
comes into its own when dealing with
busy scenes or if you’re trying to
capture foliage.

The telephoto sensor offers a 3x

optical zoom alongside a digital zoom.

With 64 megapixels to play with it
performs considerably better than
the Samsung Galaxy Z Fold8 Ultra
with its 10MP
telephoto lens,
which will be reason
alone to choose this
phone over its
Samsung rival for
many. [teven
performs well in

low light and
challenging

lighting setups,

such as concerts
with strobe effects.

Both the front and
inner display have the
same 20MP wide sensor,
which does a good job with selfies
- but the results are overprocessed.

There are plenty of software
features to try out on the Magic V6,
including AI-powered colour filters
and different photo watermarks.

The ability to display the photo that
you’re taking on the front screen is
also brilliant for group settings.

Finally, the Honor Magic V6 has
strong video-shooting capabilities
and can capture 4K video at 60fps.

As good as it the V6’s camera setup
is, though, the results are overall less
impressive than the images I've
taken with the Honor Magic8 Pro
and its 200MP main lens.

77

M Meets speed needs

The Honor Magic V6 is powered by
Qualcomm’s flagship Snapdragon 8
Elite Gens processor, so it should
come as no surprise that the
performance of the Magic V6 is
incredibly strong across the board.
It’s paired with 16GB of RAM, which
is more than enough for serious
multitasking. I rely on my phone for
productivity tasks such as note-
taking, transcribing and document
editing while I'm on business trips,
and my flow was never broken by
sudden reloads when flicking
between multiple apps — even ones
that T hadn’t opened for some time.

=

Gaming performance
is also excellent. It
almost goes without
saying that casual
titles such as Plants
vs Zombies 3 or
Warhammer Combat
Cards - 40K Edition
(two games I admit I've
been spending an
embarrassing amount
of time playing
recently) are totally
flawless. More
demanding titles,
including my go-to
Zenless Zone Zero,
run beautifully at the
maximum settings as well.

The Honor Magic V6’s sole
performance problem is running
hot, leading to
eventual slowdown
in games. I also found
it struggled during
therecent UK
heatwaves, feeling

hot in my pocket
and struggling to
run even Google
Maps smoothly in
direct sunlight.

Luckily this
had no effect on
battery life, which has
been superb throughout
my testing. The 6,660omAh

lithium polymer cell offers more
than enough juice for a full day, even
if you play demanding games. [ use my
phone constantly, yet [ regularly go to
bed with 25% left.

With light use, you could easily
stretch to two days on a single charge.
Despite Samsung’s switch to silicon-
carbon technology for the batteries in
its Z Fold8 series, and the increase in
capacity as a result, Honor still wins
in this area.

M Softtouch

I’'m a big fan of MagicOS 10, Honor’s
Android 16-based operating system.
The design is certainly Apple-
inspired, but as an ex-iPhone user |
find it both visually appealing and
easy to use. It has aliquid-glass-like
aesthetic, with sleek, semi-transparent
menus and rounded buttons.

You get all the visual flair of using
aniPhone, but with all the additional
customisation options that you’d
expect from the Android ecosystem.
New icon packs, themes and a range of
preset options can be selected from
the built-in themes app. You can even
disable the transparency effects
throughout the OS if you want
something that looks more like
traditional Android.

Smart features make daily
operation smooth, too. For instance,

=

ABOVE Thefoldis
imperceptible unless
you hold the phone at
acertainangle

LEFT The 50MP
ultrawide, 50MP wide
and 64MP telephoto
lenses take bright pics

“The 6,660mAh lithium
polymer cell offers more
than enough juice for afull
day, evenif you play
demanding games”

an Al tool recommends images that
would be well suited for your lock
screen, while Al-powered widgets
use context to suggest the app that
you’re most likely to want to use.
I also like the ability to generate
or rephrase text and Honor’s
surprisingly good translation feature.
Not all the Al tools are winners.
The Al Settings Agent (which allows
you to type or speak sentences such as
“turn off Bluetooth” to change key
settings) is laughably useless, while
the so-called Al Memories App
appears to be a screenshot tool with
the word Al slapped on it.

M Magic or Galaxy?

Samsung’s eighth generation of
foldables is a huge
upgrade, and unlike
Honor you have options
when it comes to models:
in the UK, we’re only
being offered the

512GB model.

However, asIstated
at the beginning of this review, there
are reasons to choose the Honor
beyond price. One is that it supports
stylus usage, which neither Z Fold
model can match. It’s also slimmer
and uses a design that’s proven to be
durable, based on its very similar
predecessors. But perhaps the
biggest reason is battery life, where
Honor remains the market leader for
foldables. DASHIELLWOOD

SPECIFICATIONS

8-core (4.6GHz/3.6GHz) Qualcomm
Snapdragon 8 Elite Gen5SoCe16GBRAM @
Adreno 840 graphics e 8in foldable 120Hz
OLED screen, 2,172 x 2,352 resolution e
6.5in cover120Hz OLED screen, 1,080 x 2,420
resolution e dual nano SIMs # IP68/1P69
rating e 512GB storage e triple
50MP/64MP/50MP rear cameras e

20MP front camera e Wi-Fi 7 e Bluetooth 6 e
6,660mAh battery e USB-C 3.2 Genl
connector e Android 16, MagicOS 10 (seven
major updates) e folded, 75x 8.8 x 157mm
(WDH); unfolded, 147 x 4 x 157mm (WDH) @
219g e lyr warranty
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Upto
6,144 Core
Blackwell RTX
GPU

Upto
[OC1{ 20Core

1) ultra-efficient
CPU

Up to

(;'7 1Petaflop
FP4 Al

Performance

Unified Memory

All-Day Battery Life

The most power-efficient RTX chip ever made,
in a chassis so slim you'll forget you're carrying it.

Built for Agents and Al

ﬂ%ﬁ) CUDA, the software that accelerated the world's Al,
runs natively on RTX Spark.

Creator Crafted

Make a million ideas happen with hundreds of
——— creative apps and Al tools supercharged by RTX

and NVIDIA Studio tools.

Game Ready

Play the latest and greatest games with
world-leading gaming tech. Ray-traced worlds,

the full DLSS suite, NVIDIA Reflex and G-SYNC.

Gamers
Game Ready

Creators
Your Creative Power, Unlocked

Developers
The Al Standard

Built on the same NVIDIA CUDA
platform that powers today’s
leading Al models, RTX Spark
lets you develop, test and run
Al workloads locally with up to

128GB of unified memory.

Purpose-built acceleration
for Al, 3D design, video
production and live streaming,
delivering faster workflows and
professional-quality results.

Experience the latest games
with NVIDIA RTX technologies,
including ray tracing, DLSS
and NVIDIA Reflex for stunning
visuals, higher frame rates and
ultra-responsive gameplay.
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DellXPS 13
The price is higher than we
expected, but the quality on
offer makes thisa superior
choice to the MacBook Neo

SCORE &3¢t

PRICE 8GB RAM, £749 (£899 inc VAT)
fromdell.com

t CES, Dell announced that the
Anew XPS 13 would be a true

MacBook Neo rival, albeit for
$100 more: $599 for students, $699 for
the rest of us. Dell didn’t quote a UK

price, but we naturally hoped that it
would be similar. Alas, no: the XPS 13

=

starts at £699 for students and £899
for the rest of us. That compares to
£599 and £699 for the MacBook Neo
even after its recent price rise.

But let’s not write off the XPS 13.
Unlike other laptops in its price range,
itdoesn’t skimp on high-end features.
Instead of cheap plastic, the XPS 13
has a sturdy CNC aluminium
chassis that both looks and
feels high-grade. It’s
also the thinnest XPS
and lightest laptop
ever, weighing
around 200g less
than the MacBook
Neo. Despite this,
the frame
barely flexes.

Measuring
201mm deep, 297mm 4
wideand a mere12.7mm &
tall, it’s built for travellers. T
For comparison, an A4 page is
exactly that width and gmm longer.

Nor will you notice the XPS 13’s 1kg
weight in a backpack. Dell also includes
aslim 65W USB-C GAN adapter,
which takes up barely any space.

M Ergonomic advantage

The 13.4in display is impressive for a
sub-£1,000 laptop, thanks in large
part to its sharp 2,560 x 1,600 (2.5K)
resolution. It’s a departure from the
dull, low-res panels found in many
affordable laptops, reaching a peak of
411cd/m?in general use and a fraction
more - 420cd/m? - when displaying
HDR videos and games. That’s lower
than the soocd/m?2that Dell claims,
but 'l let that slide as HDR videos still
look great on this panel.

Don’t expect amazing colour
reproduction, with the XPS 13’s
display geared towards the sSRGB
colour space rather than the more
vivid DCI-P3. We measured 100%

coverage of the sSRGB gamut and 113%

includes a mere Intel Core 5 320 CPU,
with two P-cores and four LPE-cores.

Intel also strips down the GPU,
with this variant of Intel Graphics
including two Xe-cores compared to
four in the Core Ultra 7 355. And one
more thing to be aware of: if you buy
the 8GB version of the Dell XPS 13, it
uses single-channel memory. You’ll
need 16GB of RAM to take advantage
of the dual-channel memory, and that
adds £150 to the price.

You can see what difference that
makes in the graphs opposite. Not so
much in Geekbench 6, whichisa

volume, while DCI-P3 coverage sat at
80%. That’s fine - almost identical to
the MacBook Neo, in fact - but if you
turn to our Labs on p74 you’ll see that
punchier panels are out there.
Then there’s the touchscreen. I
don’t often take advantage of touch
support on laptops, but always
appreciate it when it’s
there. This feature is
notably lacking from
the MacBook Neo,
and indeed any
MacBook. I found
the touchscreen

ABOVE Superslim,
portable and sturdily
built,the XPS13isa
greatbudget laptop

LEFT The aluminium
lid has awelcome lip
that contains a pretty

tobejustas decent1080pwebcam | measure of CPU performance, butin
responsive as the real-world Handbrake video
the touchpad, conversion test, and it also gave a
never failing to significant boost in our gaming
register my gestures. tests. We only show Borderlands3 |

and 3DMark Steel Nomad in the
graphs, but we saw the same boost

w - . in Civilization VI:
The13.4in display is Gathering Storm, with

Finally, in terms of
ergonomics, we come to the
keyboard, which gives you just
enough space to type comfortably.

Unlike the current XPS 14 (see issue impressive for asub- 29fps for the 16GB model
379, p5§) an.d XPS 16 (see issue 381, 21’000 Iaptop, thanksin Vversus 24fps. And in
p62), this 13in model swaps a I itssh Shadow of the Tomb
lattice-less keyboard for a more argepart toitssharp Raider, the 8GB version

2,560x1,600 resolution”

stuttered to 1fps at 1080p
compared to 11fps for the
16GB version.

To complete the comparison, the
Dell 14S (see issue 384, p54) with a
Core Ultra 7 355 inside shows the

traditional keyboard deck. I don’t
mind typing on the Dell XPS 14 and
XPS16’s keyboards, but the XPS13’s
wide key spacing and separated key
caps are more natural. And unlike the
MacBook Neo, the XPS 13’s keyboard

includes a backlight. benefits of two additional P-core
. . and four Xe graphics cores. What
H GOI“g Wildcat we don’t show is Civ VIand Tomb

Raiderscores, where it reached
4ofps and 19fps respectively.

We can also make a sweeping
generalisation that you can expect
very similar performance to the
MacBook Neo with its A18 Pro
chip, while the Apple Msisina
different league entirely. It’s just
ashame, then, that the Air’s

— v

The XPS 13 again diverges from the
norm by including Intel’s new
“Wildcat Lake” family of CPUs. These
are built using the same 18A technology
as Panther Lake Core Ultra Series 3
chips and share much of the same
architecture, but differ because they
use two P-cores and four Low Power
Efficiency LPE-cores. They also lose

the “Ultra” name, so !

our test system

BELOW The laptop’s
two USB-C ports
are of the speedy
10Gbits/sec variety

56



@) rcrro.LINK/DISCORD [f] FACEBOOK.COM/PCPRO

Reviews

starting price hasrocketed to £1,299
-alsoin a different league.

But all these results are merely
benchmarks. The XPS 13 handled my
workflow without issues, and I’d say 1
reflect a typical office worker. It also
didn’t get too hot under strain. So,
while tasks such as video editing and
gaming are too demanding for this
laptop, it’s more than capable for
everyday work and video streaming.

M Disks and battery

In our battery life test, which involves
continuous Wi-Fi web surfing with
the display set to 150cd/m?, the Dell
XPS 13 lasted 14hrs 26mins. In fact,
our 16GB review sample kept going for
almost 15 hours (the difference is likely
due to different batches of battery).
While that’s short of the 20+ hours we
saw from the Dell 14S, it’s a fine result
for an affordable Windows laptop and
isn’t far off the 13in MacBook Air.

We don’t normally talk about disk
performance, but it’s worth
highlighting that Dell spends more on
the drive inside the XPS 13 than Apple
does with the MacBook Neo. That
showed in the Blackmagic Disk Speed
test, with the 512GB SSD inside the
XPS delivering 3,714MB/sec sequential
reads and 5,027MB/sec writes. The
Neo was stuck at around 1,500MB/sec
in both tests. The MacBook Air, by
comparison, delivered results closer
to 6,500MB/sec.

Connectivity-wise, the XPS 13
gives with one hand and takes with
another. It’samazing to see Wi-Fi7
and Bluetooth 6 in such an affordable
laptop, so full applause here. But it
also has only two USB-C ports, and
remember one of those may be
required for charging. While that’s
adisappointment, they’re both
USB 3.2 Gen2 (10Gbits/sec),
compared to the Neo’s single USB
3.2 Gen2 port and older USB 2.

Thereisn’ta 3.5mm headphone
jack either, which is disappointing.
But even here I find it difficult to
complain, because the quad-
speaker setup with 8W total peak
output is far better than rival
Windows laptops. To be super
critical, the middling bass isn’t
ideal for music lovers, but it goes
loud and in general you should be
surprised in a good way.

M Final touches

Before I come to the verdict, I have
to thank Dell’s designers for
creating a laptop with a handy lip
on the lid. I've often complained
about the lack of this design
element in other XPS laptops, so
it’s great to see this here for
single-handed use.

GEEKBENCH 6 (SINGLE CORE)

Y31139 STYIHOIH

HANDBRAKE VIDEO CONVERSION

5mins 8secs

Tmins18secs

9mins 57secs

10mins13secs

Y3113 STUIMOT

10mins 46secs

BORDERLANDS 3 (1200P, FPS)

Y31139 STYIHIIH

DISPLAY COLOUR COVERAGE (DCI-P3)

85%

Y31139 STYIHIIH

The lip contains a 108o0p webcam
with dual-array mics and support
for Windows Hello. It’s great that
Dell avoids the cheap 720p
webcams budget laptops have
been known for, but don’t
expect to look your best
during video calls. In
particular, it tends towards
being blurry and washed out,
making me look pale in calls.

So, should you buy the Dell XPS
13? The answer to this boils down
toyour budget and needs. In the UK,

=

GEEKBENCH 6 (MULTICORE)

Y3L139 STUIHIIH

3DMARK STEELNOMAD

Y3L139 STUIHIIH

BATTERY LIFE (WEB SURFING)

20hrs 41mins

15hrs 28mins

14hrs 58mins

14hrs 26mins

Y31139 STUIHOIH

13hrs 28mins

DISPLAY PEAK BRIGHTNESS (SDR)

Y31139 STUIHIIH

laptop right now, particularly if you
can claim the education discount,
which is open to students and
teachers (see if you qualify at
tinyurl.com/385students).
While I don’t welcome the
price “rise”, I didn’t expect
any PC manufacturer to
challenge the MacBook Neo
this fast or this well. By
bringing the finest
aspects of the XPS laptop line to
an affordable laptop, Dell has
delivered a winner. TONY POLANCO

it only comes in two configurations: ABOVE The wide key
one with 8GB RAM for £899 and one spacingand separated | SPECIFICATIONS
with 16GB RAM for £1,049 (oddly, key caps maketyping | 6-core (2 P-cores,4 LPE-cores)Intel Core 5

this doesn’t come with a charger).
You can’t opt for more storage than
512GB, although that may change
in the future.

Ifthat’s enough for you, then this
is arguably the best budget Windows

————————

areal pleasure

LEFT Sadly there’sno
3.5mm audio jack, but
the speakers almost
make up for that

320 processore Intel Graphics ® 8GB
LPDDR5X-7467 RAM #13.4in 120Hz IPS
touchscreen, 2,560 x1,600 resolution e
512GBM.2 PCle Gen4 SSDe Wi-Fi7e
Bluetooth 6 #1080p IR webcame 2 x USB-C
3.2Gen2e52Wh battery e Windows 11Home @
297x201x12.7mm (WDH) @ 1kg @ Tyr on-site
warranty e part code: cndx1326001cc
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Bag a softwarebargain

Don't pay full price for software when we can offer you huge reductions on genuine products

WINDOWS 11 PRO

FULL LICENCE
for £69.99

1PC PERPETUAL LICENCE

® tinyurl.com/windowspro11

HE
5 Microsoft

Windows 11
/ Pro

Welcome to our best ever offer for a full, perpetual licence for Windows 11 Pro: just
£69.99 for alimited time. You caninstall this on a PC you've built fromscratch orif you're

moving from an older version of Windows.

Whatever your motives, a Windows 11 Professional OEM licence is a great choice.
Thefirst reasonis simple: price. Microsoft charges £119.99 for a retail licence of
Windows 11 Home, and a staggering £219.99 for Windows 11 Professional. By choosing
an OEM licence - and avoiding the many dubious sources of licences you may find online

-you cut that price substantially.

Unlike Windows 11 Home, Windows 11 Pro enables you to connect to a business domain.
It also provides BitLocker to encrypt whole drives. Best of all, you can create and host
virtual machines using Hyper-V, which is ideal for testing new software or, if you'rea

developer, seeing how your software performs onafresh 0S.

Visit the store for our other Microsoft offers, including Microsoft 365 Personal for

£69.99 and Microsoft 365 Family for £89.99.

OFFICE 2024 HOME &
BUSINESS for £229.99

1PC PERPETUAL LICENCE

W tinyurl.com/office-2024-hb-pro

Don'twant tosubscribeto Office?Buy  Office
alifetime licence (one PC or Mac) of Home & Business
the latest full release of Microsoft 2024

B Microsoft

Office, whichis designed for people
working fromhome or on their laptop
-and is suitable for commercial use.

Word 2024 builds on Word 2021
with much better image support,
including from a mobile phone, and support
for the OpenDocument Format (ODF) 1.4.It's
easytoapply arange of visual effectstotext, =
SmartArt graphics help buildimpressive diagrams, and you can edit
pictures from within Word, no further software required.

Excel 2024 gains new text array functions, anew image function so
you can add pullimages into a spreadsheet fromvarious sources, and
is faster. This builds on Excel 2021features such as Sparklines.

Outlook 2024 includes animproved search function and additional
options for creating a meeting, along with features such as the
Conversation view and Quick Steps-simple macros that carry out
multiple Outlook actions at a click - that debuted with Office 2021.
Elsewhere, PowerPoint 2024 includes the function to record live
camera content straightinto your slide, export yourslides as avideo,
and adds closed captions for audio and video.

See “What's New in Office 2024” (tinyurl.com/whatsnewoffice) on
the Microsoft website for detailed information.

2 YEAR PRE-PAID

NORTON 360
PREMIUM
for £19.99

10 DEVICES 2YRLICENCE
75GB CLOUD STORAGE

.m
Norton 360

Premium

m tinyurl.com/norton360premium

We've negotiated this exclusive deal for
PC Proreaders. No subscriptions, justa
one-off bargain price of £19.99
compared to the regular £179.99 charge.
That buys you two years of cover from the
powerful Norton Security suite acrossten ———
devices, and there's no danger of being hit with hiked renewal fees.
Becauseit's the Premium version, you get a host of extra tools. Top
of thelist is the full version of Norton VPN, both to protect your identity
and provide a way of watching British TV while you're abroad. There’s
also 75GB of cloud storage for secure backups, while Norton’s Dark
Web Monitoring service will alert youif private details - such as your
email address and passwords -have been compromised online.
Norton Parental Control provides tools to see exactly what your
kids are up to on their various devices, allowing you to set browsing
times and restrictions, and you also get GPS location monitoring for
Android and i0S. To round things off, Norton Password Manager
generates and stores passwords across all your devices.

Add Norton Utilities Ultimate 2026 for only £10 when you buy
aNorton 360 Premium 2yr licence!
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Rlienware 15 (DA15265)
ARyzen7 CPUandRTX5050

deliver solid frame ratees,
but the single-channel RAM
and dim display disappoint

PRICE As reviewed, £1,217 (£1,460 inc
VAT) fromdell.com

This gaming laptop saves
pennies by using older
CPUs, as shown by the
use of an AMD Ryzen 7 260

here. If you prefer Intel, Dell
sells a twist on the Alienware
15 with its previous-generation chips.

The Ryzen 7260 is built on AMD’s
previous-generation Zen 4
architecture and ranks as the
second-fastest CPU in the Ryzen 200
Series. It’s no sluggard, then, but the
scores in Geekbench 6 put it below the
original Asus ROG Ally
handheld from 2023.

It doesn’t help that
Dell provides a single
16GB DIMM here;
in fact, you can
only order the
Alienware 15
with one (either
8GB, 16GB or
32GB). It’s quite
easy toremove the
base cover and add a
second SODIMM
yourself, though, and the
battery, speakers
and wireless card are all replaceable
by end users, too.

You can also replace the SSD, but it
makes sense to order the 1TB option
by default. While the 512GB unit was
fast - 7GB/sec reads and 6GB/sec
writes in CrystalDiskMark - there was
only 332GB of free space on the
Alienware’s first boot. After installing
four games, [ was out of space.

Dell sent us the option with an RTX
5050 GPU, but you can save money by
opting for an RTX 3050 or 4050, or go

BENCHMARKS
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up anotch with the RTX 5060. Your
choice has an effect on the CPU,
though, as the Ryzen 7 260 is only
offered with the RTX 4050 or above.
So, with our RTX 5050 in place,
how fast was the Alienware 15 in
games? At the panel’s native 1,920 x
1,200 resolution, Counter-
Strike 2recommends
High settings with
AMD FidelityFX
Super Resolution.
And it delivers. On
Dust I, the frame
rate remained
around the 165fps
target - the
screen hasa165Hz
refresh rate - when
connected to power
with the Performance
mode active.
In Cyberpunk 2077, at the
High preset with ray tracing and
upscaling disabled, the Alienware 15
consistently achieved 6ofps baseline
in the game’s built-in benchmark.
The game supports DLSS 4.5, and
setting Super Resolution to
Balanced and Multi Frame
Generation (MFQG) to 4x in the
“Ray Tracing: Low” preset saw the
laptop average 171fps.

PUBG: Battlegrounds generally
runs above 60fps with the High
preset at render scale 100, but you
can push it to 165fps or higher by
switching to the Medium preset
and further lowering some
settings. Similarly, Apex Legends
can reach 165fps after tweaking
some settings.

However, the laptop’s fans
were extremely loud throughout.
Switching to Alienware’s Stealth
mode reduced the fan speed, but

no amount of graphical tweaks

ABOVE Withapoor
screenand low battery
life, the Alienware 15is
bestavoided

“Batterylifeis poor, but
thereal death knell for
the Alienware 15 is that
rivals offer higher specs

for less money”

LEFT At2.3kg, you
won't want to be
lugging this laptop
around too much

BELOW The gapped
hinge looks odd, but
helps with airflow

Reviews

brought them down to a
comfortable level. You’ll have to
get used to wearing headphones
when gaming. And despite the
fans working as hard as they can,
the keyboard still gets warm
during gaming.

In terms of design, the
Alienware is a mixed bag. It has a
plain exterior aside from the
iridescent alien head logo and
thick air vent panels underneath,
butits most striking first
impression is how heavy itis at
2.3kg. Its15.3in screen sitson a
gapped hinge, which looks
strange at first glance, but [
felt air flow around the gap
while it’s in use, so it

makes sense. Don’t
expect glorious colours:
it covers 63% of the SRGB

| gamut and 45% of DCI-P3, while

peaking at a subdued 301cd/m?.

The backlit keyboard is
unremarkable, sticking to a single
colour and including a number pad
that I'm sure most gamers will never
use. [ wish the space had been used for
larger speakers. There’s no
significant bass response for
astart, but the sheer volume
of the fans overwhelms the
audio anyway.

The 5.5in mechanical
touchpad only clicks properly
in the bottom half, but you’ll

| probably use a dedicated mouse for

most games. A 3.5mm audio jack pairs
with a USB-C 3.2 Gen1 port on the
right side, while a single USB-C 3.2
Genz2 is available on the left side, along
with two USB-A 3.2 Gen1 ports, HDMI
2.1and an always welcome 1Gb
Ethernet port. (Note the ageing Wi-Fi
6 and Bluetooth 5.2 support.) The
heavy 180W AC adapter needs an
old-school barrel jack, but you can
charge up to 100W with USB-C.
Battery life is poor, only four hours
even with light use, but the real death
knell for the Alienware 15 is that rivals
offer higher specs for less money. In
particular, hunt out the Medion
Erazer Deputy 15 P1 (see issue 383,
p92), with options including a 1TB
SSD and RTX 5060 for the same price
Dellis charging for 512GB and an
RTX 5050. BEN WILSON

SPECIFICATIONS

8-core (Zen 4) AMD Ryzen 7260 processore
8GB Nvidia GeForce RTX5050 graphicse
16GB DDR5-5600 RAM @ 15.3in non-touch
IPS display, 165Hz,1,920 x 1,200 resolutione
512GBM.2 PCle Gen4 SSDe Wi-Fi6 e
Bluetooth 5.2#1080p webcam e 1GbE RJ45 e
USB-C 3.2 Gen2e USB-C 3.2 Genle 2x USB-A
3.2Genle HDMI 2,18 3.5mm combo jack e
70Wh battery s Windows 11Home # 350 x 250
x20.7-23mm (WDH) @ 2.3kg ® Tyr on-site

| warranty e part code: DA15265
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Framework
Laptop |

13Pro |

The best Framework Laptop yet,.- ol
withasturdy design, haptic.
trackpadand bigger battery

SCORE OO

PRICE Core Ultra X7/64GB/2TB, £3,170
(£3,804 inc VAT) from frame.work

laptop, you should be looking at

Framework. It bakes ease of repair
and upgrades into its laptops, but
until now that has been at the expense
of build quality. The Framework
Laptop 13 Proisastep up in class, with
a CNC-machined aluminium chassis,
haptic touchpad, high-resolution
touchscreen and other premium
features that haven’t previously
troubled Framework’s lineup.

This makes it immediately

more attractive than the original
Framework Laptop 13 (seeissue 360,
p58). It has a blacked-out colour
scheme as opposed to silver but,
more importantly, the chassis has
significantly less flex. I could bend
the regular Framework laptop with
just one hand. There’s still flex around
the display, but this improvement

I fyouwant a truly upgradable

BATTERYLIFE

made me feel far more confident
having the laptop in my backpack.
Itslides in easily, too, with similar
dimensions to a MacBook Pro.

Not everything is perfect. While I
like the velvety feel of the coating on
the frame, it does love a fingerprint.
And, with the laptop open, one area
doesn’t feel as premium: the bezel,
which is still plasticky and attached
with magnets.

M Upgrade mania
Framework’s modularity
continues in the new design.
In fact, if you wanted, you
could build a Laptop 13 Pro
around your old Framework
mainboard, Ship of Theseus
style. Iwassenta DIY
Edition of the Laptop 13 Pro,
which meant installing a
Framework-supplied SSD and
LPCAMM2 memory before getting
started. [ only needed the Torx Ts5
screwdriver that comes in the box.

The SSD is a standard install, but
fitting the LPCAMM2 memory was a
first for me. You have to be careful to
align the memory with a sensitive
interposer (which also happens to
beslightly under a ribbon cable
connected to the screen, which
got in the way). You then place a
memory module on top of the
LPCAMMz2 socket, with three screws
labelled in the order you should
tighten them to firmly seat it.

From there, you need to attach the
input cover using a ribbon cable
(taking a minute to admire the
underside of the haptic touchpad

and its four piezo sensors), which
then snaps into place on the chassis.
Next, flip the laptop over and

tighten five captive Torx Ts screws.
Pop in your expansion cards, lock
the slots, and voila, you’re ready to
install an operating system. If you
buy a prebuilt version, the OS will
come pre-loaded. Otherwise, you
can largely reverse any of these
steps at any time to make upgrades,
including motherboards.

My main word of warning is
that LPCAMMz2 is hard to find.
You can order modules from
Framework, but one of the
joys of choosing a DIY laptop
is to hunt out your own
components. For that
reason, the DIY Laptop 13
Pro doesn’t make much
sense unless you’re keen to
use your own SSD.

ABOVE Framework’s
latest laptopisan
easily repairable, truly
upgradable machine

M Top speeds

I tested the Framework Laptop 13 Pro
in its most powerful configuration:
with an Intel Core Ultra X9 388H
processor and 64GB of RAM. My
system also had a roomy 2TB SSD.

I could have loaded Linux, but I opted
for Windows 11 to best compare the
system to other laptops.

In Geekbench 6, the Framework
Laptop 13 Pronotched a single-core
scoreof2,952and a
multicore score of 14,965.
That first result is similar
to the same X9 chip found
in the Asus Zenbook Duo
(seeissue 379, p60), but
the Zenbook scored 15%

ABOVE The DIY
Edition of the laptop
lets youinstall your
own SSD and RAM

“The Framework Laptop 13
Proisastepupinclass,
witha CNC-machined
aluminium chassis and
other premium features”
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higher in the multicore section, likely
because of its cooling; Framework
opts for a single fan. This was backed
up in our stress test, where the CPU
was throttled towards the end.

In Handbrake, the Framework
transcoded a 4K video to 1080p in
4mins gsecs, ahead of the Duo but
behind the M5 MacBook and the latest
Snapdragon X2 Elite laptops.

Aswe’ve seen in other Panther
Lake laptops, the Intel Arc B3goisa
serious GPU. Its 12 Xe cores enabled
the Laptop 13 Pro to achieve a score of
1,362 in 3DMark’s Steel Nomad
cross-platform benchmark, but again
lost out to the better-cooled Zenbook
Duo using the same chip.

Framework debuts alarger 74Wh
battery on the Laptop 13 Pro. Even
when powering the Core Ultra X9
388H, it ran for 15hrs 55mins in our
light-use test. That would have been a
creditable result in our executive
laptops Labs test (see p74).

M Touchdisplay

The Framework Laptop 13 Pro marks
the company’s first custom display,
along with the first time its 13in
laptop has had a touchscreen (touch
was previously available on the
Framework Laptop 12). The 13.5in
2,880 X 1,920 panel provides a rare 3:2
aspect ratio with a variable refresh
rate between 30 and 120Hz.

It’s exceedingly bright, too. In the
trailer for Avengers: Doomsday, an
explosion in the X-Mansion and
lightning coming from Thor’s
Stormbreaker axe were eye-popping.
The panel measured an astounding
709cd/m?in our tests, surpassing the
MacBook Pro’s mini-LED screen
(558cd/m2) and the OLED panel on the
Asus Zenbook Duo (509cd/m2).

The Framework’s display is
largely on a par with the MacBook’s
in terms of colour volume, totalling
114% of the sSRGB gamut and 81% of
the more vibrant DCI-P3 space. It'sa
great inclusion.

The keyboard cover on the
Framework Laptop 13 Pro is one
large piece sitting on top of the
components, like previous designs.
Here, the keyboard has white
backlighting and 1.5mm of key travel.
The keys felt stiffer than I’'m used to;
one colleague liked the effect, but
others might hope the keys soften
after a few months of use.

As mentioned, the haptic touchpad
uses four Piezo sensors to convert
pressure into clicks. On the one hand,
it’s a huge step up from the company’s
mechanical touchpads, which often
felt cheap, but I could sometimes
see and feel the haptic touchpad
flex in the keyboard deck.

Finally, we come to the pair of
2W side-firing speakers, rather than

the bottom-firing speakers on
the original Framework
Laptop 13 design. If you’re
using Windows 11, you get
Dolby Atmos support.
They’re best for personal
listening: Alice Merton’s
“Ignorance is Bliss” only barely
filled my living room.
Otherwise, the vocals, guitars and
drums were distinguishable and
sounded good.

B Some downsides

Let’s cover some areas for
improvement. The 1080p webcam
on the Framework Laptop 13 Pro is
serviceable, but not the best.
Although colours were accurate in
video and photo testing, I saw
graininess in both well-lit and dark
images. Additionally, this laptop
doesn’t sport an infrared camera for
Windows Hello. Your only option is
the fingerprint reader.

Iwould like to see an easy way to
customise the keyboard. VIA’s web
app didn’t recognise it, which is
perhaps understandable when this
laptop is so new, but that’s a warning
flag for those who like to customise
everything - which surely applies to
most Framework customers.

Asis common, Framework sells
the Laptop 13 Pro with a one-year
warranty, which you can extend to
three years at the time of purchase.
And that brings us to the price. The
DIY configuration costs £1,799 with
an Intel Core Ultra X9 388H before
adding in memory, storage, an
operating system or any of the extras
such as expansion cards.

If you had purchased all of our
components from Framework, the
system cost around £3,000 when |
started testing it. And that was with a
Core Ultra X9 388H, which isn’t
currently longer available due to stock
issues. “We are working with Intel
and expect to get additional allocation
of X9,” the company told me, “but we
don’t have timing we can

oeeElfle=Es 3!
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communicate on when it will
be available for order.”

A And thatisn’t the only
y | challenge. In the middle

: of testing, the price of the
W memory on Framework’s
DIY systems almost doubled,
'Y with16GB now £239, 32GB
£800 (not a typo) and 64GB a
ridiculous £1,600. This pushed
our test configuration, but with a
Core Ultra X7 358H, to roughly

ABOVE Fitting your £3,800. That’s without an OS, as 1

own memory and installed my own copy of Windows.
SSDis asatisfying All of which reinforces my point
task for tinkerers that it makes more sense to choose

prebuilt for now. The cheapest Intel
system (with a Core Ultra 5 325, 16GB
of RAM and 512GB of storage) is
£1,599, while AMD Ryzen Al 300
versions begin at £3,699 with 2TB of
storage and 64GB of memory.

M Bottomline
When Framework announced the
Laptop 13 Pro, it promised a “MacBook
Pro for Linux users”. I’'m not sure |
agree. The MacBook Pro has an air of
utility, while the Framework Laptop
| 13 Prois more playful. That alone
makes it feel different,
and I don’t meanitina
bad way.

“The Framework’s display
islargely ona par with the

MacBook’sin terms of Ifit’s talking purely
’ about build quality, then
colour volume. It'sa Framework has a point.
great inclusion” The Laptop 13 Pro is more
premium and rigid than

| any of'its previous offerings, while
also offering a bright screen and
haptic touchpad. The new silicon is
also faster and more efficient than
previously, even if the single fan
limits its potential.

Butit’s the price and availability
that will scare off most customers.
Framework won’t thank me, but I
must point out you can buy an M5
Max MacBook Pro with 32GB of RAM
for a similar price, which would
outperform this system on multicore
and graphics performance.

Then again, that misses the appeal
to the niche audience this is aimed at,
especially the DIY Edition. But if you
happen to have parts lying around,
there’s no question that this design
should usurp its old one as quickly as
possible. ANDREW EFREEDMAN

BELOW The superb
screenis one of the
brightest you'll find on
alaptop

SPECIFICATIONS

16-core (4 P-cores, 8 E-cores, 4 LPE-cores)
Intel Core Ultra X9 388H e Intel Arc B390
graphics e 64GB LPDDR5X RAM #13.5in
120HzIPS touchscreen, 2,880 x1,920
resolution®2TB WD Black SN7100 M.2 PCle
Gen4 SSD e Wi-Fi 7 e Bluetooth 6 #1080p
webcam e 4 x expansion card slotse 74Wh
batteryeno 0Se296 x 229 x15.9mm (WDH) &
1.4kg e 1yr RTB warranty. Expansion cards:
| USB-A(£9) @ HDMI (£19) @ 1GbE port (£39) @
DisplayPort (£19) ® microSD (£19)

61



Philips 24B2D5300

Anintriguingidea, offering
a dual-sided screen for
customer-focused roles or
asashared office display

SCORE OO0

PRICE £304 (£365inc VAT) from
misco.co.uk

my time, but this may well be the

oddest. It’s the Siamese twin of
displays, with two 24in panels placed
back to back in the same housing. You
may at this point be wondering why.

Here’s one scenario. You're a
salesperson who constantly needs
to share the contents of their
screen; perhaps to show different
configurations of a car. The Philips
24B2D5300 allows you to clone your
display so that both you and the
customer see exactly the same thing
without anyone needing to swivel
the screen or crane their neck. Or
consider the world of hospitality
or healthcare, where you may want
to show something publicly on
the customer-facing screen while
keeping your own main screen
private. (This second use case only
works if you're connected over
USB-C, not HDMI.)

There are many customer
environments where I can see this
working, but Philips is also targeting
space-constrained offices.
And it’sworth
highlighting that this
is an extremely
compact display,
measuring 13omm
deep (although
you’ll have to
find somewhere
to put the chunky
external power
supply). If you only
have room for
narrow desks, Philips
suggests, you can place
the monitor in between two
workers sitting opposite one another,
with each worker plugging their
computer into the relevant

TESTRESULTS (default settings)

SRGB 98%
DCI-P3

I 've reviewed a lot of monitors in

Allmeasurements in default profile

connectors. The two
displays will now work entirely
separately, with a choice of USB-C or
HDMI inputs for both.

Despite the benefits, [ can’t really
see this working for offices. You’re
simply sacrificing too much for the
sake of space. Due to the design’s
inherent nature, there’s no way to tilt
the monitor backwards or forwards to
make it easier to see: you're stuck
with it at a military-esque, snap-to-
attention, go-degree angle to the
desk. Nor can you adjust the height.
Short of sticking the monitor onto a
stand, the top of the panel will stand
around 4ocm tall from the desk - so
you’ll almost certainly be looking
down on it. The only flexible thing
about the 24B2D5300 is that it
swivels 180 degrees.

The panels behaved very similarly
in our tests, although we found one
was brighter than the other, peaking
at 409cd/m? compared to
360cd/m2. They cover
98% of the sSRGB colour
space, witha109%
volume, so we’re
not talking a wide
gamut here. Still,

colours are
absolutely fine
for office use,
and they’re
accurate, as shown
by an average Delta E
of around o.4. Whites
look good, too.

I found only one oddity
during my testing, which was
contrast: out of the box,  measured
thisat around 300:1, compared to
Philips’ claims of 1,500:1. This is due
to Philips activating SmartContrast -
where it adjusts the amount of
contrast based on what’s on the
screen at the time - by default, and
once [ switched it off the contrast
became a far more natural 1,369:1.

I doubt many people will notice
the difference, but it’s worth
digging around in the OSD to find the

ABOVE This unique
double-sided display
could be ideal for
customer-facing roles

“Bothyouand the customer
see exactly the same thing
without anyone needing to
swivel the screen or crane

their neck”

LEFT Thedisplay could
earnits keepin space-
constrained offices

settings that work for
you. Unfortunately,
navigating the OSD is a
Kafkaesque nightmare.
That’s partly because
Philips places its faith
in a navigation joystick
(one for each panel),
which might have
worked except that
pressing down doesn’t
move you downwards
in the menu - to do
that, you press left.
Pressing upwards
instead sends you
back one step, while
pressing backwards
pushes you one step
forward. Thereisa
weird logic to the system, but I
found it counter-intuitive.

There are at least handy shortcuts
to switch between inputs, adjust the
brightness and flip between Philips’
Smartlmage presets. The most useful
of these is EasyRead, which adds a
sepia tone, but again it’s worth using
Movie, Photo, Office and Gaming to
see if they suit your tastes.

Philips also includes an Economy
Mode, which drops the brightness to
around 6ocd/m2, but most people will
want to stick to around
200cd/m? (roughly 45
out of 100 in Philips’
settings) as this is far
more readable. Besides,
economy is one of this
monitor’s biggest
strengths: with both
panels at 200cd/m? it consumes 24W,
pushing to 36 W at peak brightness,
giving a per-panel rate of 12W/18W in
general use. In alarge rollout, that
could add up to big savings over time.

All of which means that if the
Philips 24B2D5300 meets your needs
then it will do the job well. There are
even neat touches such as having a
pair of front-mounted USB-A ports on
each side, plusa 3.smm audio out
(Philips includes a pair of 3W speakers
-shared between the two monitors
- but with almost non-existent bass
these are of limited use). I would lean
towards buying a pair of 27in 1440p
monitors instead, but admit that
would consume more space, more
power and wouldn’t look anywhere
near as neat. TIMDANTON

SPECIFICATIONS

2x23.8in1,920x 1,080 IPS panele up to
120Hz refresh rate e 6-bit + FRC (16.8 million
colours) e 4ms grey-to-grey response time e
2xUSB-C 3.2 Genlupstream (65W) e 2 x
HDMI1.4#4 x USB-A3.2 Genldownstreame
2x3.5mmoutputse2 x 3W speakerse
-180°t0180° swivel @541x 130 x 413mm
(WDH) @ 5.6kg @ byr warranty e power:
200cd/m?24W, peak 36W
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Asus ProArt Display

OLED PA279CDV

Thanks to OLED technology
and careful calibration, this
colour-accurate display is
ready for work and play

et €9 LI IS

PRICE £541(£649 inc VAT) from asus.com

ut of the 17 monitors in our
0 group test last month (see

issue 384, p72), only one used
an OLED panel: the stunning Lenovo
Yoga Pro 27UD-10, with its 4K panel,
120Hz refresh rate and £1,299 asking
price. Now we’re lucky enough to get
our hands on the all-new Asus ProArt
PA279CDV, which offers those same
core specs for halfthe price.

It comes pre-calibrated for sRGB,
Adobe RGB and MacBook-like Display
P3 colour spaces, along with BT.709,
BT.2020 and DICOM. There are two
slots available for user presets, and all
youneed is a £100 colorimeter as Asus
provides its ProArt Calibration
software for free.

Ifirst tested the
panelinits native
colour space. Out of
the box it covers an
enormous 153 % of
the sRGB gamut, so
we can safely call
this a wide-gamut
display, with an
average Delta E of
0.65. Whites also
look fantastic.

Asus’s calibrated
modes performed well, too.
Switching to sRGB locked it down to
95% coverage with 96% volume (so a
minimal 1% overspill), while P3
locked to the DCI-P3 space with 96%
coverage and 99% volume. Print
designers will be better served by IPS
panels in creator-focused monitors,
but 87% Adobe RGB coverage isn’t bad.

My testing revealed one other
oddity: a peak brightness of 239cd/m?.
Due to OLED’s perfect contrast, the
human eye perceives the panel as
much brighter - in my view, roughly

TESTRESULTS (default settings)

sRGB
DCI-P3

Allmeasurements in default profile

equivalent to
400cd/m? of
an [PS panel.
However, you can

force brightness higher, to almost
3oocd/m?, by switching off the
“Uniform Brightness” setting in the
OSD, and [ recommend you do so as
this made no difference in my
uniformity measurements.

The ProArt PA279CDV is capable
of going brighter still, but only in
HDR films and games. Asus claims it
will push up to 1,000cd/m?, but it only
has VESA DisplayHDR 400
certification - that means it can
comfortably boost to 400cd/m?and
above, but not enough to earn
DisplayHDR 600
certification,
which is why HDR
programming such
as Netflix’s Our

Universedoesn’t
look as impactful
asI’ve seen on
other monitors.

Ifyoulove
hearing Morgan
Freeman’s narrationin
its usual booming bass
then I fear the PA279CDV
won’t impress. The pair of 2W
speakers are okay for casual use, but
music sounds hollow and bass is
non-existent. The Yoga Pro 27UD-10
knocks it for six here thanks to its four
7W woofers and the accompanying
pair of 3W tweeters.

The ProArt largely matches
Lenovo’s more expensive Yoga
Pro for inputs and outputs, with
USB-C (up to 96W compared to
140W for the Yoga), HDMI and
DisplayPort inputs all sitting
ready. You can also daisy-chain a
second monitor via a DisplayPort
out, again just like the Lenovo.

Those who dislike seeing
cables may not be fans of the
cut-through in the Asus’s stand,
though, as it sits low down and
that means cables are visible
unless the monitor sits at the
lower end of its 130mm height

.

ABOVE The ProArt
PA279CDVis asuperb
monitor for the price

PC

ane
A-LIST
-—..___‘_‘___—____-p-'

“Out of the box it covers

Reviews

adjustment range. You
can also benefit

from pivot mode
(potentially a big boon
if you daisy-chain two
of these monitors),
while the 30 degrees
of swivel to either

side is less generous
than some rivals but
beats Lenovo. Despite
the Yoga’s flexible
name, it offers no
swivel atall.

Asus provides a
KVM for switching
between connected
computers, with a trio of USB-A
inputs available for your peripherals
along with two USB-C ports. One of
each sits within easy reach on the
bottom of the bezel. I would have
appreciated an RJ45 port to turn this
into a true docking monitor, but
USB-A to RJ45 dongles are ten a penny
so thisisn’t a disaster.

One final word on the OSD. This is
a complicated affair, with Asus
struggling to squeeze all the options
into a sensible interface. It’s worth
exploring, though, as you’ll find
designer-friendly features such as a
centre marker, the ability to highlight
specific areas and a ruler.

Ipreferred Asus’s DisplayWidget
Center software, whichisa
great way to play around with

anenormous 153% of the colour settings; there are

the SRGB gamut, sowe many options, including basics
. such as colour temperature

can safely callthisa and the ability to adjust RGB

wide-gamut display”

LEFT USB-C,HDMI
and DisplayPort

inputs make thisa
well-connected display

BELOW Pivot mode
could be useful if you
daisy-chain two of
these displays

offsets. If you like to tweak,

you’ll love this monitor.
There are weaknesses here - a lack
of HDR wow factor, a complicated
OSD - but let’s remind ourselves that
it costs half the price of the Lenovo
Yoga Pro 27UD-10. The Asus delivers a
fantastic image in a range of colour
spaces, plenty of flexibility via the
video inputs and outputs, and the only
notable area where it fallsdown
against the Lenovo is audio quality.
This makes it an easy recommendation
and places it straight on the PC Pro
A-List. TIMDANTON

SPECIFICATIONS

26.5in3,840x 2,160 OLED panelsup to
120Hz refresh rate @ 10-bit panel (1.07
billion colours) ® 0.1ms grey-to-grey
response time @ DisplayHDR 400 @
USB-C 3.2 Genlupstream (96W) e
HDMI2.0 e DisplayPort1.4ine
DisplayPort 1.4 out @ USB-C 3.2 Gen1
downstreame 3 x USB-A 3.2 Gen1
downstream e 3.5mm output e 2 x 2W
speakers ® KVM #130mm height
adjustment e pivot ®-30° to 30° swivel ®
-5°t023°tilt® 621x 202 x 396-526mm
(WDH) » 5.6kg ® 3yr warranty e power:
200cd/m?42W, peak 53W
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HP Series 7Pro734pm
A solid choice for people on
constant web calls, and its
connectivity is indisputable,
but the priceistoo high

SCORE QWWW

PRICE £842 (£1,010 inc VAT) from
hp.com

ast month, the HP Series 7 Pro
L 732xKk (see issue 384, p92)

comprehensively won our group
test of widescreen monitors thanks to
its gorgeous 31.5in IPS Black display.
Our only concern was availability,
and sure enough it stillisn’t back on
sale via HP’s website. HP suggested we
test its sister model, the Series 7 Pro
734pm, as an alternative - after all,
they’re both high-end Thunderbolt 4
monitors aimed at professionals.

The 734pm also uses an IPS Black
panel, but a larger 34in version with a
surprising amount of curvature. 'm
used to seeing gentle curves on
IPS screens, but here it’s
1900R - so if you
surrounded -
yourself with |
these monitors,
the circle
would have a
1,90omm (1.9m)
radius. That’s
beneficial when
you have a 34in
panel, as it makes it

@) PCPRO.LINK/P”"

into action, and splits the panel

into two - effectively you get two
1,720 X 1,440 displays, which is
roughly a 5:4 aspect ratio. You can
then share a connected mouse and
keyboard between them. Or you can
switch between sources in the normal
way, of course.

Another difference between
the two HP Series 7 Pro
monitors is that the
" 734pmincludes
awebcam. This
being 2026, it’s
an Alwebcam,
which means
that it will
centre your face
inthe frame
automatically; a
handy feature to have,

easier to focus on what’s
happening at the edges.
It comes with one downside,
whichisa 3,440 x 1,440 resolution
compared to the 4K of the 732xk.
In the unlikely situation where you
were using them side by side, this is
noticeable - there’s that slight lack of
sharpness by comparison. In
isolation, though, most people should
be happy with 109 pixels per inch.

N~

as the camera slides out of
a housing at the top of the

display and sits there rigidly. The only
way to physically move it is to move
the whole display. While the stand is
height adjustable, by up to 150mm,
and you can tilt it forward five degrees
and back 20 degrees, it’s far easier to
let the algorithms do the work.

The webcam is fine. I don’t mean
thatin a dismissive way: I’d be happy

ABOVE The Series 7
Pro734pmisafine
monitor, butit'sa
little overpriced

“If the price drops to £800,
the HP Series7Pro734pm
would shoot right up to the

top of my list for

conferencing monitors”

LEFT You certainly
won't be left wanting
for portson this
well-connected display

BELOW The 1900R
curved screenis
unusualonanIPS

|
[ —————

|
*EBOOK.COM/PCPRO
|

whites, and HP’s
factory calibration
proved effective as it
displays 91% of that
colour space out of
94% volume. If you
switch to the Native
space - that’s easy todo
via either HP’s intuitive
on-screen display or the
HP Display Center
software - then you’ll
see the full gamut of this
panel, which stretches to
143% of the sSRGB colour
space. You can also

| choose the sSRGB and BT.709 colour

spaces, or create your own colour
preset if you have a calibrator.

More versatility comes via the
numerous connectors on tap. You can
daisy-chain a second monitor via
DisplayPort, while there are five
USB-A portsto turn thisintoa
docking station in its own right.
There’s also a 1Gb Ethernet port at the
rear and yet another USB-C port, this
time for attaching peripherals (it can
provide 15W of charge and supports
up to 10Gbits/sec transfers). When
you factor in HP’s usual attractive
styling and a solid cable
tidy at the rear of the
stand, it becomes clear
that this could be the
centrepiece of an
impactful desk setup. The
perfect accompaniment
for one of the executive
laptops we test from p74.

Sowhy doesn’t it walk away with a
Recommended award? Primarily due
to the price. Atover £1,000, I think
you have the right to expect a 4K
(or higher) resolution panel, even
taking into account the inherent
cost of Thunderbolt 4 and all the
extra connectors HP throws in. And
if this was to be my main webcam, [
would want it to be more flexible
and produce a higher quality image.
Ifthe price drops to £800, and it
might, then the HP Series 7 Pro
734pm would shoot right up to the
top of my list for conferencing

There’s one obvious advantage to to use it for daily calls, and its built-in Black panel monitors. TIMDANTON
all that space, which becomes mics will do a good job of capturing
apparent when you plug two your voice. But it made my face look SPECIFICATIONS
computers into the rear connectors; too red and it lacks the sharpness of 34in 3,440 x 1,440 IPS Black panel e up to
HDMI, DisplayPort, USB-Cand a the best webcams. Naturally, it only 120Hz refresh rate » 8-bit panel (16.8 million
Thunderbolt 4 port are all present. works over USB or Thunderbolt. colours) e 5bms grey-to-grey response time e
At this point HP’s Device Bridge kicks | HP packs four 3W speakers into DisplayHDR 400 @ Thunderbolt 4 upstream
the 734pm, and they certainly (100W) e USB-C 3.2 Gen2 upstream (65W) @
deliver for volume. They’re fine HDMI 2.0 e DisplayPort 1.4 ine DisplayPort 1.4
SRGB ETTPA | (that word again) for music, but oute Thunderbolt 4 downstream (15W) @
DCI-P3 91% B the lack of bass means I can’t get i | USB-C 3.2 Gen2 downstream (15W) @ 5 x
T I L LR | t0O excited by them. | USB-A3.2Gen2e1GbEe3.5mmoutputed x
I’'m more willing to lavish | 3W speakers # 5MP webcam e KVM @ 150mm
@ | L] | praise on the panel, which is | height adjustment e-10°to 10° swivel #-5°to
S | preset to the DCI-P3 space when B  20°tilte814x267x395-545mm (WDH) @
g | | | | youfirst switch the monitor on. 11.4kg @ 3yr warranty with zero-bright-pixel
Colours look fantastic, including promise @ power: 200cd/m? 31W, peak 44W
Allmeasurements in default profile
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BUILT TO PERFORM.  wem™

The ALT F4 is a high performance
AMD powered gaming PC, engineered | |

for smooth gameplay, fast response | ,,:,r_._””’
times and stunning visuals. — ==

RADEON B
AMD l

Latest generation AMD Ryzen™ |
processors for elite performance.

Optimised for AAA games |
at high settings.

Premium cooling and quality | / LIAN LI

components for long term stability. b e

£22350

Palicomp quality, built in the UK
and backed by award-winning support.

AMD SAnNvIDIA chn == COMPETITIVE GAMING

: . CONTENT CREATION
Ryzen 7 RTX5080 32GBDDR5 1TBnVME Windows 11 STREAMING
7800X3D 16GB 6000Mhz M.2 Home EVERYDAY POWER
. : L i QL % TRUSTPILOT
https://www.palicomp.co.uk/pc-specials B . ocopLe WHO CARE AT

- Rated ‘Excellent’

uuJuJ.OQlicomp.co.uk
kel Q) ampnl

AVAILABLE

*Sales subject to our terms of sale available online - www.palicomp.co.uk - Configuration issues will be advised by phone - any alternatives will also be advised by phone before proceeding with the order.
Systems Custom buiit then are tested 100% prior to dispatch - dispatched via courier for next working day delivery - other delivery options available online. 0% Finance upto 12 months only - terms online - early

settlement fee just £29.00 - apply online or phone. Prices inclusive of VAT and free UK mainland shipping. Q-jump cut-off time 15.00pm.




Yourbonus

software

Avast Driver
Updater 2026

Drivers are the link
between Windows and
every piece of hardware

B One-year, one-PC
licence worth £29

you rely on. Making sure R
they're up todateis RE,QUIRES
L Windows7or
essential if you want to i
later; 2GB drive

keepyour PC secure and - onlin
running smoothly. sPaFi’ 0 t'l N

Somedriversare registration
issued once and never

touched again, but others evolve over time, to
introduce new features, patch vulnerabilities, cater
for evolving technologies, or keep up with Windows
asitdevelops. Inmanyinstances, new releases
arrive through Windows Update, but that's not
always the case, which is why you may be running
older, more insecure and poorly optimised drivers.

Inyears gone by, the only way to keep things up
to date was to visit every manufacturer’s website
and check for patches. You'd need a full list of all the
components in your machine, all the peripherals
you've attached, and the version number and
release date of the drivers for each. You'd then need
to navigate the associated websites and check for
compatible versions.

Avast Driver Updateris afar better option.
Working much like Windows Update, it performs a

v

You have

1" ¥hgh DuSskion Auesa Carireber

R L T —

ABOVE When it scanned our PC, Driver Updater
detected 49 drivers, of which three were out of date

ABOVE Avast Driver Updater simplifies the task of making sure that all of the drivers for the components

and hardware you rely on are the most recent releases

thorough analysis of your computer and compiles a
list of all of the hardware and componentsit finds. It
thencrossreferences the drivers for each witha
constantly updated database and highlights any
that are broken or out of date. It then lets you safely
update or restore a version that will serve you
better. Avast claims it can check over 300,000
devices, and it works seamlessly with drivers from
more than 1,300 major brands, including Microsoft,
Nvidia, Logitech, Sony and more. Current drivers

This driver is 4
Feattek PCle GhE Family Controller

ABOVE Click any of the available updates to see
further details, including the version number

backed up before it makes any changes so you can
roll things back if necessary.

Althoughdrivers aren't always to blame for a
keyboard or mouse not behaving as it should,
Bluetooth not seeing your external device or your
PC starting to lag, making sure that they aren’t the
cause of any persistent problem is always a sensible
start. With Driver Updater 2026 at the ready, you
can do that far more easily, and potentially get back
ontrack sooner.

This driver is.
Realtek PCle GbE Family

ABOVE Youcanalso retrieve earlier versions of a
driver if the most recent release is causing problems
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Bonus software [

Rbelssoft Antllogger 2026

M Specialist malware M Acomplete
hunter that detects disc-burning
and removes studio for CDs,
keyloggers from DVDs and Blu-ray
your machine discs

=] Easy touse:launch - |[E— M Simply cl.mose
AntiLogger and your project type,
itimmediately N e thendrag and
checksallyour e drop your source
running processes filesinto the
for danger '_'_'h" = interface

M Rundeeperscans e - M Supports Autostart
on malicious discs, as well as

findings, then
remove orignore
discovered apps
based on the results

Audials TV Recorder
2026.1

M Full product worth £10 labelssoft.net
M REQUIRES Windows 10 or later; 50MB drive
space; in-app registration

MP3, WMA, 0GG,
Flac, WAV, and
other popular
audio formats

Tobit Software
Updater 9Pro

Ashampoo Burnmg Studio 2026

BURNING STUDIO
2026

M Full product worth £25 l ashampoo.com
REQUIRES Windows 7 or later; 200MB drive
space; in-app registration

Norton Identity
Advisor Plus 2026

€ Back

B Full product worth £10 Baudials.com
M REQUIRES Windows 10 or later; 200MB
drive space; in-app registration

M Record streaming TV broadcasts to your PC

M Use keyword search to find the shows you want,
and filter channels by country and content type

M Watch TV picture-in-picture while you get on with
your work, or go full screen

M Six-month licence worth £10 Miobit.com
M REQUIRES Windows 7 orlater; 25MB drive
space; online registration

M Scanfor out-of-date software and compare the
results to an online database

M Schedule automatic updates

M Creates a system restore point before installing
updates soyou canroll backif necessary

H One-year, one account licence worth £20
M uk.norton.comM REQUIRES Web browser or
smartphone; online registration

B Watches for your personal informationin forums
and on the dark web

M Notifies you whenit spots amatch soyou can
take action to protect your accounts

Bl Also monitors social media

How to claim your bonus software

Visit pcprodownload.co.uk. : Onceyou'rein the download : Ifthe software needs
1 First, enter the issue number 2area,you canaccess this 3registering,clickthe purple

(385 thismonth). Next, enter month’s bonus software by Register button, or follow
youremailaddressandthecoupon  : navigating to the relevant product : theinstructions on the left of the
code printed on the cover's spine or page and clicking the red Install " product page (again, please read
onthefront cover of digitalissuesof ~ : button. Fortrial software, freeware  : these carefully). In some cases, you
the magazine. We'llthen send an and other downloads, click the may need to register fora PC Pro
emailto confirmthatyourcodehas  : Install button below the product ¢ software store account -if you don't

- description, or follow the onscreen already have one-andyou might be

: Please be sure toinstalland
4register your bonus software
before the date that's specified
- below. After this date, we can't
guarantee that it will still be possible

- todownload orregisterthisissue's
- bonussoftware.

been registered. Follow the

instructions in the email to access instructions (please make sure to i prompted toreenter the coupon An
the download area. . readthese carefully). : code onthe spine or cover. y pl‘Oblel‘I‘IS?
Ifyou need assistance
Remember to claim your software by 310ctober 2026* et
av'e registration ISsues,
d I d k please contact us at
pcp " o ow“ o a - co . u software@pcpro.co.uk

*Codes are sometimes limited, so please claim early to avoid disappointment 67



TP-Link Archer BE3600
Thisterrifically affordable
Wi-Fi 7 router s fast enough
for most homes, and hasa
great set of features

SCORE &3¢9t

PRICE £62 (£75 inc VAT)
from amazon.co.uk

The TP-Link Archer BE3600 is the
cheapest Wi-Fi7 router we’ve
seen. At £75, it significantly
undercuts our previous value
recommendation, the Asus RT-BE58U
(seeissue 371, p70) - and it does so
with few compromises.

At this price it goes without saying
that the BE3600 doesn’t support the
ultra-fast 6GHz radio band - but so
what? Many laptops, consoles, smart
TVs and so forth don’t support the
higher frequency band anyway, and
for those that do it’s often no faster
than a sGHz connection,
asit’slessable to
project through walls
and overcome
interference.

The BE3600’s
5GHz radiois on the
slow side, with an
official maximum
connection speed
of 2.8Gbits/sec. But
Iwouldn’t worry too
much about that, either:
across the evolving Wi-Fi
standards we’ve had over the
years, one thing that’s remained
constant is the fact that advertised
speeds bear almost no relation to the
performance you'll see in your home.

In testing, the Archer BE3600 held
its own satisfactorily against any
sub-£100 router, and even got close
to some costing twice as much.

When connecting to the router’s
5GHz network from an adjoining
room [ measured download speeds
comfortably in excess of 50MB/sec

- that’s full-fat megabytes, not
ISP-style megabits - and even
inaroom at the far end of my
home it kept up an average of
almost 30MB/sec.

Of course, those aren’t
industry-leading speeds: I've
seen premium routers such as
the Netgear Nighthawk RS700
deliver more than 150MB/sec
at close range (see issue 353,
p76). But the Archer BE3600 is
perfectly fast enough for me
and my family to play games,
stream videos and live our lives

without giving a second thought to
the speed of our Wi-Fi connection.

Performance isn’t even the best
thing about this router. Despite the
bargain price, it uses the same
firmware platform as the much
beefier Archer BE550 (see issue 371,
p70), which means you get all the
network management features you
could ask for. You can split or
combine the bands; you can createa
virtual MLO (multi-link operation)
network that combines the 2.4GHz

and 5GHz frequencies for the most
robust possible connection;
you can create a
separate isolated
network for guest
devices, and
another for smart
home gadgets; and
you can use
TP-Link’s
EasyMesh system
to combine multiple
routers into a whole
home system with
centralised management.

Lalsolove the amount of

granular, per-client control you get.
The built-in parental controls let you
apply time limits and category-based
content filtering to kids’ devices,
while the QoS settings let you mark
specific devices as high priority and
choose which types of traffic to
prioritise. You can map individual
clients to outbound VPN services, too
- your desktop computer could be
automatically routed through a server
in Belize, for example, while your
Roku thinksit’s in New York. There’s
integrated support for several
commercial VPN platforms
including NordVPN, Surfshark
and PureVPN, or you can
manually configure any OpenVPN
or WireGuard server.

Want more? TP-Link offers an
optional active security scanning
service for $36 a year, while
advanced parental controls add

ABOVE The Archer
BE3600is aspeedy
Wi-Fi7bargain

PC

IRECOMMENDED/
'-‘._‘_‘_‘--'-———_._.-‘

LEFT Speeds fromthe
TP-Link router were
rightup there with far
pricier models

“TP-Link deserves credit

app controls and detailed reporting
for $18 ayear. Even without these
add-onsit’s a comprehensive feature
set: TP-Link deserves credit for not
cutting out key features to push you
towards subscription services or a
more expensive model.

A final plus point is physical
connectivity. A 5Gbits/sec USB socket
at the back of the router lets you plug
in an external hard disk and share files
across your network, or make them
available over the internet viaa
built-in FTP server. And the cherry on
top is a pair of 2.5GbE ports, one for
your internet connection and one on
the LAN side, so you can connect a
high-speed client directly to a
multi-gigabit fibre connection, or
attach a 2.5GbE switchandsetupa
high-speed subnet. That’s not
something we’re used to seeing in this
price range, and it offers a reassuring
degree of future-proofing.

The Archer BE3600 isn’t perfect for
everyone. TP-Link says it’s
suitable for three-bedroom

for not cutting out key homes, so you might find it
features to pI.ISh you struggles to provide a good
connection across your
toward_s amore whole living space.
expensive model” Remember too that, while I

BELOW Connectivity
optionsincludea
USB-A portanda pair
of 2.5GbE ports

saw good speeds when using
my laptop in isolation, this router isn’t
blessed with infinite bandwidth, and
things will slow down if you have lots
of devices hammering the Wi-Fi at
once. For that sort of environment,
you will want a pricier router, perhaps
even a tri-band model with separate
5GHz and 6GHz radios.

For a typical home, though, the
TP-Link Archer BE3600 should fit the
bill perfectly. It performs well, comes
with a great spread of features that let
you customise and extend your
network services, and multi-gigabit
support means it even provides
headroom for the future - all for a low
price. DARIEN GRAHAM-SMITH

SPECIFICATIONS

Dual-band 2.4GHz/5GHz Wi-Fi 7 routere 4 x
external antennas e 2 x 2.5Ghits/sec Ethernet,
3x1Gbit/sec Ethernet e 5Gbits/sec USB-Ae
273 x147 x 42mm (WDH) e 2yr warranty
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Devolo BE6500
Thisinnovative router can
grow into amesh system,
and even switch between
5GHz and 6GHz Wi-Fi

PRICE £108 (£130inc VAT)
from amazon.co.uk

here are a couple of
I interesting things about

Devolo’s latest Wi-Fi7 router.
Oneis that - as you’ll immediately
see from the picture - it looks more
like a mesh station than a traditional
router. That’s no accident: it’s
designed as the entry point into a
mesh system, which you can build
over time by buying additional
units, or jump right into with a pack
of two or three at the outset.

Thisisn’t a totally new idea. We've
seen dozens of routers in the past that
include mesh capabilities, allowing
you to buy a second unit, pair it with
the first and manage them together
like a purpose-built mesh. But those
have almost always been router-first
designs; the BE6500 embraces the
cleaner, simpler mesh philosophy,
with a single multicoloured status
LED at the front, four Ethernet ports
at the back and almost nothing else in
the way of indicators or sockets.

Iwould have preferred more
connectivity. The BE6500°’s WAN port
supports 2.5GbE, but the three LAN
sockets only run at gigabit speeds,
which is limiting. I would also
appreciate a USB port so I could share
files over the network, or pluginasG
dongle if my main internet line goes
down. But there’s no point asking
for router-type features on a mesh-
type platform.

The other thing that’s
notable about the
Devolo BE6500 isits
innovative
switchable radio
feature. Hitherto
we’ve seen two
sorts of Wi-Fiy
routers: cheap
dual-band ones that
only support the
standard 2.4GHz and
5GHz radio bands; and
more expensive tri-band
ones, which add an ultrafast 6GHz
network on top. The BE6500 is the
first router I’ve tested that supports
only two radio bands, but gives you a
switch in the firmware to decide
whether the upper-band radio should

use the 5sGHz or 6GHz range. It’s a
clever way to gain access to the highest
frequency range without paying for
three separate radios.
From the spec sheet this looks like
a great trick. 6GHz Wi-Fi generally
supports much higher speeds than
5GHz, and here the 6GHz connection
israted at around twice the speed of
the sGHz one - that is, 5.8Gbits/sec
versus 2.8Gbits/sec. So the ability to
ditch 5GHz and get with the latest
Wi-Fitechnology seems a no-brainer.
Unfortunately, the reality is less
straightforward. Although 6GHz
networking has been available since
early 2022, it’s always been an
optional part of the standard, and it’s
a fair bet that there will be laptops,
tablets, games consoles and media
streamers in your home thatdon’t
support it. In the absence of a 5GHz
signal, these clients will fall back to
the legacy 2.4GHz band at claimed
speeds of only 688Mbits/sec. In
other words, far from
unleashing the best
possible network
speeds, switching
to 6GHz may
condemn most of
your devices to the
slow lane.
Still, you may
say: at least my
shiny new laptop and
phonewill geta
super-fast service, right?
Well, sort of. The trouble
with 6GHz networking is that the
radio waves don’t project through
walls or over long distances as
effectively as sGHz transmissions.
When testing download speeds
around my home, I found that the

devaLo

ABOVE The BE6500 is
designed to be the
entry pointintoa
mesh system

Reviews

BE6500’s 6GHz

performance
wasn’t much
faster than sGHz
at close range,
and fell off more
sharply at
distance. There’s
more than
enough
performance
here for
everyday
working,
streaming and
gaming, but the
switchable radio
offersnoreal
advantage over
acheaper
dual-band
router.

Headline
features aside,
the Devolo

BE6500 hasa few
other appealing
capabilities, including a customisable
firewall and the ability to set up
multiple isolated networks for guests
and smart home devices. On the
whole, though, it’s not a well-
featured router; you’ll look in vain for
things like per-device bandwidth
management, content-based parental
controls or integrated VPN support. It
doesn’t help that the web console
looks like it was inspired by the
Windows 8 Start screen.
Ifyou’re a PC ProPodcast listener
youmay already have

“Far fromunleashingthe  heard me wrestling with
best possible network the question of what all of
speeds, switchingto 6GHz  this 2dds up toin our

f regular Hot Hardware
may condemn most o YOUr  feature. 1dosee the appeal

devices to the slow lane”

LEFT The BE6500
looks more like amesh
systemthana
traditional router

of a modular mesh
platform that looks like it
was designed for the job, rather than
being just a couple of routers strapped
together, and the switchable radiois a
piece of genuine fresh thinking.
Sadly, in practice I find the BE6500
hardware too limiting to love, and it’s
hard to picture many scenarios where
the 6GHz option will be beneficial.
The unashamedly dual-band TP-Link
Archer BE3600 (see opposite) makes a
better standalone router in almost
every respect, and is much cheaper.
Or, ifyou’re eager to move up to 6GHz
then consider spending an extra £30
on the TP-Link Archer BEs50 (see
issue 371, p70); itisn’t as elegant as the
Devolo BE6500, but it more than
makes up for that in both features and
performance. DARIEN GRAHAM-SMITH

SPECIFICATIONS

Dual-band 2.4GHz/5GHz or 6GHz Wi-Fi 7
routere1x2.5GbE WAN, 3 x gigabit LAN @ 72 x
18 x175mm (WDH) @ 3yr warranty
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Samsung Galaxy
Watch Ultra2

Slimmer, lighter and simply
better, thisisabrilliant
sequel toa fitness watch
that lives up to its name

PRICE £541(£649 inc VAT) from
samsung.com

he Samsung Galaxy Watch
I Ultraz looks much the same as
last year’s Galaxy Watch Ultra,
but it feels very different. A 12%
slimmer titanium body and lighter
band locks the watch down better
onto your wrist, so it doesn’t move
around as much during exercise.

Samsung calls the hexagonal
casing - best shown by the photo at
the bottom of this page - a “cushion”.
While it looks bulbous, and still isn’t
suitable for small wrists, it’s better
suited to most than 2024’s
enormous cuboid. The
watch is snappier, too:
the Qualcomm
Snapdragon Wear
Elite offers 32%
faster CPU and 19%
faster GPU speeds
than last year’s
model, according
to Samsung.

The Ultraz has
the Galaxy Watch
series’ standard pair of
side buttons, plus the
programmable “Quick Button”
only found on its premium watches.
This is set to opening “my exercises”
as standard, while a long press can
activate the watch’s emergency
siren, but you can assign different
functions to this button.

The display is exceptional.
Measuring 1.5in across, it packs
498 X 498 pixels for a super-sharp
pixel density of 327ppi, and it’s also
incredibly bright. The brightest
smartwatch I’ve ever used, meeting
Samsung’s claims of 5,000cd/m?in
bright sunshine.

The Ultraz offers all the usual
smartwatch features you’d expect
from an LTE-enabled watch, so you
can use virtual wallets, accept calls,
message, store music, use the screen
as a viewfinder for a Samsung phone’s
camera, and even use Google Gemini
via the Raise-to-Talk feature. Make a
quick voice note and it can be
transcribed and saved to Samsung
Notes or Google Keep.

LINK/DISCORD n FACEBOOK.COM/PCPRO

Samsung

watches have

always had

strong health credentials, and the ABOVE The Galaxy
Ultra2 is no different. It retains Watch Ultra2isa
features such as blood-pressure great gadget for

monitoring (this requires an inflatable
cuff for regular calibration) and body
composition alongside the usual
heart-rate monitoring, sleep tracking,
ECG scanning and much more.

New health features include
Vitals, which looks at readings of five
different heart-related

Samsung aficionados

metrics while you sleep 'RECOMMENDED!|
and lets you know _—
of any baseline
deviations, a Daily
Cardio Load score LEFT The superb
that estimates display isincredibly
how much stress bright and sharp
your exercise
routine is putting
your heart under, ey .
and Vascular Load, It's faStv it'saccu

which measures stress
and arterial stiffness.

And there’s more. The watch
isnow a working dive computer — or
will be when its companion app is
released later this year in partnership
with diving company Mares. The Trail
Running profile now includes the
ability to save GPX routes into the
workout activity itself, so you can
follow turn-by-turn directions and
see maps on your watch with a swipe
of your finger. Running Coach,
introduced last year, makes a
welcome return with its advanced
analytics for runners.

Battery life is another
strength, with the Ultraz2
lasting 60 hours with the
always-on display
enabled. It estimated
sleep accurately, with
the watch and app
correctly identifying
my wake-up times
during the night, and
generating numbers
corresponding with my
energy levels.

BELOW Hexagonal
casingontherear
makes the watch
comfortable to wear

70

it's got the brightest
screen of any current
smartwatch, andit’s
packed with features”

To test GPS and heart-rate
accuracy, I went on a 3o-minute run
with the Watch Ultra2 on one wrist,
the Apple Watch Ultra 3 on the other,
and a Polar Hio electrical heart-rate
monitor (the gold standard for
wearable heart-rate accuracy)
strapped to my chest. The Ultraz, in

I8 common with most smartwatches

(but not the Apple Watch Ultra 3),
showed some heart-rate deviation at
the beginning of a workout, but if
you're exercising for any length of
time your results are likely to be
broadly accurate.

I also tested Body Composition,
which uses the same method as the
best smart scales — an electrical pulse
moving through fat, muscle and
water at a variety of speeds. I tested
this against an industrial scale at my
local gym after my run, and the ticket
the scale produced showed that I was
at19% body fat. The smartwatch
estimated 9%, a huge difference.

It wasn’t until I did the test again
later that day, after hydrating and
adjusting my technique by raising
my arms, that the watch showed 16%
—amuch closer result, and within
the range of deviation I’d expect
from two different devices.

Talso tested the Ultra2’s water lock
feature by dunking it in a glass of
water — I’'ve been burned before by
supposed dive-ready watches — and it
worked just fine afterwards.

Despite its ruggedness and
adventurer-friendly features, if
you’re buying a watch for trails and
routes then [ would steer you towards
Garmin. Its Fenix 8 and
Forerunner 970 offer
better battery life and
even more advanced
trail-running features
(including the ability to
create your own routes
in-app), albeit with a less

rate,

| robust Al-powered interface for all

your communication features.

So where does this leave the
Ultra2? It’s fast, it’s accurate (body
fat niggles aside), it’s got the
brightest screen of any current
smartwatch, and it’s packed with
enough features to make any

| smartwatch aficionado happy. It’sa

terrific gadget, and ifyou'rea
Samsung user looking for the best
native watch for your phone’s
ecosystem, this isit. MATT EVANS

SPECIFICATIONS

Qualcomm Snapdragon Wear Elite
chipset®2GBRAM e 64GB storagee
1.5in 498 x 498 AMOLED touchscreen
o Wi-Fi5eBluetooth6e4GLTE
GPSeNFCe10ATM/WR100eIP69Ke
800mAh batterys\Wear OS 7 with One Ul
Watch 9 (security updates to July 2031) @47
x10.7x47mm (WDH) # 62g # Tyr RTB warranty
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Cherry Xtrfy K63W Pro
Compact Ultra-Wideband
Overkill for most, but clever
use of UNB tech to provide
wired-like performance

PRICE £150 (£180inc VAT)
from currys.co.uk

imed at gamers who want a
Acompact wireless keyboard

that performs like a wired
model, this is an ultra-wideband
(UWB) device with an 8,000Hz
polling rate. The idea is that you
plug a puck (square but roughly the
size of a Creme Egg) into your PC’s
USB-A port and it then uses UWB to
keep a solid, interference-free
connection. This avoids the busy
2.4GHz band of RF and Bluetooth but
still provides a 1om range.

Regular readers will be surprised
to discover that I’'m not an elite
gamer, but it worked perfectly. I
entirely failed to drain the generously
sized 6,00omAh battery too. Whether
or not the delivery of wired-like

it feels like a big
sacrifice for the sake
of shaving around
15mm from the width
of the keyboard.
That’s ashame,
because I love the
feel of the Cherry
Red switches,
which have sucha
smooth action it almost feels like
you’re typing on auto-pilot. The key
tops are large and easy to hit, and you
have all the per-key RGB backlighting
options you could wish for. As always
with Cherry hardware, this product is
built to last for years, with ABS keycaps
and switches that are designed for
more than 100 million actuations.

Wie ELY Ry 7
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wireless connectivity is worth losing
the convenience of Bluetooth, which
this keyboard doesn’t support, is
another question.

Toreduce the width - thisisa70%
form factor rather than the normal
75% — Cherry removes the trio of keys
found at the side of most compact
keyboards and merges the arrow

ABOVE This compact
keyboard, 70% size,
supports UWB for
wired-like wireless

keys with the Fn, right Shift, Ctrl and BELOW Thetoparrow Itisn’t cheap, available exclusively
Menu keys. For example, the up key function doubles for £180 at Currys, which means this
arrow doubles as the right Shift key. asthe right Shift key keyboard feels like it’s hitting a niche:

You can set the keyboard in Standard
mode, where the arrow keys won’t
work, Arrows mode where they
will, or what Cherry calls Mod
Tap mode, where the arrow
keys work on short taps but act
as Fn, Shift and so on if you
hold on for slightly longer. |
struggled with Mod Tap mode,
finding it easier to switch
between the modes using
Cherry’s slick software (you can
use keyboard shortcuts too). All told,

competitive gamers who hate cables
but despise Bluetooth glitches even
more. TIMDANTON

SPECIFICATIONS
UWB wireless dongle (USB-A) @
detachable 1.8m wired USB-C to
USB-Acablee70% layout e
mechanical Cherry MX Low Profile
2.0 switches ® ABS keycaps e per-key
RGB backlighte 8,000Hz polling rate e
6,000mAh battery e 307 x135x 30mm
| (WDH) e 820g e 2yr RTB warranty

Google Home Speaker
More compact than the
now-discontinued Nest
Audio, but it lacks features

SCORE OO0

PRICE £83 (£100inc VAT)
fromstore.google.com

The world has moved on since
Google released its previous
smart speaker, the Nest Audio,
in 2020. Although the company clearly
hasn’t spent that time honing the
Home Speaker’s design: it resembles a
squashed Apple HomePod mini.
There are two touch-sensitive
buttons on top. They’re hidden in the
fabric, but tap the top and two LEDs
light up to show you their location.
Tapping the top of the speaker will also
play/pause your music. The circular
ring of LEDs on the bottom changes
based on the circumstance: it turns
white when Gemini is listening,
multiple colours when it’s thinking,
and orange when the microphone is
off. The base also holds a physical
switch to disable its microphones,
which is a commendable feature. Less

so is the captive power
cord; break it, and you’ll

After six months, you may
well be lured by the natural,

have toreplace the free-flowing nature of your
whole device. conversations. For
I played a variety of example, when [ asked

tracks on the Google “Hey Google, what’sa

Home Speaker, which good recipe for chicken
has asingle 2.3in wings?”, Gemini

driver, and found it responded with a wide
produced a similar range of options. I then
sound to the asked Gemini to save my
HomePod mini and favoured recipe. It assured
Echo Dot Max. The Echo me that it created a note,

Dot Max had a slight edge;
it’s the only one of that trio
with two speakers (a 0.8in
tweeter and 2.5in woofer), which
helped mid-tones stand out more than
the Google Home and the HomePod
mini, which has a single 2in driver.
Unsurprisingly, bass was merely okay
rather than good.

The hardware may be new, but
the bigger upgrade inside is Gemini.
Gemini for Home works similarly to
the Google Assistant, which it usurps,
so it will answer simple
questions and issue commands
such as “switch the lights off”.
But to get the most out of this
speaker you’ll need to pay £8
per month or £80 per year for the
standard version of its Home
Premium service; Google bundles
six months for free.

but not where it was
saved (I later found it in
my Google Keep folder).

However, conversational Al alone
isn’t reason to spend £80 per year; the
Google Home Speaker only really
makes sense if you're already in the
Google Home ecosystem (it also works
as a hub for Matter with Google
Home). Once you strip away those
extra smarts, you’'re left with a
mid-range speaker that lacks the

smart home sensors of rivals.
MIKE PROSPERO

ABOVE The Google
Home Speakerisa
compact device that's
notas smartasrivals

BELOW You'll have to
be careful with the
fixed power cord

e —.

SPECIFICATIONS

2.3indriver e dual-band Wi-Fi6 e
Bluetooth 5.4 @ Geminifor Home ®
Thread 1.3 border router (2.4GHz) e
107x107x 87mm (WDH) # 396g
Tyr limited warranty (byr security
updates)
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Join us for the weekly
PC Pro podcast

Every week the team gives its hot take on the news and delivers a verdict on a piece of
hot hardware. With a rotating cast of Tim Danton, Jon Honeyball, Darien Graham-Smith,
Barry Collins, Lee Grant and Rois Ni Thuama, you're guaranteed informed opinions, lots
of vigorous debate and a handful of truly appalling jokes.

Live every Thursday at Tpm
Discord: visit pcpro.link/discord
No need, just join us!

The PC Pro podcast is available from Apple Podcasts,
Spotify and all good podcast apps.
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BEAECLTIVE
LAPTOPS

E[]N T [ NTS usiness laptops have a deservedly dull reputation, but it doesn't

Acer TravelMate X4 14 Al . have to be like that. On one side, you have the big brands making
Asus ExpertBook Ultr aconcerted effort to make their offerings stand out from the
Asus ZenBook Duo (2026 . crowd. On the other, a bunch of challenger brands desperate to
Dell Pro7Series14.. ) make headway in thisimportant and lucrative market.
Dell XPS 14 (2026)... i For this test, we conceptr‘ate onthe b.est the Wlndows world
) has to offer. And what a wide world that is, ranging here from
HP EliteBook 8 G1a 14 AlL........ooeeemevererrirernnnne ] ;
. sub-1kg ultraportables that are barely noticeable in a backpack to an
R 10B0ok XGIEEE R MSI laptop that would be equally at home in a gaming/creative laptops

Lenovo ThinkPad X1 Carbon Gen14 group test. MSI reckoned the Stealth 16 Al+ B3W fitted the “executive”
A‘fra fition ... . brief, and we'll let you be the ultimate judge.
Microsoft Surface Laptop for Thisis also a group test that gives Intel's latest Core Ultra Series 3

IR Sin (6th EQIRRHNEN processors a chance to shine. The silicon giant will surely be delighted

that nine of the dozen laptops on display use its latest chips, and we see
MSI Stealth 16 Al+ B3W........ccooerrerrcn very nearly the full extent of its range. You can also see how Intel does
against the best that AMD has to offer.

But whichever you choose, we can now confidently say that one of the
great problems has been solved: the balance of power against battery life.
Buyer’s guide: 6 things tolook fo Every one of these laptops should get you through a working day, even if

Webcam Comparison ... you may have to nurse a couple through by lowering the screen brightness.
Howwetest.......... . Sonow all you have to do is work out what yourideal laptop is. Even if
Performance graphs. . you don't fit the “executive” title of this Labs, we're confident that one of
VIEW FFOM the LADS oo this dozen will appeal.

CONTRIBUTOR: Tim Danton

MSI Prestige 13 Al+ A3M.......cccocvvnrvirnenrinnns

Feature comparisontable .....
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'Prices are correct at time of going to press but subject to change. 2 Laptop brand satisfaction ratings in reader-voted PC Pro Excellence Awards 2025 (see issue 375, p26). N/A

Low-Power Efficiency cores

Efficiency cores (Zen 5¢ for AMD), LPE =

= Performance cores (Zen 5 coresin AMD's case), E =

indicates not enough feedback to give a rating. *P

Overall rating

Purchase information
Starting price’

Price of model tested'
Supplier

Partcode

Dimensions (WDH)
Weight

Warranty

Acer TravelMate X4
14 Al

IATHTA)

£865 (£1,038 inc VAT)
£865 (£1,038 inc VAT)
business.currys.co.uk
NX.BPVEK.002
312x225x15.9mm
1.3kg

1yrRTB

PC Pro Excellence Awards 2025 ratings?

Overall satisfaction
Reliability satisfaction
Buy again

Core components
Processor

Cores®

Threads

Max CPU speed
Supplied RAM
Primary GPU

NPU rating

Display

Size and technology
Resolution

Pixel density
Frequency

Touchscreen

Storage

Model

Type

Capacity

Empty SSD socket
Battery & charger
Battery capacity
Charger wattage
Charging options
Webcam

Max video resolution

Face recognition
(Windows Hello)

Privacy cover

Ports & connectivity
Wireless standard
Bluetooth

Ethernet (speed)
HDMI (standard)
USB-C

USB-A

MicroSD card reader
3.5mm audio jack
Software

Windows version

Other notable software

Other features

Backlit keyboard
(brightness levels)

Touchpad dimensions (WH)

Fingerprint reader

Other

85%
87%
92%

Intel Core Ultra 5 226V
8(4P ALPE)

8

4.5GHz

16GB

Intel Arc 130V

40TOPS

14inIPS
1,920x1200
162ppi
60Hz/120Hz

x

Micron 2500
PCIe Gen4 NVMe SSD
512GB

x

53Wh
65W
USB-C

1080p
v

v

Wi-Fi 7

Bluetooth 54

¥ (1GbE)

¥ (21)

2x Thunderbolt 4

2(USB3.2Gen2,USB2)

x
v

Windows 11 Pro

Acer Sensing

)

126 x 79mm
x
x

Asus ExpertBook
Ultra

£2,000 (£2400 inc VAT)
£2,000 (£2400 inc VAT)
uk.store.asus.com
B9406CA-UT731X
31x213x164mm

kg

yr C&R

84%
85%
91%

Intel Core Ultra 7 356H
16 (4P 8E 4LPE)

16

4.7GHz

32GB

Intel Graphics (4 Xe cores)

50TOPS

14in OLED
2,880x1,800
246ppi
120Hz

v

Samsung PM9YE1
PCle Gen5 NVMe SSD
1B

x

70Wh
0w
USB-C

1080p
v

v

Wi-Fi7

Bluetooth 6

x

v @
2xThunderbolt 4

2xUSB3.2Gen2

x
v

Windows 11 Pro
MyAsus

¥ (3)

128 x86mm
v
USB-C to LAN dongle

o000

| Asus ZenBook Duo
(2026)

£2,083(£2,500 inc VAT)
£2,500 (£3,000 inc VAT)
uk.store.asus.com
UX8407AA
310x209x19.6-23.5mm
17kg

1yrRTB

84%
85%
91%

Intel Core Ultra X9 388H
16 (4P 8E 4LPE)

16

51GHz

32GB

Intel Arc B390

50TOPS

2x14in OLED
2,880x1800
246ppi
60Hz/144Hz
v

Micron 2600
PCIe Gen4 NVMe SSD
1B

x

99Wh
100W
USB-C

1080p

Wi-Fi7

Bluetooth 54

x

¥ (21)

2x Thunderbolt 4

1xUSB 3.2 Gen2

x
v

Windows 11 Home

MyAsus, StoryCube

)

127x80mm
x
Detachable keyboard, stylus

DATATA]

£2,056 (£2467 inc VAT)
£4,388 (£5,266 inc VAT)
dell.com
xcto_p714260_cs_emeaO1
316 x 226 x10.3-16.5mm
13kg

3yr NBD on-site

84%
871%
94%

Intel Core Ultra 7 366H vPro
16 (4P 8E4LE)

16

4.8GHz

64GB

Intel Graphics

50TOPS

14inIPS
1,920x1200
162ppi
120Hz

x

SKhynix PCBO1
PCle Gen5 NVMe SSD
18

X

70Wh
65W
USB-C

1440p
v

v

Wi-Fi7

Bluetooth 6

x

v @)
2xThunderbolt4

2xUSB3.2Genl

x
v

Windows 11 Pro
Dell Optimizer

v (2

127 x79mm
v

Optional broadband and Smart
Card reader

RECOMMENDED

Dell XPS 14 (2026)

G IATA)

£1,678 (£2,033 inc VAT)
£2,528 (£3,033inc VAT)
dell.com
cndal426003cc
310x210x14.6mm
14kg

1yr NBD on-site

84%
87%
94%

Intel Core Ultra X7 358H
16 (4P 8E4 LE)

16

4.8GHz

32GB

Intel Arc B390 GPU

50TOPS

14in OLED
2,880x1800
246ppi
20-120Hz

v

Kioxia BG7
PCIe Gen4 NVMe SSD
1B

x

70Wh
100w
USB-C

4K

Wi-Fi7
Bluetooth 6
x

x
3xThunderbolt 4

x
X
v

Windows 11 Pro
Dell Optimizer, McAfee

Business Protection lyr
v

150 x 86mm
x
:

HP EliteBook 8 G1a 14
Al

DO0Q

£1,330 (£1,596 inc VAT)
£2101(£2,521inc VAT)
hp.com
A27BLEA#ABU

316 x 222 x 11.715.5mm
14kg

1yrRTB

84%
871%
93%

AMD Ryzen AL7 Pro 350
8 (4P 4E)

16

5GHz

64GB

AMD Radeon 860M

50TOPS

14inIPS
1,920x1200
162ppi
40Hz/60Hz

x

SKhynix PC801
PCle Gen4 NVMe SSD
18

x

62Wh
100W
USB-C

1440p
v

v

Wi-Fi 7
Bluetooth 5.4
x

¥ (21)

2xThunderbolt 4,1x USB-C 3.2
Gen2

1xUSB 3.2 Genl
X
v

Windows 11 Pro

HP AI Companion, HP Wolf Pro
Security Edition (Tyr), myHP

v @

125x80mm
v

HP Sure View, mobile
broadband
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LABS WINNER

Lenovo ThinkPad X1
Carbon Gen14 Aura
Edition

HP EliteBook X G1a 14 AI Microsoft Surface
Laptop for Business

13.8in (8th Edition, Intel)

Samsung Galaxy Book6
Enterprise Edition 16in

OIATATA)

£1,630 (£1,956 inc VAT)
£2,367 (£2,840 inc VAT)

DIATATATA)

£1,741(£2,089 inc VAT)
£2,083 (£2499 inc VAT)

AT A)

£1,691(£2,029 inc VAT)
£2,733(£3,279 inc VAT)

OIATATA)

£1,042 (£1,249 inc VAT)
£1,042 (£1,249 inc VAT)

£2]124 (£2,549 inc VAT)
£2]124 (£2,549 inc VAT)

£1,536 (£1,843 inc VAT)
£1,624 (£1,949 inc VAT)

hp.com lenovo.com microsoft.com ao.com cyberpowersystem.co.uk misco.co.uk

B68RGEA#ABU Build to spec Model 2107 A3MG-026UK B3WH-032UK NP764BJG-KG3UK

312x215x9.2-131mm 313x215x15mm 301x 220 x 17.5mm 299x210x15.9mm 354 x 246 x16.7-20mm 357x 248 x14.9mm

15kg kg 14kg 900g 2kg 17kg

1yrRTB 3yrC&R yrC&R 1yrRTB 2yrRTB 3yrRTB

84% 86% 84% N/A N/A 82%

87% 88% 87% N/A N/A 85%

93% 94% 96% N/A N/A 90%

AMD Ryzen AL 9 HX Pro 375 Intel Core Ultra 7 355 Intel Core Ultra X7 368H Intel Core Ultra 7 355 Intel Core Ultra 9 386H Intel Core Ultra 7 355

12 (4P 8E) 8 (4P 4LPE) 16 (4P 8E4LE) 8 (4P 4LPE) 16 (4P 8E4 LE) 8 (4P 4LPE)

24 8 16 8 16 8

51GHz 4.7GHz 5GHz 47GHz 4.9GHz 47GHz

64GB (32GB tested) 32GB 32GB 32GB 32GB 32GB

AMD Radeon 890M Intel Graphics Intel Arc B390 GPU Intel Graphics Nvidia GeForce RTX5070Ti(12GB,  Intel Graphics
115W)

55TOPS 49TOPS 50TOPS 49TOPS 50TOPS 49TOPS

14in OLED (IPS tested) 14in OLED 13.8inIPS 13.3in OLED 16in OLED 16in IPS

2,880x1800 2,880x1800 2,304x1536 2,880x1800 2,560x1,600 1920x1200

246ppi 246ppi 208ppi 258ppi 188ppi 142ppi

48-120Hz 60Hz/120Hz 60Hz/120Hz 60Hz 240Hz 60Hz

v % v x x x

SKhynix PC801 Samsung PM9C1b Samsung (no model) Phison ESRO1TBYCCA4 Samsung PM9ATa Samsung PM9C1b

PCle Gen4 NVMe SSD PCle Gen4 NVMe SSD PCle Gen4 NVMe SSD PCle Gen4 NVMe SSD PCle Gen4 NVMe SSD PCle Gen4 NVMe SSD

1B 512GB 512GB 1B 2TB 1B

x x x x v x

TAWh 58Wh 54Wh 54Wh 90Wh 61Wh

100W 65W 39w 65W 240W 45W

USB-C USB-C Surface Connect, USB-C USB-C Proprietary, USB-C USB-C

1440p 1440p 1080p 1080p 1080p 1080p

v v v v v v

v v x x v x

Wi-Fi7 Wi-Fi7 Wi-Fi7 Wi-Fi7 Wi-Fi7 Wi-Fi 6E

Bluetooth 5.4 Bluetooth 54 Bluetooth 54 Bluetooth 6 Bluetooth 6 Bluetooth 5.4

x x x x " (25GbE) ¥ (IGbE)

¥ (1) ¥ @1 * v (21) ¥ (21) ¥ (not stated)

3xThunderbolt 4 3xThunderbolt 4 2x Thunderbolt 4 2xThunderbolt 4 2x Thunderbolt 4 2xUSB3.2Gen2

1xUSB 3.2 Gen2 1xUSB 3.2 Genl 1xUSB 3.2 Gen2 2xUSB3.2Genl 2xUSB3.2Gen2 2xUSB3.2Gen2

x x x v x v

v v v v v v

Windows 11 Pro Windows 11 Pro Windows 11 Pro Windows 11 Home Windows 11 Home Windows 11 Pro

HP Al Companion, HP Wolf Pro Lenovo Commercial Vantage '3 MSI Center S MSI Center Samsung Settings, Samsung Knox

Security Edition (Tyr), myHP Enterprise (1yr)

¥ v @ ) s ¥ (4RGB) v (3)

125x80mm 120 x 65mm 120 x 80mm 120X 75mm 162 x100mm N3x9Imm

v v x v v v

x x Surface Connect % x x

I



Buyer’s guide: six things

tolookfor

Alongside our feature comparison table, the performance graphs and our in-depth
reviews, here are six handy things to consider when buying an executive laptop

hether you’re buying a
single laptop or rolling out
at larger scale, there are a

few key things to look out for when
buying a laptop built for business use
- for executives and beyond.

M Localpower...including Al
It’snow more important than ever to
know about the processor inside your
laptop. Likewise how much RAM it
comes with, as most of the time this is
integrated onto the motherboard.
Together, the CPU and memory will
dictate how long your laptop lasts
and what you can do with it.

That means you must do your
research, otherwise it’s easy to make
amistake. That includes wasting too
much money on a CPU whose talents
you never exploit. Intel hasn’t helped
with its naming system, as the Core
Ultra 7 355 is a very different chip to
the Core Ultra7 358H: the latter has
twice as many processing cores and a
far superior graphics chip. And Intel
isn’t the only game in town, with
AMD offering versatile Ryzen 300-
and 400-series processors, while
Qualcomm has just released its
powerful Snapdragon X2 Elite family.

The best way to stay informed is via
independent sources such as PC Pro,
which offers well-informed reviews
that don’t skate over the details.

RIGHT Ifyou'rea
regular traveller,
consider one of the
sub-1kg laptops on test

It’s worth knowing whether your
chosen laptop features a powerful GPU
and neural processing unit (NPU), as
this will dictate if your computer can
handle local Al tasks. We suspect
these will become increasingly

commonplace over the

A poor keyboard with lifetime of your laptop.
wobbly keys, a spongey feel .
oracramped layout is M The ergonomics

always going to leave you
regretting your choice

Reliability and reputation

Everyyear, we ask our readers to tell us how happy
they are with their purchases. We then use this vital
data to generate tables that show people’s level of
satisfaction with the reliability, customer support,
value for money and battery life of their laptop-and
whether they'd buy from the same manufacturer
again. You can see the resultsin the table below.

While performance
matters, the screen is
critical for everyday use.

Most laptops come with a minimal one-year
warranty, so it's worth thinking about upgrading
this at the time of purchase. A few manufacturers,
such as Asus, HP, Dell and Lenovo, offer upgrades
after you've bought the laptop too. Head into their
provided app (such as MyAsus) to investigate
extending your warranty.

Customer | Reliability | Value for Speed Battery life | Buy again?
support money
94%

Apple 89% 96% 8% 92% 98% 92%
PCSpecialist 89% 92% 94% 89% 81% 95% 90%
Lenovo 82% 88% 86% 85% 80% 94% 86%
Acer 9% 87% 87% 86% 9% 92% 85%
Dell 80% 87% 84% 85% % 94% 84%
Asus % 85% 84% 88% 9% 91% 84%
Microsoft 76% 87% % 84% 83% 96% 84%
HP 6% 87% 84% 83% 9% 93% 84%
Samsung 6% 85% 79% 85% 8% 90% 82%

This doesn’t mean that you need the
brightest display or perfect colour
reproduction, butifit’s dim and
lacking in contrast, or if colours
look washed out and dull, that’s
going to have an impact on
everything you do. Generally
speaking, you should avoid anything
that can’t exceed 300cd/m?at
maximum brightness or is incapable
of reproducing more than 65% of the
colours in the standard sRGB colour
space. For serious creative use, look
for 100% coverage of the DCI-P3
space. That often means choosing
OLED technology, but you may be
surprised by the vividness of IPS
panels sodon’t rule them out.
Keyboards are subjective to an
extent, but we think it’s always worth
spending money on this area - it’s one
of the reasons a Lenovo ThinkPad
wins this month’s Labs. A poor
keyboard with wobbly keys, a
spongey feel or a cramped layout is
always going to leave you regretting
your choice of laptop.

M Portability and battery life
Ifyou’re upgrading from a three-
year-old laptop, you’ll probably be
amazed by your new machine’s
battery life. Every laptop here lasted
for over ten hours in our light-use
battery test, which means a full
working day’s life is possible -
although you may need to dim the
screen from maximum.
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Webcam comparison

Labs Executive laptops

We captured animage at each webcam'’s best video setting so you can see how their sensors compare

. Acer TravelMate X4

You'llbe visible in calls, but the X4's
webcam produces washed-out images,
and skin tones aren’t the best

Asus Zenbook Duo

One of the best webcams around, with
accurate skin tones despite challenging
light conditions - and great detail

The Duo captures a similar level of

aren’tas well realised

Dell XPS 14

Dell once again shows off its webcam
abilities, althoughiits colours are a
fraction too strong

HP EliteBook 8 Gla

Asurprisingly weak performance from
alaptop aimed so squarely at business
users, with grey-ish skin tones here

HP EliteBook X Gla

arealittle off

detail to the ExpertBook, but skin tones

The EliteBook X steps things up witha
higher-quality sensor, even if skin tones

Dell Pro 7 Series 14

Astrong performer with good skin
tones and an exceptional level of detail:
perfect for daily web calls

Good skin tones and detail, but the X1
Carbon struggled to expose correctly
in our challenging light conditions

MSI Stealth 16 AI+

Microsoft Surface Laptop

MSI Prestige 13 Al +

If our subject really was this grey he
should be in hospital, but the Prestige
proved better in kinder light conditions

One of the strongest webcams on
show, with realistic skin tones and
brilliant levels of detail

ignored webcams or threwin

lifesavers. However,
multiple USB-C ports
- particularly fast ones,
supporting USB 3.2 Gen2
(10Gbits/sec) and ideally
USB4 or Thunderbolt 4
(from 40Gbits/sec) - are
now a must-have as these connect to
modern monitors and peripherals.
On the topic of connectivity, we now
recommend you buy a laptop with
support for Wi-Fi 7, butitisn’t vital:
Wi-Fi6 and Wi-Fi 6E are both fine,
but Wi-Fi 5 is usually a bad sign.
There are times when you’ll be
grateful for high-quality speakers,
too. Specs won’t tell you much
(although it’s a great sign if they
include woofers), so look out for
independent reviews instead. This
& isnormally the point where we’d
L. mention webcams as well, but
we cover those above.

—— ) M Ease of repair
and management
Laptops will go wrong, and
it’s at this point where you’ll
suddenly wonder whether you
| canfixit. The good news is that

Some of these laptops are also
incredibly light, 1kg or under,
and they’re also slim; they barely
make an impression in a backpack.
The Asus ExpertBook Ultra and
Lenovo X1 Carbon both fit this
description yet still include a 14in
screen. [f you can’t afford to pay such
high prices, you may need to stretch
toaround 1.3kg. It’snot a huge
difference, but it is noticeable.

Finally, if you often travel then we
recommend you buy a GaN (gallium
nitride) charger. They’re far more
compact than typical laptop chargers,
produce less heat and cost around
£50. Many also include multiple USB
ports so you can charge your phone,
tablet or even both at the same time.

M Thelittle things
With so much focus on the screen,
processors, battery life and size, it’s
easy to overlook the “extras” that
can make using a laptop
enjoyable - or a pain. Take
ports. We’re still thankful for
HDMI and USB-A ports,
simply because there are
times when they become

Multiple USB-C ports-
particularly fast ones -
arenow amust-have as
these connect tomodern
monitors and peripherals

BELOW A GaN
charger willmake a
world of difference
when on the move

Gone are the days when gaming laptops

low-quality sensors: the Stealthis solid

Samsung Galaxy Book6

Considering the sensor IP Samsung
owns, we expect its laptops to produce
better images than this

it’s gradually becoming easier to
replace parts, particularly batteries,
thanks to Right to Repair legislation
and pressure from organisations
such as iFixit; the bad news is

that it’s by no means ubiquitous.
Before you buy any laptop, it’s
worth looking up its maintenance
manual online. Ifit doesn’t have
one, that’s an instant red flag.

We also mention in reviews where
it’s easy or tough to repair a laptop.
We single out the Lenovo X1 Carbon
for special praise because Lenovo has
worked with iFixit to ensure this has
replaceable parts, including the
keyboard, but if you read Lee Grant’s
column (see p113), you’ll know it
isn’t always easy to find the actual
spares for its consumer laptops.

This tends to be less of a problem for
business machines.

If you want to remotely manage
systems, then look out for Intel’s vPro
and AMD’s Ryzen Pro technology. It’s
baked into the CPU’s name: look out
for vPro in Intel chip’s names and Pro
for AMD. This makes management
and rollouts easier thanks to support
for tools such as Microsoft Intune.
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Acer TravelMate X4 14 AI

Ifyou're looking fora cut-
price business laptop, this
mid-range model may just
betheanswer

SCORE QOOW

CHEAPEST MODEL £865 (£1,038 inc VAT)
MODEL TESTED £865 (£1,038 inc VAT)
from business.currys.co.uk

This is the only laptop here to use
Intel chips from 2025, but don’t
let that put you off. The X4 may
not be a powerhouse to match laptops
with Core Ultra X7 or X9 chips inside,
butits Core Ultra 5226V stays within
touching distance of the newer Core
Ultra 7355 found in the ThinkPad and
MSI Prestige. More to the point, its
eight cores are more than a match for
most people’s working lives, and
while serious gaming is off limits it
includes a 40 TOPS NPU so meets the
key Copilot+ PC criterion.

And the Ultra 5226V remains a
highly efficient chip. This means Acer
can get away with a 53Wh battery
inside this slim and relatively light
14in laptop - 15.9mm and 1.3kg - yet
remain confident it will work a full
day away from mains power. It kept
going for 13hrs 1min in our
light-use tests, and it only
needs a 65W PSU.

We wouldn’t call
the grey, aluminium
alloy chassis stylish,
but it ticks the
professional
box. Acer opts
for function
over form when
it comesto
connectivity: the
left-hand side offers an ~—
HDMI 2.1 connector, a USB-A
3.2 Gen2 port and two Thunderbolt 4
ports. The right-hand provides a
second USB-A port (this time lowly
USB 2), 3.5mm jack, Kensington lock
slot and a 1Gb Ethernet port. You also
benefit from Wi-Fi 7 and Bluetooth
5.4. Acer squeezes two LED lights
onto the right-hand side too: one
shines blue if the laptop is switched
on and working normally, the other
whether the battery is charging or
full (it’s off if not plugged in).

Acer adds a couple of extra keys for
shortcuts, too. The “a” key, as per
Acer’slogo, launches TravelMate
Sense, which largely duplicates
Windows settings but with the
occasional Acer twist; it’s a missed
opportunity, with no way to keep

drivers updated or fine-tune the
display for example. There’s also a
configurable “My Key”, which you can
program to launch your favourite app.
As for the keyboard itself: we like
it. There’s enough travel and
cushioning on the keys to make it
comfortable for long periods, and we
appreciate the double-height Enter,
wide Backspace and well-
proportioned spacebar.
We’re even willing to
forgive the function
doubling on the
cursor keys. While
the trackpoint
isn’t as smooth
as glass-coated
offerings, and we
found the clicks a
fraction too loud, it’s
large enough for easy
mouse navigation.
To keep costs down, Acer
usesa 1,920 x 1,200 IPS panel that
sits firmly in mid-range territory.
It’s tuned for the sRGB colour space,
and covers a lowly 75% of DCI-P3, so
don’t expect colours to whack you
between the eyes. Colour accuracy is
comparatively poor, too, with an
average Delta E of 1.45. We also found
ourselves pushing up the brightness
levels to make the whites appear
cleaner - and note thisisn’t a laptop
that’s particularly well suited to
being used outside, with a peak of
320cd/m?2. Still, it’s far better than the
panelin the Samsung Galaxy Booké6.

ABOVE The X4isan
attractively priced
travel-friendly laptop

LEFT The aluminium
alloy chassis is
business-like rather
than stylish

BELOW Connectivity
optionsinclude HDMI
and two USB-A ports

There’s nothing special about the
1080p webcam, either. This sitsina
relatively thick bezel above the screen
and offers average image quality -
decent colours in good lighting but
too much grain - but we’re pleased to
see a physical shutter. The camera
supports IR for Windows Hello logins,
which is handy as there’s no
fingerprint reader here. The mics
perform their job well, after we
headed to Acer’s Purified Voice app
and played with the options, but we
wish that Acer had invested a few
dollars more in the quality of the
speakers - tinny and sibilant are the
words that spring to mind.

Sadly you can’t replace the
speakers yourself, but if you go
beyond the one-year warranty then
Acer provides clear instructions on
how to replace the battery, SSD (the
supplied 512GB unit isn’t the fastest,
butin general use we don’t think this
will be an issue), screen, WLAN,
trackpad, USB ports and even the
system board. All big plus points.

And there’s one huge factor that
also counts in Acer’s favour: the price.
While we’ve found lots to criticise
about this laptop, it costs half of the
price of its rivals aside from the MSI
Prestige, which we also nitpicked at,
and even this costs around £200
more. Which is why we still think
there’s an argument for choosing the
TravelMate X4 if you only have so
much budget and staff are begging
for a travel-friendly laptop.
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Asus ExpertBook Ultra
Asus does anastounding job
of combining style, power
and battery life-but it
comes atafiscal price

SCORE ¢

CHEAPEST MODEL £2,000 (£2,400inc VAT)
MODEL TESTED £2,000 (£2,400 inc VAT)
from uk.store.asus.com

They say you can’t have
everything, but Asus is
desperate to prove that adage
wrong with the ultra-slim, ultra-light
and ultra-fast ExpertBook Ultra.
Despite the tiny chassis, Asus goes
all-in with a 16-core Intel Core Ultra 7
356H. This is much faster than the
Core Ultra 7 355, as shown by the gulf
between the ExpertBook Ultra and
the MSI Prestige 13 Al+ in the
multicore sections of Geekbench 6
and Cinebench 2024: 16,241 and 1,059
versus 11,243 and 579 respectively.
However, we should add a caveat:
Asus sent us an ExpertBook with a
Core Ultra X7 358H inside, and sadly it
doesn’t sell that spec in the UK.
The Core Ultra 7 356H
clocks slightly slower
than the 358H at
4.7GHz rather than
4.8GHz, sowe
expect those
multicore results to
drop closer to
16,000 and
1,000, but we’re
still talking
about exceptional
multicore speeds.
The X7 family benefits from
Intel’s top-end Arc B3go GPU. This
has 12 Xe-cores compared to four in
the 356H, so we’re sorry to say you
won’t enjoy the 70fps, 60fps and 66fps
we saw from the ExpertBook at 1080p
High settings in Cyberpunk 2077, Dirt
5and Shadow of the Tomb Raider.
Expect closer to 40fps across those
three titles with the 356H in place.
This means you may struggle to
reach playable frame rates at the
screen’s native resolution of 2,880 x
1,800, and once again it’s time for us
tolook up “superb” in the thesaurus.
It’s a wide-gamut OLED panel, and
that means gorgeous colours: switch
to Vivid mode and it covers 98% of the
DCI-P3 space and 87% of Adobe RGB.
Colour accuracy is similarly
top-notch, with an average Delta E
of 0.5, and whites look spot-on too.
This 14in panel also glows bright,
hitting 626cd/m? at its peak.

That, together with an effective
anti-glare coating, means you won’t
have any trouble using it outside.
Which takes us to yet another of the
ExpertBook Ultra’s strengths, namely
portability. Despite all that power it
weighs precisely 1kg, with a slim
magnesium-aluminium alloy chassis
with aroughened “nano
ceramic” coating that’s
designed to last for
years. [t looks great,
although we wish

that Asus had been

braver and opted
for the white
version in the UK
rather than the
corporate grey.
And thatit had
strengthened the
hinges, as the lid drops
backwards too easily.

Asus’s next big achievement is to
squeeze so much life out of the 70Wh
battery. It lasted for over 18 hours in
our light-use tests, and this longevity
is one of the things you’re paying for.
For example, Asus investsin a
Tandem OLED, which is more
efficient than normal OLED panels.
Although we’d consider buying a
9oW GaN charger to replace the
compact but two-part (charger unit
plus cable) PSU
that Asus supplies.

Asus makes no
compromises when it
comes to connectivity.
The left edge holds one
Thunderbolt 4 port
nexttoan HDMI 2.1
connector, USB-A port
and 3.5mm jack. Over
on theright, you’ll find a
second Thunderbolt 4/

Labs Executive laptops
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ASUS EXPERTBOOK )

ABOVE Despiteallits
power, the ExpertBook
Ultraweighsjust 1kg

IRECOMMENDED!
‘-""‘-\-u-.__,.-—"""

LEFT The aluminium
chassis’ nano ceramic
coating provides
plenty of protection

BELOW The enormous
haptic touchpad is
slick and adjustable

§ MiLTARY |
1 GRADE |

B MILSTD B10H

USB4 port and USB-A port (both
Type-A ports offer fast 10Gbits/sec
transfers). You also benefit from
Wi-Fi7and Bluetooth 6.

We also love the speakers, with
sharp vocals and much more bass
than we’d expect from a laptop this
size. The mics are again excellent,
while the 1080p webcam produces
strong results under good lighting.
Lenovo still leads the way for
keyboard quality: there isn’t the
cushioning or sheer attention to
detail you’ll find on ThinkPads. We
can’t fault the giant touchpad,
though. This is haptic - you can slide
your fingers along the side of the
touchpad to adjust brightness, for
example - but also slick thanks to a
glass coating. If you find it too
sensitive, head into MyAsus and play
around with the settings.

Asus needs to think more about its
target IT audience when it comes to
repair, with ten annoying Torx screws
in the way. The generous 32GB of RAM
is soldered on, as is the Wi-Fi chip,
but you can replace the ports, battery
and SSD. Note the latter is a Geng SSD,
and our unit skewered Geng disks
with sequential reads of over 14GB/sec
and writes at almost 11GB/sec.

One final note on the ExpertBook
Ultra versus its rivals here: most are

available in different

configurations,

and some are user-
configurable at the time

of purchase. Not so the
ExpertBook Ultra, which
comes in this spec - Intel
Core Ultra7 356H, 32GB of
RAM, 1TB SSD - and that’s
it. If that combination
meets your needs, it’s a
gorgeous choice.
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Rsus ZenBook Duo (2026)
Adual-screen laptop that
doublesasanall-in-one lifts
the Zenbook Duointoa
categoryall of its own

SCORE Q@O

CHEAPEST MODEL £2,083(£2,500inc VAT)
MODEL TESTED £2,500 (£3,000 inc VAT)
fromuk.store.asus.com

ometimes itisn’t obvious what
s you’re getting when you lavish

money on a laptop. Not so with
the Asus Zenbook Duo, which packs
two glorious 144Hz OLED panels into
something only a fraction larger than
anormal 14in laptop - simply remove
the magnetic Bluetooth keyboard
when you have more space. [t then
effectively becomes an all-in-one PC:
you can either prop the screens up as
shown, one above the other, or side by
side in landscape mode.

This year’s model (UX8407) has a
notably improved screen setup versus
the previous iteration (UX8406),
which is still available
for £1,800 inc VAT, due
to a far smaller gap
between the panels.
It’snow less thana
centimetre thick,
bringing the
experience closer
to that of using a
single 3,600 x 2,880
monitor when in
landscape mode. It still
works best when you treat
it as two separate displays,
but they work well as a combo if
you’'re, say, editing a photo. Asus even
provides a stylus to make this creative
task more intuitive. Another less
obvious but welcome improvement is
the panels’ much reduced glare, so if
you work in environments with
fluorescent overhead lighting or LEDs
then you’ll notice the difference.

It helps that both panels are in
lockstep in terms of colour profile and
quality, with an astonishing colour
gamut - 63% beyond the sRGB colour
space and 100% of DCI-P3 - and
excellent colour accuracy. Asus also
provides calibrated presets, soif you
prefer to lock down to sRGB, Display
P3 or DCI-P3 gamuts then you can.
These options are all available in the
MyAsus app, but we recommend you
also fire up ScreenXpert at the earliest
opportunity as this makes it easier to
manage the dual panels.

Another big upgrade this year stems
from the processor, Intel’s top-of-the-

range Core Ultra X9 388H. This packs
in 16 cores with a peak 5.1GHz
frequency, so it was no surprise to see
the Duo topping both Geekbench CPU
tests. The chip also features Intel’s Arc
B3go GPU, which is surprisingly potent
for an integrated graphics
solution: among the 12
laptops on test, the Duo
only trailed the
GeForce-toting MSI
Stealth 16 Al+. It
scored a superb
7,754 in 3DMark
Time Spy, while
an average of 64fps
in Dirt 5 at 1200p
and High settings
show its potential.
Admittedly it’s still
no gaming laptop, finding
Shadow ofthe Tomb Raider more
challenging with a s5o0fps average.
Despite the keyboard’s detachable
nature, we found it pleasant to type
on. There’s plenty of travel and just
enough cushioning, while the only
question mark we have over the
layout is a single-height Enter key; the
cursor keys avoid function doubling,
thank goodness. You’ll need to charge
the keyboard separately - it hasa
USB-C connector - but Asus sensibly
keeps the backlighting. The touchpad
isone of the best here, being large,
glass-coated and haptic - if you slide
your finger along the right edge it
adjusts brightness, along the left
volume. You might want to disable
the pad, though, asit’s sometimes
activated by accidental brushes.
You’ll still probably want to add a
mouse when using the Duo in
all-in-one mode, and
there’s a USB-A port
on theright next to
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ABOVE Two 144Hz
OLED panels gives this
laptop a versatility no
rival can match

PC

JRECOMMENDED!
‘-“"'-...___,_,..-—""_-

LEFT The dual displays
canbe used in portrait
orlandscape modes

BELOW The
detachable keyboard
isapleasure to type on

a Thunderbolt 4 port and the power
switch, with a second Thunderbolt 4
on the left alongside a 3.5mm jack and
HDMI 2.1 output. Add Wi-Fi7and
Bluetooth 5.4 and you have most bases
covered. Talking of bass, the Asus is
one of the better performers here
thanks to six custom speakers that
include both tweeters and woofers;
we still want more bass, but it’s far
better than you might expect. This
makes a big difference in films and
games too, which is where you will
notice the HDR support kick in - up to
1,000cd/m?, incredibly.

The chassis is finished in
Ceraluminium, Asus’s own material
that adds an extra layer of scratch
resistance to the aluminium alloy
frame. Asus claims it makes the Duo
more durable, but it only comes with a
year’s warranty: with two panels to
protect, it’s worth exploring your
options in MyAsus. We’d be tempted
to pay £120 to extend this by two years
and add on-site cover (UK mainland
only) and accidental damage.

With excellent battery life - almost
20 hours with a single screen and
12hrs 53mins with both screens active
-the Zenbook Duo addsup toa

phenomenal and
unique proposition.
It’sbeen yet another
victim of price
increases, jumping
from £2,500 at launch
to £3,000 now, but
with 32GB of RAM and
afast1TB SSD it remains
a compelling option.
And if that’s too much,
note that Curry’ssellsa
version with a Core Ultra
9 386H processor and 16GB
RAM for £2,500.
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DellPro7 Series 14

Arguably too expensive for
what you get, butasound
choice if you're committed
tothe Dell ecosystem

SCORE OO

CHEAPEST MODEL £2,056 (£2,467 inc VAT)
MODEL TESTED £4,388 (£5,266 inc VAT)
fromdell.com

nlike the Dell XPS 14 on the
U next page, thisis an all-out

business laptop. The Dell Pro
range, previously known as Dell
Latitude, shows this in its choice of
vPro processors along with a
multitude of security and
management-friendly features.

For example, one of the many
configuration options includes a
smart card reader, NFC and Dell’s
Control Vault 3+ hardware: a secure
space for passwords and biometric
data. The webcam includes a privacy
shutter and there’s an optional
fingerprint reader, while the default
warranty includes three years of
next-business-day on-site support.

While not as repair-friendly as the
ThinkPad X1 Carbon, it’sa
simple process to whip off
the base cover as only
six crosshead screws
stand in your way.
Dell provides
instructions for
end users (or IT
teams) to
remove and
replace the SSD,
battery, fans,
heatsink fan, Wi-Fi
card and optional mobile
broadband card (a 4G card
costs £61inc VAT, a 5G version £126).

The wide configuration options
apply to the display, too. Dell sent us a
unit with a super-low-power IPS panel
witha1,920 x 1,200 resolution and
stated peak brightness of 500cd/m?
(we measured 509cd/m?2). This
pushed battery life to a table-topping
21hrs 35mins in our light-use tests,
although we also benefited from a
70Wh battery compared to the
standard 56 Wh - well worth £17.

We’d be tempted to switch to a
different panel as colour coverage
isn’t great: 96% of the sSRGB space is
okay, but most people would
appreciate seeing more than 67%
of the DCI-P3 gamut. You actually
save £13 by switching to the OLED
panel with its claimed 100%
coverage of DCI-P3, while if you

Labs Executive laptops

want a higher resolution then there’s
a2,560Xx 1,600 option for £7 extra.

You can’t switch keyboards, but
that’s not an issue. Unlike the Dell
XPS 14, the keys are well separated, so
we had no trouble with typos, and
there’s plenty of key travel. We could

happily type on this laptop
for hours, thanks in part
toits quiet nature.
While the touchpad
lacks haptic features
such as sliding your
finger up/down to
adjust brightness,
the target user is
likely to appreciate
its simplicity and
effectiveness. There
are also numerous
ports, with USB-A, 3.5mm
and a Kensington lock on the
right, and an HDMI 2.1 port, USB-A
and two Thunderbolt 4/USB-C slots
on the left. There’s no Ethernet port,
but Wi-Fi7 and Bluetooth 6 should
keep connections smooth.

Your final set of options concern
the core spec. You can save £23 by
buying the non-vPro Core Ultra 5 325
versus the Core Ultra 5 355 that comes
as standard, with the range topping
out at the Core Ultra 7 366H. It’s the
only choice that includes 16 cores and
four Xe graphics cores. That’s the
setup we tested, supported by the

ABOVE ThePro7is
unashamedly focused
on business users

LEFT You canchoose a
lighter magnesium
alloy base rather than
aluminiumalloy

BELOW Portsinclude
HDMI2.1,USB-A

and two Thunderbolt
4/USB-C slots

maximum 64GB of RAM and a1TB
Gens “Performance” SSD. And it’s
gloriously fast, as shown by 14GB/sec
sequential reads and 12GB/sec writes.
Dropping down to 16GB of RAM and a
standard 512GB SSD saves you £1,495
and £498 respectively.

The extra RAM and faster storage
made little difference in the rest of
our tests, with the Dell Pro 7 shining
in the multicore Geekbench and
Cinebench tests thanks to all those
cores. Having only four Xe graphics
cores limited its chances in our 3D
benchmarks, though.

Don’t expect full immersion via
the speakers, which offer some bass
but not enough to delight music
lovers. They’re ideal for web calls,
however, and here the SMP webcam
comes to the fore: it produces clear
and detailed results at 1440p in
good light, and the microphones
capture voices clearly. It also
supports presence detection.

Your one final choice is whether to
spend £27 on a lighter magnesium
alloy base rather than aluminium
alloy, which the rest of the chassis
uses. We’d be tempted to even for the
minimal weight saving, as while this
is a compact and extremely well built
laptopitisn’t the lightest at 1.3kg.

While it’s expensive even without
the lavish options on our test unit, if
you’re rolling out laptops to users
with different
demands there’s much
to like about a single,

compact design that
can essentially do it all.
And has stunning
battery life to boot.
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Dell XPS 14 (2026)

Executiveswill love its
slimline styling and top-end
screen, but budget holders
may not love the price

SCORE OO0

CHEAPEST MODEL £1,678 (£2,103 inc VAT)
MODEL TESTED £2,528 (£3,033 inc VAT)
fromdell.com

he Dell XPS 14 makes a superb
I first impression. With its

compact CNC-machined
aluminium frame, minuscule bezels
and dark grey finish it’sas close as a
Windows manufacturer has come to
industrial chic. At 1.4kg it’s by no
means the lightest, but like every
laptop here it can survive a full day
on the road without a top-up -
although this does depend on the
configuration choices you make.

There are four key decisions. Top
of the list is which processor. Dell
offers a choice of four chips from
Intel’s Core Ultra Series 3 range, with
the 8-core Core Ultra 5 325 and
Core Ultra 7 355 for less
demanding users and
the 16-core Ultra X7
358H and Ultra X9
388H for those who
need multiple cores
and powerful
graphics. The
first two chips
come with 16GB
of RAM, while you
can choose 32GB or
64GB for the latter two.

Next up, storage. This
ranges from 512GB to 4TB, and itisn’t
easy to upgrade this if you change
your mind. Accessing the XPS 14
involves removing the keyboard
assembly, at which point you’ll
discover that the SSD, battery, fan,
speakers and more are replaceable,
ifyou’re highly proficient. Which
brings us to the third big decision of
the warranty: you get a single year of
on-site cover as standard, but you
may want to upgrade that to three
years for around £300.

And finally we come to the screen.
Our test unit included the more
expensive OLED touchscreen with a
2,880 x 1,800 resolution, and it’s up
there with the best. Colour coverage
is exceptional, accuracy top of the
table, and whites look fantastic. The
downside is battery life. Despite Dell
using tandem OLED technology, it
lasted for a comparatively lowly 13hrs
omins in our light-use tests.

05450

That still fits comfortably into the
“more than a working day” category,
butifbattery life is key for you then
choose the 1,920 x 1,200 non-touch
IPS panel. This only covered 71% of
the DCI-P3 space
compared to 100% for
\ the OLED display, so
\ isn’t the best for
watching films.

Either way you

ABOVE The stunning
XPS14comesinawide
range of options

subtle, with faint ridges revealing
where it starts and stops, but we can’t
fault the immense size of this
touchpad - essentially the size of a
phone. That’s great for gestures but
less good for accidental brushes: palm
avoidance worked well most of the
time, but on occasion the cursor flew
up our page and we found ourselves
typing in the wrong place.

Another area where function

. RECOMMENDED . o
should enjoy a —— loses out to form is the omission of
thumping USB-A and HDMI ports, with a trio of
soundtrack thanks Thunderbolt 4/USB-C portsand a
to four speakers. 3.5mm jack your only choices. Still,
Dell needs to Wi-Fi7and Bluetooth 6 come as
pump up the bass LEFT The dark grey standard. If you intend to hook this

butit’s exceptional for

vocals. We listened to
“Tom’s Diner” and it was as if

Suzanne Vega was right there.

You have no choice over the
keyboard, which arguably sacrifices
usability for style. There’s no gap
between the keys, and we made more
typos than usual. However, it’s a big
improvement over last year’s Dell 14
Premium range (essentially the
predecessor to this year’s XPS 14) as
the top row of function keys are
physical rather than capacitive.

You also benefit from a double-height
Enter key and big left/right cursors
—although the
up/down keys are
half-height and
share their duties

laptop up to a screen via USB-C when
at adesk, note that it needs 100W of
power to perform at its peak.
Our unit included a Core Ultra X7
358H and, as our graphs on pg2
show, there’s plenty of power here.
It’s also a capable gaming system,
with 54fps in Shadow of the Tomb
Raider (1080p, High settings) and
sofpsin Dirt 5 (1200p, High).
Add one of the best webcams
here, albeit with a tendency to
over-saturate skin tones, and you
have a laptop that most executives
will fall in love with. But you will
need a generous budget: if you
include Windows 11
Pro, prices start at
£2,083inc VAT, while
our configuration with

finishlends the laptop
anair of industrial chic

BELOW The enormous
trackpad is just about
visible andis great for
Windows gestures

with PgUp/PgDn. aspeedy 1TB Geng SSD
Dell has also costs £3,033. We’d lean
improved the usability towards the ThinkPad
of'its touchpad for its easy repair,
compared to last year, lighter design, superior
asit’s now actually keyboard and greater
visible. The effect is customisability.
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HP EliteBook 8 Ga 14 Al

An AMD-powered business
laptop for an aggressive
price, with an understated
but still attractive design

SCORE DOOD
CHEAPEST MODEL £1,330 (£1,596 inc VAT)
MODEL TESTED £2,101(£2,521inc VAT)
fromhp.com

excellent reasons why smaller

businesses should consider the HP
EliteBook 8 Gia (and the HP EliteBook
X Gia overleaf). Top of the list is the
option for an HP Sure View screen,
which shifts into privacy mode at the
press of the F2 button: someone
sitting next to you will only see a black
screen, although they may be curious
astowhat you’re trying to hide.

Next up is HP Wolf Pro Security
Edition, which acts as a cloud-based
IT team to complement the skills
within your organisation. This will
open “websites and untrusted
documents in micro-VMs (virtual
machines). The micro-VM actsas a
container that prevents malware from
infecting your computer,”
explains HP’s website. It
can also monitor critical
applications for
vulnerabilities.
WolfProisa
subscription-based
service, and you
getone year’s
cover, with
annual
renewals
costing £36 inc VAT.

HP also offers
numerous ways to protect
individual PCs from physical attack.
Along with the usual IR webcam and
fingerprint recognition for Windows
Hello logins, you can buy EliteBooks
with Smart Card readers. All this on
top of the usual professional security
layers found with Windows 11 Pro.

Unlike Dell and Lenovo, you can’t
configure the EliteBook 8 Gia to your
needs (unless you’re an enterprise
with a huge order to place). Instead,
you select from its preconfigured
options, with our test system having
the part code B68RGEA#ABU. This
includes a Sure View panel, and in
many ways it’s impressive: it peaks at
over soocd/m?, colour accuracy is
strong, and it covers the full SRGB
gamut and a little beyond. However,
it’s extremely sensitive to viewing
angles even when Sure View is

I fsecurity is key, there are many

!‘“‘Iv IEEEEEEEE

deactivated: look atit head on and
whites look superb, but contrast drops
off noticeably if you shift around.

The other downside compared to
many rivals here is its limited
resolution. To be fair, 1,920 x 1,200
pixels (WUXGA) across a 14in diagonal
still looks good, but it can’t match the
pin-sharp nature of
a2,880x 1,800 panel.

We’re starting to
see G2a laptops
appear on HP’s site.
These have the same

design, but shift

from AMD’s Ryzen

300 Pro chips to
Ryzen 400 Pro. The
biggest difference is
greater efficiency,
which may be worth
paying for: battery life is

not a strength of this laptop,

lasting 10hrs 41mins in our tests
compared to the 15-20 hours of its
best-performing rivals.

Our test unit included a mid-range
AMD Ryzen Al 7 Pro 350 chip with
eight cores (four Zen s, four Zen s5¢),
and it proved a solid performer. Its
highlight was 804 in Cinebench 2024’s
multicore section, but 13,847 in
Geekbench 6 is noteworthy, too. It
proved more middling elsewhere,
including gaming, where we failed to
get frame rates over 3o0fps even at this

ABOVE The EliteBook
8 Glacomes witha
number of business-
friendly features

LEFT Build quality is
excellent, and the
designis slim

BELOW Labelled
ports make it easier
to know whatyou're

Tttt

If you buy the EliteBook 8 G2a 14 Al
you can expect to see roughly 10%
faster frame rates from a Ryzen Al 7
Pro 450 processor, but the NPU is
rated at the same 50 TOPS as the 350.
You might also want to consider the
EliteBook 8 G2i 14 Al, as this features
Intel’s latest Panther Lake chips, such
as the Core Ultra 7 355. Our testing
suggests it has the upper hand for
graphics and in Geekbench Al tests.

Either way, you’ll benefit from a
comfortable, quiet, well-cushioned
keyboard, with a double-height
Enter key, separated cursors and no
function doubling (although the PgUp
and PgDn keys sit right on top of the
left/right arrow keys). We also like the
smooth, glass-coated touchpad.

There are other nice touches. A
bevel cut into the base below the palm
rest to make it easier to lift the screen
single-handed. Labelled ports, which
isa good thing as only the two USB-C
ports on the left support Thunderbolt
4; the right-hand USB-Cis limited to
USB 3.2 Gen2 (10Gbits/sec). There’s
also an HDMI port, USB-A port, 3.5mm
combo jack and a Kensington lock.
Connectivity is enhanced by Wi-Fi 7
and built-in mobile broadband; you
only need to add a SIM.

With excellent build quality and a
slim design (the EliteBook X is even
slimmer), along with its security
features, there’s much to like about

panel’s modest native resolution. plugginginto the HP EliteBook 8 Gia. However, at
this price, which
— — is admittedly
R — 4 — . Dboosted by the
= — 64GB of RAM and
1TB SSD, we’d
' 5 = B3 = lean towards our
— - S award-winners.

* '



HP EliteBook X G1a 14 Al
This feature-packed laptop
certainly has executivesin
itssights, but the price istoo
highand competition tough

CHEAPEST MODEL £1,630 (£1,956 inc VAT)
MODEL TESTED £2,367 (£2,840 inc VAT)
fromhp.com

hile the HP EliteBook 8 G1ia
14 Al (see p85) is a solid
all-rounder, the EliteBook

X Gi1a 14 Al fits better into our idea of
an executive laptop. It’s more
compact than its brother, but also
100g heavier at 1.5kg - most of this
can be attributed to a larger battery.
Perhaps it’s also because the X Gia
features heavyweight components.

That starts with our test unit’s
Ryzen Al 9 HX Pro 375 CPU, which sits
at the pinnacle of AMD’s Ryzen 300
series. HP is about to release the
EliteBook X G2a 14 Al based around
newer Ryzen 400 chips, but there isn’t
a huge leap in performance between
them so thisisn’t a reason to avoid
the EliteBook X G1a. Besides,
the Pro 375 remains a
strong choice. Turn to
the graphs on pg2
and you’ll see the X
Gia stood toe to toe |
with laptops
powered by
Intel’s newer Core
Ultra Series 3
processors in
Geekbench and
Cinebench, and with
64GB of RAM in support
you can also dabble with
running small language models
locally. The only area of weakness is
3D acceleration, with the integrated
Radeon 89oM graphics no match for
the Arc B3go found in Intel’s Core
Ultra X7 processors.

The EliteBook’s results would have
benefited if our test unit had 64GB of
RAM: HP sent us a sample with 32GB.
But that won’t make as much
day-to-day difference as the screen,
with our sample including a 1,920 x
1,200 IPS panel rather than the
luxurious 2,880 x 1,800 OLED screen
you’ll receive if you order from HP’s
website. (We’ve based our assessment
on the EliteBook identified by part
code B6BRGEA#ABU, as thisis the
only model HP sells with a Ryzen Al 9
HX Pro 375 processor.)

This will have an effect on battery
life, perhaps shaving off two hours,

but there is leeway if you buy the
EliteBook X G1a 14 Al. As specified, the
laptop lasted a fine 14hrs 43mins under
light use, and it charges up quickly
thanks to the 100W power supply.
We love the
audio system. Four
speakers work
their magic here to
. produce excellent
' music, with the
j,ya" best results if you
place the laptop
on a hard surface.
There’s even strong
bass, to the point
where drum-heavy
trance music actually
sounds good. The
EliteBook X G1a will be a fine
companion for streamed films and TV.

Back to the working day and those
speakers can dedicate themselves to
video calls, which is yet another great
strength of the X1 G1a. Despite having
aslimmer top bezel than the EliteBook
8 G1a, it produces clearer pictures at
1440p, and the microphone array is
among the best here.

HP makes no mistake with the
keyboard, either. The keystrokes have
asolid yet cushioned feel, with plenty
of travel. Rather than add function

ABOVE Our X Glawas
powered by AMD'’s
Ryzen AI9 HX Pro 375

LEFT Anexcellent
keyboard and audio
system are among the
laptop’s high points

BELOW The X Glais

while the PgUp and PgDn are
squeezed above the arrow keys (all of
which are half-height) we think this is
abetter arrangement than most.

The touchpad is relatively compact
but performs its job with smooth
aplomb, helped by a glass coating.
Another nice touch, one it shares
with the EliteBook 8 Gia, is a cutout
below the touchpad to make it easier
to lift the lid single-handed.

While HP could learn from Lenovo
in terms of ease of repair, with only
the battery listed as a customer
replaceable part, it’s relatively easy to
getinside. And, despite what HP’s
maintenance manual says, youwon’t
need to be a trained technician to
replace the SSD. Fans and speakers
also look relatively easy to replace.
Usefully, HP also provides part
numbers while a dedicated site,
partsurfer.hp.com, should help your
IT team find an official replacement.

It’s worth hunting out the official
SSD if you need to replace it, with the
1TB drive in our sample topping the
charts - along with the disk in the HP
EliteBook 8 Gia - for PCle Geng drives.
And this reflects the quality of this
laptop as a whole. While it’s a shame
that HP couldn’t send us G2a versions
yet, and that the screen in our unit

doubling to the cursors, it provides more compact than isn’t one you can actually buy in the
dedicated End, Ins and Del keys, and the 8 Glaonp85 UK, we can confidently say that this
laptop won’t
= g ® disappoint - and
o - whoknows, it
0 e may be available
for a fire-sale price
= —_— - . - when the G2a goes
B = — e on sale more widely.
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Lenovo ThinkPad X1
Carbon Gen14 Aura
Edition

Emits quality from every
gram of its slender body,
and its customisability is
unmatched, too

SCORE DO OO0
CHEAPEST MODEL £1,741(£2,089 inc VAT)
MODEL TESTED £2,083 (£2,499 inc VAT)
fromlenovo.com

e have one criticism of the
latest ThinkPad X1 Carbon:
how difficult itis to find

something to criticise. You’ll struggle to
find a laptop better suited to executives,
and much of that stems from the
flexibility offered by Intel’s Core Ultra
Series 3 CPUs. You can equip the laptop
with anything from a Core Ultra 5 325
to a Core Ultra X7 368H, which means
ranging from a medium-fast eight-
core chip with modest 3D ambitions
to ablazing 16-core monster replete
with Intel’s powerful Arc B3go GPU.

That flexibility extends to two
flavours of Linux, up to 2TB of PCle
Gens storage, a maximum
64GBofRAM and a
choice of screen. If
battery life is
important, go for the
default low-power
IPS option; select
the version with an
ePrivacy filter if
youdon’t want
snooping
neighbours
to see what’s
on screen; or upgrade to a
2,880 x 1,800 OLED panel,
including a touchscreen option, if you
want the most vivid colours. You can
also upgrade to a 10MP webcam and
add 4G or 5G mobile broadband.

Lenovo sent us a version with a
Core Ultra7 355 processor, 32GB of
RAM and a 512GB NVMe SSD. That’s
enough to meet the needs of 9o% of
executives, we suspect, and with a
pair of surprisingly large fans in place
it powered to a fine set of results
across our tests. The one weak area is
3D acceleration, with a modest 3,277
in 3DMark Time Spy and averages
around the 25fps mark in our suite of
games at 108op and High settings.

We were pleased to see Lenovo
supply an OLED panel, and it proved a
fine example of its type. It covers
around 80% of the DCI-P3 gamut;

ya&y

while other screens on test go higher
still, colours look strong. Accuracy
proved excellent, and you have the
benefit of high levels of brightness:
around soocd/m?with SDR content
and over 1,00ocd/m?if you're
watching HDR videos. We must also
praise the exceptional pair of speakers
on offer: they sound especially
good if you’re using the
ThinkPad on a hard
surface, as they’re
downward-firing
and you then
benefit from a true
stereo soundstage.
Lenovo has
long set the
benchmark
for laptop
keyboards, and it’s true
again here. You may notice
the lack of key travel if you’re
shifting from a much older ThinkPad,
but we love the crisp, cushioned feel
of the keys. The company also pays
attention to the details, with grouped
function keys to make them easier to
hit, separated cursor keys, minimal
function doubling and the option to
choose auto backlighting.

The distinctive red TrackPoint is
still there if you want it, but more
forward-looking users may prefer to
order the X1 Carbon with a haptic
touchpad. This loses the
TrackPoint, and the physical left/
right mouse buttons that sit
below the spacebar, but you
gain more vertical space.
Either way, the touchpad is
coated with glass for
smooth navigation.

ABOVE Lenovo’s
latest ThinkPad X1
Carbonis almost
impossible to criticise

PC

LABS WINNER
v

LEFT Thelaptopis
highly customisable
and easy to repair

BELOW Lenovo's
keyboards continue
toset the standard

Like the TrackPoint, the ThinkPad’s
design divides opinion. We think the
carbon fibre frame, with recycled
magnesium/aluminium, looks and
feels superb, and it should continue to
do so for years thanks to the rigid
construction. Lenovo has made this
laptop easier to repair than previous
X1 Carbons, earning a 9/10 iFixit score:
even the keyboard is removable, while
the SSD and mobile broadband card
are all user replaceable. Likewise the
three Thunderbolt 4 ports, which are
joined by an HDMI 2.1 output, USB-A
port, audio jack and Kensington lock
slot. We’re pleased to see a three-year
on-site warranty as standard, too.

You can also replace the battery,
which kept the X1 Carbon going for
over 13 hours in our light-use test.
You can expect even more life if you
opt for the IPS panel. If you expect to
be travelling a lot, we recommend
paying an extra £10 at the time of

ordering for the compact
GaN power supply.
Asyou can tell, our
promise that we could find
little to criticise for the
ThinkPad X1 Carbon is true.
Even its 1440p webcam leads
the way for quality. We only
wish that Lenovo was more
predictable with its pricing, with
our test configuration costing
£2,499 inc VAT at time of testing but
likely to change depending on the
offers Lenovo chooses to apply. The
official web price for this spec is
£3,255, but it has never really been on
sale for that. Still, even if the X1 Carbon
were £300 more expensive, we
wouldn’t hesitate to recommend it.
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Microsoft Surface
Laptop for Business
13.8in (8th Edition, Intel)
Anattractive and slim
system, especiallyin black,
butit'sashame more

power isn't on offer

SCORE QWWW

CHEAPEST MODEL £1,691(£2,029 inc VAT)
MODELTESTED £2,733 (£3,279 inc VAT)
from microsoft.com

longside its consumer laptops,
AMicrosoft also sells its “for

Business” range. That doesn’t
just mean shipping with Windows 11
Prorather than Home: it offers
business-friendly warranties and can
be configured with Intel’s Core Ultra
Series 3 chips (the consumer offerings
are solely based around Qualcomm’s
Snapdragon X2 chips).

You can choose Qualcomm with
the Business range, but we suspect
most commercial buyers stick with
Intel inside - and that’s the
configuration Microsoft
sent us. The range starts
at £2,029 inc VAT for a
Core Ultra 5 chip,
16GB of RAM
and a 256GB
SSD; realistically
you’ll want a
512GB SSD,
which ups the
priceto £2,179. You
can also choose a Core
Ultra 7, with prices then
starting at £2,429, but our test
unit packs a Core Ultra X7 368H with
32GB of RAM and a 512GB SSD.

Aggravatingly, this configuration
isn’t currently available in the UK: if
youwant a Core Ultra X7 you’ll need
to choose a 15in version of the Surface
Laptop for Business. That’s a shame, as
the Ultra X7 368H is far more powerful
than the Core Ultra 7 355, having
double the number of cores and
offering much superior graphics. You
can see this in the Surface Laptop’s 3D
results, with a storming result of 6,677
in 3DMark Time Spy and a 51fps
average in Dirt 5 (1,800 x 1,200, High).

It’sashame not to take advantage
of'the glorious panel, too. It relies on
IPS technology rather than OLED, but
colours look fantastic and it benefits
from a 120Hz refresh rate. The screen
has an unusual 2,304 x 1,536
resolution, which gives a 3:2 aspect
ratio that’s perfect for working

- whether concentrating on a single
window or splitting two. This being
Microsoft, it supports touch too.

The panel is tuned to the DCI-P3
colour space, with 95% coverage out
of a 98% volume. Colours are accurate,
and our tests also revealed a high
contrast ratio of 2,339:1, which
is one of the reasons why
films and games look so
impactful. You can
change the colour

profile from Vivid to
sRGBin settings,
which gives
cleaner whites.
The large 120
x 8omm trackpad
mirrors the 3:2 aspect
ratio of the panel, with
well-implemented haptic
feedback and a smooth glass
coating. Microsoft uses a standard
chiclet keyboard design, with plenty
of space between the keys. There’s
plenty of cushioning and key travel,
but it lacks the luxurious feel of a
ThinkPad keyboard. Nevertheless,
you should have no trouble hitting
your top typing speeds, while the
cursor keys are well separated.

Surprisingly, there’s
no fingerprint reader,
so if you want to take
advantage of Windows
Hello for instant sign-ins
the 1080p webcam is
your only friend (there’s
no privacy cover). It
produces clear and
well-balanced results,
while the mics do a fine
job of picking up voices.
Microsoft also packs a
fine pair of speakers.

88

ABOVE The Surface
Laptop for Business
isagood-looking,

superbly built laptop

LEFT The stylish black
finish makes a genuine
impact

BELOW A fine
keyboard and large
touchpad will help you
get things done

Our unit came in black, which we
far prefer over the corporate grey
option, and it makes a genuine impact
when you take it out of your bag. It’s
built to MacBook levels of quality, with
asolid anodised aluminium casing
that we’re confident will look great
for years. It lasts a good amount of
time on battery too, with our sample
- bear in mind it uses a more power-
hungry Core Ultra X7 CPU - keeping
going for 13hrs 51mins of light use.

There are minimal ports compared
torivals. Most of the action is on the
left, where you’ll find a pair of
Thunderbolt 4 ports, a USB-A port and
a 3.5mm jack. Microsoft’s proprietary
Surface Connect port sits to the right,
which can be used to charge the
laptop via the supplied 39W supply
(it charges over USB-C as well).

You may want to upgrade the
warranty, which only includes a year
of basic cover, although Microsoft
will cover courier costs. If you want
three years of on-site cover then you’ll
need to upgrade to the Extended
Service Plus plan for £149 inc VAT.

At that point you’re paying a very

similar amount to the ThinkPad X1

Carbon, and this is the point where we
start to wonder where the

Surface Laptop offers

compelling advantages
over that model. It’s
certainly not ease of repair,
with the Surface still using
annoying Torx screws.

We love the Surface
Laptop’slooks, and the
15in version with its Core
Ultra X7 options certainly
has extra allure, butit’s
Lenovo that walks away
with the award.
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Labs Executive laptops

MSI Prestige 13 AI+ ASM
Afeather-light laptop with
lots of power and a superb
screen, but we'reless keen
onitswebcam quality

A ATx]

CHEAPEST MODEL £1,042 (£1,249 inc VAT)
MODEL TESTED £1,042 (£1,249 inc VAT)
fromao.com

hen it comes to laptops,
most people will associate
Taiwanese company MSI

with systems geared for gamers rather
than executives. However, its latest
Prestige 13 Al+ lives up to its name
despite its aggressive price, which
dropsto £1,186 inc VAT if you’re an
AO member (£40 per year).

Before we get on to the many
aspects of this laptop that we love, we
need to talk about the keyboard. We’ll
cut MSI some slack because thisisa
13in laptop with a 29g9gmm width, and
that puts a premium on space. Still,
we found the cursor
arrangement annoying =
duetothedoubleevilof 7
half-height keys and 4
the scrunching
together of a PgUp
and PgDn key
above the left/right
cursors. Even
without this
issue, we aren’t
fans of the
uncushioned key action.

Still, it’s a relief to see
that MSI doesn’t skimp on
backlit keys despite the price, and
we’re also pleased to see a fingerprint
reader built into the power key. And
while the trackpad is relatively small
at 120 x 75mm, it has a smooth coating
and enough space to support gestures.
We wish the palm rejection worked
better, though, having been caught
out on a number of occasions.

Not that the keyboard is the first
thing you’ll notice about this laptop:
instead, you may well gawp in wonder
at how light it is. Most sub-1kg laptops
scrape their way into this weight
category by a few grams, but courtesy
of a magnesium-aluminium alloy
chassis the Prestige 13 Al+ weighs
899g. The lid is super-skinny as a
result, but overall it feels well built
and MSI claims MIL-STD 810H
certification, although its website is
hazy on exactly which of the
durability tests the laptop passed.

This is also one skinny laptop,
with a dropped hinge to make it more

compact and to give the keyboard a
slight ergonomic lift. This aids airflow
too, with a pair of small plastic
bumpers at the front edge to ensure it
doesn’t slide when placed on a desk.

MSI promises up to 19 hours of
battery life from the 54Wh unit, and

this proved true in our

video-rundown tests.
However, in
PCMark’s tougher
light-use benchmark
itlasted for 12hrs
17mins, which is
poor compared to
others this month.
At least the

compact,
wall-plug PSU
only adds around

200g to your carry weight.
The relatively small battery
means you may find you need to drop
the brightness of the panel for the
laptop to last a full working day.
Fortunately, it uses OLED technology,
which is easier to read at low
brightnesses compared to IPS panels.
Its image quality is again excellent,
covering 99% of the DCI-P3 space
with sterling colour accuracy. We also
love the 2,880 x 1,800 resolution,
while support for VESA DisplayHDR
True Black 600 revealed itselfin
our HDR video
tests. Downsides?
Only thata 60Hz
refresh rate feels
old-school.

It’s worth
delving into the
MSI Center S app, as
this allows you to
switch between
pre-calibrated colour
profiles. Along with
the default Display P3,

ABOVE Atjust 899g,
this slim laptopis an
ideal travel companion

LEFT The extremely
thin lid feels robust
enough to stand up to
the rigours of life

BELOW The OLED
screen offers
excellentimage quality

| there’s Adobe RGB, DCI-P3, sRGB,

anti-blue and an Office preset.

This is also the place to go if you
want to squeeze more out of the Core
Ultra 7 355 processor, one of Intel’s
latest chips. It’s built for efficiency
over speed, as reflected in the
Prestige’s mid-table results, and there
isn’t much scope for gaming as shown
by its 1080p High scores hovering
around 30fps (34fps in Shadow of the
Tomb Raider, 28fps in Dirt 5and 26fps
in Cyberpunk 2077). And boy did the
chassis get hot, despite the sole fan
whirring away at top speed.

Still, you have to make some
sacrifices when building a laptop this
small and light, and we think most
people will be more than happy with
the speed on offer. Plus that fan barely
makes a whisper most of the time.

We discovered it was just one fan
when we removed the base - a simple
process with eight crosshead screws
in the way. This also revealed a
replaceable battery and slim SSD, but
we suspect you’ll struggle to make
any other upgrades or replacements
yourself. For example, the Wi-Fi 7/
Bluetooth 6 chip isintegrated rather
than being a card. Nor is the single-
year warranty a strong point,
although you can extend this by three
months by registering online.

Despite our concerns over the
keyboard and battery life, we were
on the cusp of giving this laptop a
recommendation until we tested
the webcam. Its grainy offerings made
up our mind, although the strong pair
of speakers were a welcome surprise.
It may not be an award winner, but
the MSI Prestige 13 Al+ won’t
disappointifyou’re on a tight budget
and want something
supremely

portable.
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MSI Stealth 16 AL+ B3W

Compactand demure
considering the GeForce
GPUinside, but it stretches
the definition of “executive”

SCORE OO0

CHEAPEST MODEL £2,124 (£2,549 inc VAT)
MODEL TESTED £2,124 (£2,549 inc VAT)
from cyberpowersystem.co.uk

ou have to admire chutzpah.
YWhen we invited MSI into
this group test of executive

laptops, its PR team suggested not
only the MSI Prestige 13 Al+ but the
Stealth 16 Al+ you see before you.
Their argument: that the Stealth is so
sleek and premium that it will appeal
to executives, particularly ones who
like to exploit GeForce graphics cards
for work - or play. This model,
identified by B3sWH-032UK, packs an
RTX 5070 Ti, but CyberPowerPC also
sells one with an RTX 5080 for a less
appetising £3,349 inc VAT.

We can see MSI’s argument.
Once we
switched the
backlit keyboard
settings to all white
from the default
RGB, it does almost
look professional.
It helps that MSI
eschews the
plastic we
often see
on gaming
laptops for a stylish
aluminium alloy chassis.
Despite the Nvidia GPU and the extra
cooling this demands, the Stealth
slides in at 2kg, while a battery life of
around ten hours under light use
means you won'’t necessarily need to
carry the 240W charger with you - a
good thing as this weighs 575g. [t makes
quite an impression in a bag too.

There are also obvious benefits to
having a 16in panel when working,
especially one as nice as this. [t’san
OLED screen with a 2,560 x 1,600
resolution, which is enough to ensure
everything looks sharp. It’s easy to
work on two windows side by side,
and while we’ve seen whiter whites
the colours pack a real punch: it
covers 94% of the DCI-P3 space,
colour accuracy is beyond criticism,
and it has DisplayHDR 600
certification. Streaming Netflix on
this laptop is a genuine pleasure,
helped by a powerful and detailed set
of speakers: a pair of 2W woofers
make their presence felt.

ABOVE The Stealth
packs a powerful GPU
that helped it to shine
inour benchmarks

Then we come to the small matter
of performance. MSI supports the
Nvidia GPU with a 16-core Intel Core
9 386H processor and 32GB of
memory via a pair of replaceable
DDR5 SODIMMs. It was always
jostling for top position in our
CPU-based tests, while it left a trail of

scorched earth behind it in our
gaming benchmarks. Even
at this panel’s native
resolution and Ultra/
Highest settings, it
averaged 100fpsin
Dirt 5, 91fpsin
Shadow of'the
Tomb Raider
and 8ofpsin
Cyberpunk
2077.You can
have a lot of fun with
this system, and note the
panel’s 240Hz refresh rate
too. It would have been even better to
see a 2TB SSD rather than 1TB, buta
spare socket sits waiting inside.

MSI packsin plenty of
connectivity, with a pair of
Thunderbolt 4 ports on the left-hand
side alongside a USB-A 3.2 Gen2 port,
the proprietary power input (though

Spreadsheet crunchers may miss a
dedicated number pad - there’s
certainly room - but overall this is
a pleasant keyboard to work with.
It’s along way from the cushioned
engineering found on ThinkPads,
but there’s enough travel and
conviction with each key press to
make fast typing possible. You also
benefit from a double-height Enter
key and good sizing for most keys,
with the only sacrifices being
clustered around the cursors: the
up/down keys are half-height and
there’s function doubling with
Home, End, PgUp and PgDn.

There are no such compromises
with the gigantic touchpad, which
isn’t haptic (not a problem from our
point of view), but is smooth and
responsive thanks to the glass coating.

There are weaknesses in the
Stealth’s armour for our target
executive, and indeed anyone. First,
the 1080p webcam is fine in good
lighting but produced grainy images
in low light (think Match of the Day
highlights circa 1980), and the
microphones aren’t as sensitive
asrivals. Another is a comparative
lack of support, as it’s unclear when

LEFT The aluminium
alloy chassis gives the
laptop a stylishlook

you can charge more slowly via BELOW Switch the you’ll get a replacement if something
USB-C) and a Kensington lock. Head RGBkeyboard toall goes wrong within the two-year
to the right and you’ll find an always whiteandthe Stealth | warranty. This is an area where MSI

must step up if it wants to challenge

the Dells, HPs

and Lenovos of
this world.
Butwe’re glad
that we said yes to MSI
submitting this laptop. It
may not be an executive
laptop in the truest sense,
but it offers much that
appeals - and is also
almost a thousand pounds
less than a Razer Blade 16
with a similar spec.

looks more executive

welcome 2.5Gb Ethernet input,
HDMI 2.1 socket,
another USB-A
portanda3.smm
jack. There are no
ports at the back, as the
lid drops down and covers
therear, but have no fear
over the air cooling as a
large ridge of plastic lifts
this laptop off a surface.
And you’ll notice the
fierce roar of the fans once
this system is pushed, too.
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Samsung Galaxy Book6
Enterprise Edition 16in
There'smuchtoadmire, but
this laptop needs a better
screentoearnanaward-
especially at this price

CHEAPEST MODEL £1,536 (£1,843 inc VAT
MODEL TESTED £1,624 (£1,949 inc VAT)
frommisco.co.uk

long with its consumer
models, Samsung sells a range
of Enterprise Edition laptops

designed for business rollouts. Buy
direct from Samsung and you can
create custom images, right down to
bootup logos, so that the PCs arrive
exactly as youneed. They’re also
asset-tagged automatically. You have
to contact Samsung for a price, but
Misco sells individual units.

Wherever you buy from, you’ll get
ayear’s subscription to Samsung’s
Knox Suite Enterprise, which brings
an extra layer of security and
management via features such as
Knox E-FOTA, which gives IT admins
control over when software
updates are applied. You
also get a copy of
Windows 11 Pro
instead of Home,
plus athree-year
warranty rather
than the standard
single year.

This helps
explain why the
Enterprise
Edition is
considerably more
expensive than the standard
version: £1,949 inc VAT compared to
£1,449. However, our spec includes
32GB of RAM and a 1TB SSD rather
than 16GB and 512GB. Physically
they’re identical, which is fine for
every area bar one: the screen.

We can live with the 1,920 x 1,200
resolution, but colour coverage is a
mere 50% of the sSRGB gamut. Accuracy
is the worst here by a distance, too.
Whites still look good and colours are
by no means dreadful, but this level of
quality is hard to defend when you're
paying almost £2,000 for a laptop.

We don’t have any complaints
about the performance of the Galaxy
Book6 Enterprise Edition in our other
benchmarks. The Intel Core Ultra 7
355 produced results in line with our
expectations, and so long as youdon’t
intend to use this laptop for core-

intensive tasks such as running VMs
then your users will be happy.

The one area of weakness is 3D
acceleration. The four Xe graphics
cores meant it limped to 3,219 in
3DMark Time Spy, and it failed to
break 3ofps in any of our gaming
tests. But there is a strong NPU here,
so if future workloads take advantage
the Galaxy Book6 will be ready.

We weren’t overwhelmed
by the quality of the
speakers, with an
almost comical lack
of bass, but this
aside it’s fine for
background music
and web calls.
Samsung has
scrimped on the
1080p webcam too,
but the results are
usable and the mics
more than up to the job.
While privacy-conscious
users won'’t like the lack of a physical
shutter, it’s good to see that the IR
webcam supports Windows Hello.

There’s also a fingerprint reader,
which you’ll find at the top right of
the separate number pad. Dedicated
number keys always benefit workers
who spend their days in spreadsheets,
and it’s good to see that Samsung
keeps them a good

Labs Executive laptops

ABOVE The Galaxy
Book6isadecent
laptop that's let down
massively byits screen

LEFT Samsung
provides agenerous
selection of ports

BELOW Aseparate
number pad will please
spreadsheetusers

main area. They’re half-height, and
function doubled with Home/End and
PgUp/PgDn, but we can live with this.

We feel the same about the
touchpad, which is a simple non-
haptic affair with an odd aspect ratio:
almost square, unlike the 16:10
screen. This limits the space for
gestures, but it proved responsive
and we didn’t suffer any accidental
brushes with palms as we sometimes
do with wider touchpads.

Samsung comes up trumps with
the port options, with the star
inclusion being a physical Ethernet
port. Other ports on the left include
HDMI and two USB-C 3.2 Gen2
connectors, with the right-hand side
home to a pair of USB-A ports, a
3.5mm jack, a Kensington lock slot
and a microSD card reader.

Surprisingly, there’s an old Intel
AX211 Wi-Ficard here, which means
Wi-Fi 6E and Bluetooth 5.4 rather
than more modern inclusions. This is
embedded onto the board, but if you
follow the detailed instructions in
Samsung’s repair guide then you’ll be
able to replace the SSD, battery and
fans. It also explains how to replace
the display and other parts, but this
isn’t for the faint-hearted.

All of which leaves us feeling
ambivalent about the Galaxy Book6
Enterprise Edition.

size and easy to hit.
We were also quite
happy typing on the
keyboard. Thereisn’t
much cushioning, but the
keys have plenty of travel,
are generally quiet (unless
you really bash down),
there’s a double-height
Enter key and the cursors
are separated from the

It’s well built and
arguably even stylish
with its sleek, all-metal
design and its industrial
grey finish, while battery
life is great at 15hrs 32mins
in our light-use test. But
there are so many choices
out there that we can’t see a
compelling reason to opt
for this Samsung laptop.
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How
we test

Each laptop was put
through a punishing
range of tests to find
our award-winners

Our first set of tests
concentrate on the CPU.
We've used Geekbench 6 to
give abase level of single-core
and multicore performance,
while Cinebench 2024 pushes
things further with 3D
rendering tests. We also ran
CrystalDiskMark to test SSD
speeds, focusing on sequential
file transfers.

3DMark Time Spy gives us
anidea of GPU performance,
butwe've alsorun testsin Dirt
5 and Shadow of the Tomb
Raiderto gauge real-world
gaming speed. We ranthe
former at1200p High settings
with no upscaling, the latter at
1080p High settings.

We used Geekbench Al to
measure performance under
machine-learning workloads,
to provide an at-a-glance view
of the strength of the laptops
forlocal Al

Alongside our more
subjective tests for audio and
image quality, we assessed
eachlaptop’s screen quality
with a colorimeter. We
measured the total gamut of
the display, shown asthe
percentage coverage of the
sRGB gamut. We also
measured the coverage of
the colourful DCI-P3 gamut.
We then look for colour
accuracy, as measured by
Delta E. Ideally, the average
should be under.

Finally, we tested the
battery life by setting
brightness levels to a uniform
150cd/m?, then running
PCMark’s Modern Office test.

ABOVE An X-Ritei1Display Pro HL
colorimeter helps us determinea
panel'simage quality
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Battery life is now so
good as standard that
you shouldn’t make
sacrifices any more

'vejust come back froma

day workingin London and
forthe first time ever I didn't
even think about throwingina
power supply. I knew my
laptop’s battery would easily
survive the day's demands, and
itonly occurred toasIwalked
down the hill to the station that
I'had achieved what might be
called battery security.

It'sastrange feeling. For
years,asmall part of my brain
has whirred away with
thoughts of battery capacity,
andit’s often been proved
right. Those who know me will
be well aware of utterances
such as “oh, I've only got 20%
left” and my fevered hunts for
power sockets. Nolonger.I'm
anew being, one who saunters
through the day blatantly using
my screen at full brightness.

While laptop manufacturers
have talked about all-day
battery life for years, that only
felt true if you made sacrifices
somewhere. And whileit's
certainly true that not all
laptops will keep going at full
blast, out of the dozen laptops
ontest here I would only have
concerns if using the MSI
Stealth and HP EliteBook 8. As
you can see from the graph on
the left, neither cross over the
11-hour markin our light-use
testwhere the screenis setto
amodest150cd/m?,

Thereis another corollary to
all this: thatyou don't always
need to make sacrificesin your
spec to eke out extra minutes.
The Dell Pro 7 Series 14 tops
our charts with a staggering
21hrs 35mins, butit does so at
the expense of a relatively
pallid screen. But how many
people are going to be usinga
laptop for 20 hours without
access to a plugat some point?

So, battery life isimportant,
butit's now a tickbox feature.
For me, the quality of the
screen is much more vital. @

Tim Danton is editor-in-
chief of PC Pro,and has
11| tested laptops for 27 years.

editor@pcpro.co.uk
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Give your IT staff the tools they need to survive
and thrive. Dave Mitchell explains what to look
for when choosing remote support software
and puts four contenders to the test

ost companies wouldn’t
survive for long without
their IT support teams:
they invariably play a
critical role in diagnosing and
resolving technical issues that keep
business operations running
efficiently. The move to flexible and
hybrid working shows no signs of
slowing down, and this presents
particular challenges as technicians
must be able to support users
regardless of where they are located.

In these new working
environments it’s impossible for
technicians to personally visit users
every time they have a hardware or
software issue. They can’t be expected
to use telephone support either, as
this is highly inefficient and can be
incredibly frustrating without having
access to the user’s device.

Remote support software is the
answer: it puts technicians in front of
the user’s troublesome computer
without them having to be physically
present. Cloud-hosted solutions
take this to the next level, allowing
technicians to reach out over the
internet and fix problems no matter
where the user is in the world.

The biggest decision facing SMBs is
choosing the right one for their needs,
as there’s an overwhelming range of
support solutions. In this month’s
guide, we look at affordable cloud-
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hosted support solutions from four of
the big names - 247connect, LogMeln,
[Drive and WiseMo - and test them in
the lab to help you choose the one that
best fits your working practices.

M Accessallhours
All remote support products require
an agent loaded on client systems to
allow technicians to access them, and
there are two distinct methods of
achieving this. For instant access in
times of trouble, technicians can use
on-demand, or attended, access
where the user is present at their desk.
From their web portal account,
the technician sends a request to the
user with the message containing a
unique session PIN and a download
link for a temporary agent. A session

3

“Accept nothingless than
AES 256-bit encryption for
all communications between
technicians and users to
prevent eavesdropping”

BELOW 247connect
has aninformative
technician portaland
supports computer
grouping

only starts once both parties have
agreed to join and, on completion,
the agent software is automatically
removed without trace
from the remote system.

However, there will
undoubtedly be times
when technicians need to
access systems when the
user isn’t present. For
this, a different agent is
used, which is installed permanently.
Called unattended or persistent
access, the agent stays connected to
the remote support service, allowing
technicians to access the system as
and when required.

It’simportant to decide on the type
of access you require as this can affect
ongoing costs. Some support

products include attended and
unattended access in one simple
subscription, whereas others
require you to choose one type
and add the other as an optional
and chargeable feature.

M Safety first

Security must be a top priority
when choosing a remote support
solution, as it can be extremely
dangerous in the wrong hands.
Ifitisn’t configured correctly, it
can punch a hole clean through
your perimeter defences and
allow cybercriminals to access
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systems as though they were sitting
directly in front of them.

Standardise on a single remote
support product and ensure all your
staff know which one you are using.
Educate your employees about
scareware and remote access scams,
too, so they know how to recognise
them and refuse unsolicited
connection invitations.

Choose products that enforce
multiple authentication methods for
support sessions, including unique
access codes and password protection.
One product in this guide requires
technicians to provide a personal
signature code before it will allow
them to initiate a support session.

For technician security, activate
two-factor authentication (2FA) to
further protect access to their
personal cloud portal. And accept
nothing less than AES 256-bit
encryption for all communications
between technicians and users to
prevent eavesdropping.

Role-based administrationisa
valuable security feature that allows
you to decide what levels of access
new technicians are permitted to
have when creating accounts. The
best ones support device grouping
soyou can create groups, perhaps
based on departments or remote
offices, and allow only specific
technicians to support them.

B sttended Access
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Free remote access tools such as
Chrome Remote Desktop and the
Windows 11 Quick Assist apps
should be disabled or removed in
business environments because
they’re often used by threat actors to
impersonate IT support staff. Such
tools are aimed primarily at personal
use, have limited features and are
virtually impossible to manage,
secure and audit.

M Power tools

Check what technician tools are
included as these will improve the
support experience. Remote control
isa given, but other valuable features
are view-only facilities, drag-and-
drop file transfers, screen sharing,

£ update Fy

Connect | @ in Sassion
Connect
® Cnine

® onine

TOP LEFT 247connect
offers advice toend
users about remote
access security

ABOVE RemotePC
includes attended and
unattended accessin
one subscription

LEFT RemotePC
includes drag-and-
drop transfer toolsin
the technician console

uparatiag symm

ABOVE The WiseMo
Remote Control
hybrid service offers
both cloud-hosted and
on-premises support
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screen blanking, audio, video and
chat services, note taking and remote
Registry editors.

Workstation inventories can speed
up troubleshooting as technicians are
able to see what hardware and
software is installed on the user’s
computer prior to a support call.
Session recording is another useful
feature as it can create a video audit
trail of support sessions, which can
also be used for training purposes.

Alis now making inroads into
remote support and has the potential
to streamline support desk operations.
One product on review includes a
virtual technician that can assist
with troubleshooting, complete

repetitive tasks, use
B inid session analysis to
automatically create
notes and generate
company-specific
knowledge-base
articles for use by
— other technicians.
e Most products
focus on Windows
endpoints, butif you
have a mix of desktop
devices check what
other platforms they
support; most also
offer agents for macOS
and Linux. Mobile
support is an essential
requirement too, and you should
expect to see technician and client
apps for Android devices. You can’t
remotely control iOS devices due to
Apple’s strict security model but,
along with technician apps, some
products offer facilities to broadcast
their screen contents to a technician.

Cloud-hosted remote support can
easily boost business productivity,
and we chose the four products for
this guide as they’re all available as
free time-limited trials so you can
try them out first. Along with tight
access security, they offer a wealth
of valuable features that will allow
your IT support department to resolve
end user issues quickly before they
become complaints.
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241connect

Easily deployed cloud-hosted
support with lots of features,
strong access securityand
affordable licensing plans

SCORE OO

PRICE Starts from £180 exc VAT per
operator/year from 247connect.cloud

etSupport’s Manager has
N always been one of our top

choices for on-premises
remote support and last year, the
company moved into cloud-hosted
support with its 247connect solution.
Designed to be easy to manage and
use, 247connect has seen significant
updates since we last reviewed it in
issue 373; the technician control app
is now available for Windows, macOS
and iOS devices, with an Android
version on the way.

For unattended access, you have
managed agents for Windows, macOS
and Android. The 247connect web portal
has seen a number of enhancements
including integration with ServiceNow,
support for Apple SSO and audit
histories for individual technicians.

Pricing remains the same, with on-
demand access based on the number
of technicians, starting at £180 per
year and enabling support for five
concurrent connections. You can add
unattended access services, which are
priced per agent and start at £4 each
per year for up to 99 agents, dropping
to £2.50 each for 500 upwards.

The technician cloud portal is
easy on the eye and its dashboard
presents an overview of licence usage
and expiry dates, along with quick
links to deployment tasks and
documentation. The left pane
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provides access to account settings,
device assignments and running
on-demand sessions, while the views
of managed agents can be organised
into custom groups.

New technicians are invited by
sending them an email from the
portal and choosing local, Apple,
Google or Microsoft authentication.
Access security is excellent, as you
can assign default or custom roles to
determine what support services
each one can use.

The 247connect zero-trust policy
means that when new users are issued
an on-demand licence they don’t
have any access permissions until you
decide which managed groups they
can see. Their last task is to install
the Control app, with deployment
options including Microsoft InTune.

For unattended access, managed
agents for Windows, macOS and
Android are available from the portal,
and more security is evident here as

SucouCcan=l
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ABOVE Exemplary
mobile features
include support fori0S
and Android devices

chat, message or tools icons. The
remote control interface toolbar
provides quick links to tasks, and new
features including PowerShell, a
Registry editor, task manager and
session-recording tools have now
been added to the interface.

We loaded the Android-managed
agent on our Samsung mobile from
Google Play and scanned the QR code
in the portal to register it with our
account. After assigning it to a group,
our technicians could remotely
control the mobile, send messages
and chat with the end user.

On-demand sessions are started
with one click, which
loads a new window
with a unique 6-digit
code and options to
copy the web link and
email it. When the end

JRECOMMENDED!
‘I“_‘_‘__-_-'._‘_‘.‘-‘

“This cloud-hosted solutionis
incredibly easy touse, offers
greataccess security and is
availableinarange of

each device is initially placed in the affordable plans" user clicks on the link, a

portal’s Unassigned group. They can’t web page opens with

be accessed by technicians until an essential details of the technician and

account admin moves themtoa company name, a warning not to

custom group or sub-group. accept unsolicited requests and a link
Unattended sessions are easily for the runtime app.

started by choosing a host and BELOW 247connect Once the app is registered, the

_ selectingthe | offersaninformative technician can choose from view, file
& ¢ “ view, file cloudportalandlotsof | transfer, chat or message options.
G - | o e o transfer, techniciantools Ano.tl}er window pops up on the host
[ advising the user of the level of access
B By = - = e being requested and, once approved,
= Rgar | BN AV W § Ao R gL the session starts with the technician
3 A log u [ ..
B receiving the same remote control
™ Owdemand Cruaty . . .
welcome Da interface as with unattended sessions.
' *\‘: i NetSupport has years of experience
gT—
G in the remote support market and it

& In sessian
~ B Binary Testing Andreid M...
2 DurAse
w B Binsry Testing Wirdaws 11
WINDOWS. 1141

WINDOWS-11.43

brings its expertise to bear with
247connect. This cloud-hosted
solution is incredibly easy to use,
offers great access security and is
available in a range of affordable plans.

REQUIREMENTS

Managed agent: Windows 10, Server 2016,
macO0S 11, Android 12 upwards  Control:
Windows 10, Server 2016, mac0S 12,i0S 15
upwards

96




@0 rcPro.LINK/DISCORD [f] FACEBOOK.COM/PCPRO

IDrive RemotePC Team
Secure cloud-hosted
remote support that's rich
in features and exceptional
value for SMBs

SCORE @O OW

PRICE Firstyear, 50 computers, £168 exc
VAT from remotepc.com

PC Proreaders thanks to its

excellent cloud backup services
(see issue 383, p100), and it also
offers a well-featured cloud-hosted
remote support solution that’s priced
attractively for SMBs. Available in
four versions - all with free seven-
day trials - RemotePCis designed to
keep things simple by being easy to
deploy, use and manage.

The RemotePC Team plan on
review takes all the goodness of the
Solo and Pro versions, supports
unlimited users and technicians, and
adds Active Directory (AD) and
syncing support, single-sign on (SSO)
and access to helpdesk functions.
Move up to the Enterprise version
and you can schedule remote
support sessions, manage remote
client app deployments and use
groups to assign user roles and
access permissions.

RemotePC Team starts with
support for 50 Windows, macOS and
Linux host computers, which should
be plenty for most SMBs, but be
mindful of IDrive’s hosts overuse
charge. If you exceed this count,
you’ll be charged a yearly fee of £15
per extra computer.

The admin web portal is a tidy
affair. We added users by emailing
invitations so they could create

I Drive needs no introduction to

Remots Access

=
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password-protected

accounts and download the
client desktop app. They can
permit their own computer to be
available for unattended remote
access, which must be protected
with a personal code.

Each user gets a cloud portal and
a desktop app for viewing and
connecting to other computers that
have unattended access enabled.
Initially, they can only see those
they’ve personally invited, but the
account admin can share other
computers with them and revoke
this at any time.

Unauthorised access can be
blocked by enabling the trusted
devices option on user accounts.
Alternatively, admins can enable
stronger two-factor authentication
(2FA), which requires the account
holder to log in using their password
and a one-time verification code sent
by email, SMS or a time-based OTP
mobile app such as Google or
Microsoft Authenticator.

On-demand attended sessions are
started by emailing an invitation
from the web portal or desktop app.
Both user interfaces can be used to
customise the email message for
essential authenticity and, when the
user clicks on the link, a temporary
app isloaded and they share the

~ Recently Accessed
E7 DESKTOP-HTADEKD
% WINDOWS-11-v3
B miamn
EE WNDOWS-11-v4
B WINDOWS-11-V1
My Computers
2B aimarr
% DESKTOP-HTADBKG
1§ WINDOWS-11-V1
2 weipows-1-va
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S WINDOWS-11-v3

ABOVE IDrive comes
with freeiOS and
Android mobile
technicianapps

PC
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BELOW Support

sessions canbe easily
started from the web
portal or desktop app
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“Available in four versions-all
with free seven-day trials-
RemotePCis designed to keep
things simple by being easy to
deploy, use and manage”

-s % T

unique nine-digit session code it
generates with the technician.

From the admin web portal, you
can view active session details,
disable them and start remote
sessions on selected devices. The
Viewer Lite browser app provides
remote control, file browser, text
and video chat and whiteboard
services, as well as options to blank
the host’s screen and block local
input. The desktop app, meanwhile,
adds extra tools for drag-and-drop
file copying, remote printing, audio
and session recording.

The desktop app Performance
viewer connects to Windows and
macOS hosts at up to 6ofps and
presents a similar
interface to Viewer
Lite, with additional
support for multiple
monitors. The slower
Classic interface
supports Windows,
macOS and Linux hosts
and provides the full set of support tools
including microphone redirection.

The portal provides a separate
menu for quick access to a host’s
files. Select one from the File Access
list and you can browse their storage
and upload files and folders, or
download them from the host.

Mobile apps are included. We used
the iOS version to view a list of the
unattended clients in our account for
single tap access. We could remotely
control them, load a virtual
keyboard, use mouse or touch
interaction and initiate attended
access support sessions.

SMBs seeking simple cloud-hosted
remote support for their office and
home workers will like [Drive’s
RemotePC Team. It’s easy to manage
and use, provides strong access
security and is available in a range
of very affordable plans.

REQUIREMENTS
Windows 8.1, Server 2012, mac0S 12, Android
7,i0S13 upwards, Linux
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LogMeIn Resolve

Advanced

Teamsup slick cloud-hosted
remote support with smart
security keysand takes Al
powertothe next level

et 09 09 903

PRICE From 25 devices, £48 exc VAT per
month billed yearly fromlogmein.com

oTo offers two distinct remote
G support solutions under the

LogMeln brand. Rescue is aimed
at enterprises needing to support large
numbers of users, while Resolve on
test here targets SMBs and MSPs that
want Al-powered support services
plus features such as Windows patch
management, endpoint antivirus and
helpdesk functions.

LogMeln offers four plans. We
reviewed Resolve Advanced, which
takes everything from the Starter and
Growth plans and adds device
monitoring, patch, antivirus, asset
management and remote execution
services. A valuable feature is that all
plans support unlimited agents or
technicians, and you're billed only on
the number of endpoints required.

Deployment starts at the GoTo
admin account portal, where you
create new users, choose the features
they can access, assign one of three
admin roles and issue an invitation
email. Resolve has a laser-sharp focus
on security: when users first access
their portal, they must create a
personal signature key which has to
be approved by another admin user.

The key must be entered whenever
auser accesses a sensitive task such as

2ausshe -
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remote control and, for
extra security, LogMeln
can’trecoverit-sodon’t
lose it. Resolve can request
the key for every user
action but, if this becomes
tiresome, it can be changed to daily or
weekly requests.

Resolve goes large on Al power.
Along with the GoPilot assistant, you
now have the Virtual Technician.
This helps with troubleshooting and
running custom tasks on endpoints,
creating session recordings, notes and
summaries and generating custom
knowledge-base articles.

The technician portal opens with a
dashboard view, and even this can be
customised using Al insights. Just
describe what you want visualised
and Resolve will offer suggestions
based on your criteria and create a
new dashboard widget.

For unattended access, users can
download the Windows and macOS
installer, which loads a background
service linked to the technician’s key.
You can deploy it using a shared web
link, which is also used to retrieve the
Android app.

Selecting an unattended device
from the portal brings up a quick-
access menu for remote control,
device reboot, remote execution and

* O Camu@

ABOVE Detailed
device monitoringis
included, along with
theclever Al-powered
virtual assistant

loading a file manager, Registry editor
and service manager. Unattended
remote control presents the device’s
screen in a central window, and you
can have active sessions to multiple
devices and swap between them.

Load the virtual assistant from the
session menu and prepare to be
amazed - just tell it what you want to
do and it will create a plan with an
action list. We asked it to check on the
Sophos Intercept X protection status
on a Windows 11 endpoint and it drew
up a plan for approval.

We executed the plan and watched
Resolve load the
Sophos agent, check
that protection was
enabled and confirm
all was good. You can
save plans for future
use and, when the
session is closed,
| Resolve creates detailed session notes.

On-demand sessions are started
from the portal’s Support menu,
which generates a unique nine-digit
access code along with options to copy
the web link and send the invitation

PRO
Eroas

“Load the virtual assistant from
the session menu and prepare to
be amazed - just tell it what you
want to do and it will createa
plan withanaction list”

BELOW The technician
portal and remote

— ) session window via email. For essential authenticity,
provide plenty of the end user is presented with the
tools and services technician’s details and, after they’ve

downloaded the Resolve run-time

= P = 220 app, the session starts and the

technician sees the same screen and
toolbar as used for unattended access.
The new plans makes LogMeln
Resolve much more affordable and,
although you’ll need to keep an eye on
Al credit usage, the Al-powered virtual
assistant is a star player that will make
light work of mundane support tasks.
This cloud-hosted solution is very
easy to use, delivers the toughest
access security and includes essential
endpoint protection services.

REQUIREMENTS
Windows 10, Server 2012, mac0S 13, Android
| 9,i0S17 upwards
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WiseMo Remote Control

WiseMo offersaremote
support connection for
every occasion, backed up
with stiff access security

SCORE OO

PRICE Yearly subscription, ten hosts, £150
exc VAT from maitek.co.uk

anish company WiseMo has
D been in the remote support

market for over 16 years, and
its Remote Control product stands
out due to its extreme flexibility.
Whereas the majority of solutions are
deployed either in the cloud or
on-premises, WiseMo gives you the
best of both worlds.

This hybrid service offers a
myCloud portal and an on-premises
guest desktop app so technicians can
choose the best connection for their
needs. Remote hosts can be supported
over the internet, while those on the
same LAN can be accessed directly
over a fastlocal connection.

WiseMo offers a range of flexible
product licensing plans. We’ve
shown the yearly subscription cost
for ten unattended, or persistent,
hosts, but you can opt for a perpetual
licence instead if you prefer. The
WiseMo OnDemand service is
optional, snaps neatly into the web
portal and has a yearly subscription
cost of £195 per technician.

The web portal is easy to use and
makes light work of deployment.
From the Settings menu you
create new users and use roles to
determine whether each one isan
administrator, an operator or is only
allowed to run attended and
unattended remote control sessions.

wisemo

You can go further
with device access
rules that determine 'E
whether technicians
are allowed full
access, can view host inventories,
have remote management
permissions or only have viewing
rights. Place your users in groups
and you can apply one set of access
rules to all members, and there are
also myCloud domain policies that
enforce guest 2FA.

Each user gets a personal cloud
portal, and their first job is to
download and install the guest app
and log it into their myCloud
account. For unattended access to
hosts, you download and install the
Windows, macOS or Android apps,
which are customised to connect
only to your cloud account.

The web portal offers a variety
of options for support sessions; you
can choose the remote desktop
button or use the host’s drop-down
menu for running file transfer, chat
and remote management. The guest
app provides more features, with
technicians able to see all registered
hosts and, if these are on the same
LAN, they can access them directly
using their IP address or hostname.

The guest interface provides even
more features, as detailed hardware
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ABOVE The mobile
apps provide easy
access to hosts and
lots of support tools

“Whereas the majority of
solutions are deployed either
inthe cloud or on-premises,
WiseMo gives you the best of

bothworlds”

BELOW The myCloud
portaland desktop app
provide swiftaccess to
remote systems
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and software inventories can be
gathered from unattended hosts and
the results stored for further
investigation. The host drop-down
menu also offers facilities for sending
messages, remotely running
programs and sending lock, logoff,
restart and shutdown commands.

After starting an unattended
session, the guest loads a new console
with a wealth of support features.
Along with full remote control, its
ribbon menu offers file transfer,
messaging, text and
audio chat, remote
application execution,
Registry editing, screen
blanking, and keyboard
and mouse controls.

OnDemand sessions
are started by emailing a
link to the user for the runtime app
and, once installed, it generates a
nine-digit PIN that’s passed back
to the technician. The remote user
can decide which functions are
permitted and, after authorising
access, the technician is presented
with the same desktop console as
used for unattended sessions.

Mobile support is excellent, with
WiseMo offering a guest iOS app and
separate guest and host apps for
Android. We tested both Android
apps on a Samsung mobile and could
take control of unattended hosts,
start OnDemand sessions and allow it
to be remotely controlled.

Businesses that want a versatile
range of connection options will
find WiseMo’s hybrid support
solution could be just the ticket.
On-demand sessions are an optional
feature, but access security is very
good, it’s easy to use and it offers a
wealth of support features.

REQUIREMENTS

Host/guest: Windows 7/Server 2012, mac0S
10.15,Android 4 upwards e Guest only:i0S 12
upwards, Linux
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TP-Link Omada

Fusion2.5G
TP-Link brings plug-and-play
cloud management and
strong network security to
SMBs at an appealing price

SCORE &3¢t

PRICE £142 exc VAT
frombroadbandbuyer.com

P-Link offers a fine choice of
I OC hardware controllers for
centralised site management
from its Omada cloud platform, and

the Fusion range takes this to the
next level. Whereas the OC
models are simple site
controllers, Fusion

appliances are
all-in-one
gateways that
combine a
controller and
licence-free
cloud management
with multi-WAN routing,
an SPI firewall, web content
filtering, application controls, IDS/
IPS and secure one-click VPNs with
TP-Link’s LightLink app.

The Fusion 2.5G sits on the third
rung of this family of four new
appliances, has five 2.5GbE ports for
LAN or WAN duties and supports
WAN failover and load balancing. It
has a powerful 2GHz quad-core ARM
CPU with 2GB of DDR4 RAM, and
there’s a colour touchscreen with
five icons for status and network
traffic views.

If you want PoE support, you’ll

need to step up to the larger Fusion

2.5G PoE model, which hasa 110W
power budget and offers nine 2.5GbE
ports, eight of which provide PoE+.
Neither appliance supports PoE-in
so they must be powered by the
included external PSU, which
connects to the USB-C port.

Cloud deployment couldn’t be any
easier: we used the Omada Android
mobile app to discover the appliance
over Bluetooth and bind it to our
account. You can do a lot from the
mobile app but, for the best
experience, we moved over to the

Omada web portal which
provides full access to
advanced features and
security services.
The portal’s
organisation
level view
now provides
quick links
to allyour
on-premises,
cloud and Fusion
controllers, and selecting the

Fusion 2.5G took us to its remote
management console. The Omada 6
interface is pleasing on the eye: it
presents a smart multi-tab dashboard
for quick access to a network
overview, topology, Wi-Fi, client
activity and network traffic views.

The main overview page provides
anetwork health scoring system that
evaluates all devices and clients to
help locate potential issues. Alongside
are views of the top five clients and
detected applications, while below is
an activity graph that can be swapped
between internet and Wi-Fi traffic.
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ABOVE The Fusion
2.5G offers plenty of
features for the price
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LEFT There are five
2.5GbE portsfor LAN
and WAN duties

“It’s easy to deploy and
manage, deliversan
impressive range of
security measures andis
completely licence-free”

BELOW Omada
presentsasmart cloud
management portal,
and the Android app
simplifies deployment

L -]

Insights (=]

Client Distribution

Client Connection Time
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Being a standard Omada
controller, the Fusion 2.5G can
manage any compliant switch and
wireless access point. We added a
TP-Link SG3218XP-M2 PoE+ switch
and connected an EAP787 Wi-Fi7 AP
toit, both of which appeared in the
portal ready for adoption.

The appliance’s deep packet
inspection provides full visibility into
all detected apps on the network,
along with their bandwidth usage.
Access control lists can be used to
restrict app usage, and you can
prioritise their traffic or limit their
impact with gateway QoS rules.

Two default gateway content-
filtering rules are provided, or you
can create your own and choose what
to block and allow. Ad blocking using
a DNS database is available, while for
general website filtering you have 81
categories to choose from.

The IDS/IPS section offers detect
or detect and prevent options, with
the highest security setting blocking
12 threat types including malware,
worms, botnets and exploits. You can
view a doughnut chart and list of
detected threats from the
Maps section, but to see the
global threat map you’ll need
toacquire and import a
Mapbox API access token.

Wireless networks are
created from the portal’s
WLAN section, and you can
enable multi-link operations on
those set to 11be mode, extend
coverage using AP meshing where
supported, set SSIDs as guest
networks with L2 isolation and assign
custom captive portals. As the Fusion
2.5G is a fully licensed controller, you
get the wireless RF scanning service,
which provides charts of scan results
for each radio along with spectrum
analysis and interference graphs.

For the price, the Fusion 2.5G
offers plenty of features and
competes strongly with Ubiquiti’s
SMB-class Cloud Gateway appliances.
It’s easy to deploy and manage,
delivers an impressive range of
security measures and is completely
licence-free. DAVE MITCHELL

SPECIFICATIONS

Desktop chassis e 2GHz quad-core ARM
Cortex-A53 CPU#2GB DDR4RAM #16GB
eMMC e 2.5in colourtouchscreen 5 x 2.5GbE
WAN/LAN portseBLE antennae USB-C power
inpute PSU included 160 x 130 x 32mm (WDH)
elimited lifetime warranty
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Lyxel NWA30BE

The affordable NWA30BE
puts Wi-Fi7in small spaces
and delivers impressive
performance for its size

SCORE DOOOO

PRICE £83 exc VAT
fromamazon.co.uk

yxel aims to put Wi-Fi 7
z services right by your side,

with its NWA30BE targeting
arange of scenarios such as small
cafes, retail counters, pop-up
shops and wireless point-of-sale
(POS) systems. No deployment
planning is required as this desktop
access point (AP) can be placed
wherever you want to present your
wireless services.

Asyou’d expect at this low price,
itlacks a 6GHz radio and has a
modest BEs100 rating, butit’s
powered by the same quad-core
Qualcomm CPU found in Zyxel’s
higher-end Wi-Fi7 APs. Itisn’t
mandatory for Wi-Fi7 APs to havea
6GHz radio and the NWA30BE
delivers all the other key features
such as 4K-QAM (quadrature
amplitude modulation) and
support for multi-link

N
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enforces the mandatory Enhanced
Open, WPA3 Personal or WPA3
Enterprise encryption.

Swapping to cloud management
was a breeze. We used the Nebula iOS
app on an iPad to scan the QR code on

the AP’s base and choose the site
from which it should take its
settings. The portal presents
an informative dashboard
= with customisable widgets

= showing the status of all

Zyxel cloud-managed
devices, total wireless
traffic, APs by usage and all
connected wireless clients,

/‘r along with their detected OS.

supporting standalone mode or
Zyxel’s Nebula Control Center
(NCC) cloud platform. Zyxel’s NWA
models are designed to offer SMBs
amore affordable solution with
areduced feature set and don’t
include a one-year NCC Pro Pack
licence in the price.

Installation is aided by the AP’s
web console wizard, which offers the
choice of standalone or cloud
management. After selecting the
former, it guided us through
changing the default admin
password, setting the country of
operation and creating our first SSID.

The AP supports up to eight SSIDs,
which employ a combination of
profiles and objects. Those new to
Zyxel will find it takes a while to

It supports the same number of
SSIDs as standalone mode, and tags

ABOVE The NWA3OBE | can be applied so they’re only
isvery keenly priced broadcast by APs that havea
foraWi-Fi7AP matching tag. For guest wireless

PC

networks, you can present custom
captive portals with your own logos
and messages, use a variety of
authentication methods and enforce
L2 isolation so your customers only
getinternet access.

For performance testing, we
connected the NWA30BE to the lab’s
Zyxel XMG1930-30HP multi-gig
switch, which confirmed a 2.5GbE
connection. Our test hosts were a
Windows 11 Pro Lenovo desktop
client equipped with a TP-Link
Archer TBE550E Wi-Fi7 PCle adapter

w L. and a Dell Windows
The NWA3O0BE is ideal for Server 2022 system
small businesses that want

RECOMMENDED!
‘-""—-—.__.-——"‘""—

connected over 10GbE.

operations (MLO). get the hang of their on-demand Wi-Fi7 services. We used the
This palm-sized relationships, but AP ’ . . OpenSpeedTest HTML5-
package has two rear management objects It'sacinchto deploy andis based tool to test
fixed aerials and can use radio and SSID perfectly pI‘iCEd" maximum raw speeds
be placedona profiles to define and ran the server
countertop or wall- the active radios, component on our Windows Server
mounted. It hasa operating mode, host. With a 2.4/5GHz MLO link on
2.5GbE port, but channel width and the Windows 11 client showing a link
PoE isn’t supported encryption method. LEFT There'sa2.5GbE | speed of 3,226Mbits/sec, we pointed
asthe AP is designed Youwon’t find port, butno support its browser at the OpenSpeedTest
for environments that any toggle buttons for PoE server address and port and watched
are unlikely to have a for MLO as this is fully it report back with respectable
suitable source. The box includes automated in standalone and close-range upload and download
an external PSU. NCCmodes. Setting the operating rates of 148MB/sec and 287MB/sec.
Management options are mode for both radios to 11be Moving the AP ten metres away
undiminished, with the NWA30BE enables Zyxel’s auto-MLO, which and into an adjoining room saw
upload and download rates drop to
ooy Q@ (S - ) 125MB/sec and 223MB/sec.
| The NWA30BE is ideal for small
_ . — LEFT The NWA30BE businesses and offices that want
I = 0 = = o o supports remote on-demand Wi-Fi 7 services. It’s a
i % 5 management from cinch to deploy, delivers an
i Zyxel'sNCC portal impressive performance and is
’ perfectly priced for the target
i 5 e . ———A = — market. DAVE MITCHELL
L ) oo O . 0 L3005 - SPECIFICATIONS
100 Mg BE5100 dual-band 2.4GHz/5GHz 802.1lbe @

B B = s quad-core Qualcomm CPU e 2 x external fixed
: P e _OpenSpeedTest™ {&05"4 - aerials, 2.5GbE LAN e desktop/wall-mount
\) masnes O s ] Mips chassise155x140x35mm (WDH)#307ge

external PSUincluded elimited lifetime
Cring CumTER
1000 5 warranty

0.1
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Brother
MFC-L8970CDW

Plenty of business-friendly
featuresand great all-

round qualitymakethisa  §
solid choice for busy offices |

SCORE @ WOW

PRICE £737(£885inc VAT) from
printerland.co.uk

he Brother MFC-L8970CDW
I sits at the top of the Japanese
manufacturer’s updated range
of colour laser devices for workgroups
and small businesses. And it has an
enviable specification. On the top,
you’ll find an automatic document
feeder (ADF) that can handle 8o
sheets. It can duplex (double-side)
scan each sheet in a single pass.
Just in front of this sits a colour
touchscreen so huge it looks like
someone’s left their tablet behind.
The scanner and display unit sit
atop a colour laser printer rated at
31 pages per minute (ppm), or 20
images per minute (ipm) when
printing in duplex - 20 sides printed
onto ten sheets of paper each minute.
This printer combines a 50-sheet
multipurpose feed and 250-sheet
cassette. That’s the only slightly
off-note in an otherwise
comprehensively well-specced
device - at this price we’d expect to
be able to load in an entire ream.
Alongside its duplex print, scan,
copy and fax party tricks, this MFP
supports 2.4GHz and 5GHz wireless
networks and a gigabit Ethernet
connection. Its vast screen has plenty
of room for mundane setup and
operational features, along with
space for up to 64 configurable
shortcuts - useful if, say,
people frequently need
to make a double-
sided copy of a
double-sided
original, and
want to avoid
having to dig
around in the
copy menu.
While it’s
ashame the
MFC-L8970CDW
doesn’t have a bigger
standard cassette, you can
upgrade it to a maximum 1,340
pages with a combination of
additional 250- and 520-sheet trays.
There’s no stapler unit or sorting bin,
however, which rules it out of true

ﬁff-'

) e
departmental roles - it doesn’t really
have the speed for it anyway.

Brother says the MFC-1.8970CDW
is designed for a recommended
7,500 monthly pages or an 80,000-
page maximum. It certainly feels
well put together, with sturdy trays
and impressively robust-feeling
paper stops in the printer and ADF
outputs. The usability is good, too,
from the large display down to
details such as the clearly displayed
paper orientation icon in the main
tray - helpful if you’re reloading
paper and need to know which will
be the print side.

M Cost of running
Things start to get more complicated
when you look at consumables.
The MFC-L8970CDW supports a
dizzying range of 16 different toners
rated from 1,800 to 10,000 pages, on
top of which there are drums and
waste toner containers each good
for 50,000 pages. Heavily used
examples might find themselves
needing a new fuser or transfer
belt unit, too.

That’salot to
manage, particularly
ifyou’re used to
competing devices

that just take

four combined
toner/drum
consumables.

Nobody would
blame you for
signinguptoa
managed print
service - Brother’s
startat around £7 per
month - but if you’re buying
consumables and you stick with the
biggest 10,000-page toners, you can
get running costs down to less than a
penny per page of black text, or 6.8p

ABOVE Brother's
MFC-L8970CDWisa
sturdy colour MFP
that's built for heavy
workloads

“Usabilityis good, from
thelarge display down to

details such as the

clearly displayed paper

orientationicon”

LEFT The huge colour
touchscreen makesit
look like someone’s left
their tablet behind

(exc VAT) for colour. Factor in all the
lifetime consumables, and these still
only rise by fractions of a penny.
Thisisn’t a cheap MFP, but it does
arrive with XX toners rated for
7,500 black and 6,000 colour
pages - these alone are worth a
few hundred pounds.
Thisisn’t the ugliest laser
MFP you’ll see, but it has the
misfortune to combine a
comparatively deep and
narrow laser printer with a
wide and deep scanner unit.
The result is some mushroomy
overtones, plus the more
practical need for more depth
and width on a counter than
you might expect. This is
compounded slightly by
vents on the right side and a
USBslot on the left - the latter
bizarrely under, and inset from,
the overhanging touchscreen in
such a way that the casual user is
unlikely ever to find it.

This device is bulky and heavy
enough that it’s a two-person lift over
any significant height or distance.
There’s the usual amount of tape to
extract, along with some orange
plastic spacers for the toner/drum
tray. While these were easy to remove
on the HL-L8570CDW printer we
tested (see issue 383, p72), here the
left-hand spacers were reluctant to
part company with a pin at the front.

M Security questions
With such a large display,
it’sno surprise that this
MFP is easy tojoin to a
wireless network. It’s easy
to use and configure, too:
adding a shortcutis as
simple as tapping one of the plus
icons and navigating through the
menu to the feature you want to
access. Overall the menu system
feels more like a consumer device
than a business-class one, and that’s
a good thing: too many enterprise
printers bamboozle non-technical
users with complex control panels.

Asyou’d expect, the MFC-
L8970CDW includes various security
features and protocols, including
IP filtering, SSL/TLS encryption,
secure boot, and user authentication.
There’s also an NFCreader,
configurable for authentication and
workflow personalisation.

At this price, we’re a little
surprised Brother hasn’t given the
MFC-1.8970CDW faster print speeds.
It’s always the case that a range-
topping device can seem slow when it
shares a print engine with more basic
models, but we’d expect more than a
modest 31ppm for this money. This is
especially the case given this MFP
didn’t get all that close to Brother’s
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figures, managing only 23.8ppm
across 25 pages in our standard black
text test. It was slower still on our
colour graphics test, although here
its 21.5ppm is fair - our test
document is graphics-
heavy, and few
printers sail through
it at top speed.
We often get
faster results over
long documents,
as these minimise
the relative
impact of the time
ittakesa PCto
prepare and send
the job. Sure enough,
tested over a 50-page
text document, the printer
hit 30.3ppm - laudably close to
Brother’s claim. Using the first ten
pages of the same document we
timed duplex printing at 10.9ipm.

M Fine quality

This MFP defaults to 2,400 x 600dpi
Fine print quality. Normal (600 x
600dpi) is no faster, so we completed
our tests with the Fine setting. It
printed six 6x4in photos on three A4
sheets in 32 seconds, and needed 35
seconds to complete two 10x8in
images on two pages. From standby it
could print a first black or colour
page in 18 seconds, needing only
another three seconds if we’d left it
unused for an hour first.

This MFP is unusual among
office-focused devices in that its
scanner goes up to a very detailed
1,200 dots per inch (dpi) - 6oodpiisa
more common maximum. It’s very
quick: we were able to preview an
A4 pageinjust five seconds, and
needed only six seconds to scan it
at 150dpi. At 300dpi this job
still completed in ten seconds.
Even when scanning photos at
higher resolution, this MFP
didn’t hang about. It captured
a 6x4in print at 6oodpiin 13
seconds. At 1,200dpi the same
jobneeded 52 seconds - that’s
much more competitive than
it sounds.

The Brother MFC-L8970CDW
isn’t that quick off the mark when
copying, returning a single black
pagein 13 seconds and a colour one
in 15 seconds. It’s much more
impressive when using the ADF,
completing a ten-page simplex
copy in 32 seconds whether in
black or colour.

The ADF’s ability to capture
both sides at once ought to make
for rapid duplex copying, but the
reality wasn’t quite so impressive.
While our original ten-page, 20-sided
document rapidly fed through, the
printer didn’t kick into action until it

had almost finished. There’s not
much wrong with a speed of 15.4ipm
on this test, but it seemed like this
MFP should be capable of more.
With so many features
to get right, it’s not
unusual for a
multifunction to
slipup in at least
one area. The
happy news
here is that the
MFC-L8970CDW
doesn’t, and in
several ways it’s
extremely good.
This MFP’s main
weakness across
our tests was murky
black photocopies in which
darker shades bled together, leading
to the loss of detail. We’re not sure
why, given that colour copies were
perfectly exposed and quite faithful
to the originals.

Elsewhere, text quality was as
good as you’d expect from a laser
printer, with crisp characters that
stood up to close scrutiny - only
under magnification could we
spot a tiny bit of stepping on some
curved outlines. Colour graphics
were generally very impressive,
particularly when it came to shade
control: while many lasers struggle
to differentiate shades and colours
without bands of half-toning
patterns, here the content shone
through without obvious artefacts.

It’s worth noting that this printer
has something of a cool colour bias,
leading to less perky photos than you
might get from some rivals. Skin
tones could fall victim to this,

e
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LEFT Thelarge screen
makes it easy totake
control of the printer

N
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particularly in illustrations where
lighter skin tended to be rendered a
little pale. Overall, however, all of
our print results were strong.

If a colour laser MFP is likely to fall
short anywhere, it’s in the scanner.
But while the MFC-L8970CDW was in
a hurry to get the job done, you’d be
hard-pressed to tell from the results.
It captured among the best images
we’ve seen from a business-oriented
scanner, with well-judged exposure
and sharp focus more than up to the
task of archiving office documents.

More unusually, it was
comfortable scanning photos at
higher resolutions, displaying a
wide dynamic range that allowed
it to capture detail from among
the lightest and darkest shades.

This scanner managed to distinguish

all but the darkest couple of shades

on our Kodak Q60 test target - far

better than the average for a
business device.

“Text quality was as good

asyou'dexpectfroma
laser printer, with crisp
characters that stood up

toclose scrutiny”

BELOW This bulky
MFP willtakeupa
considerable amount
of spaceonadesk

M Worth the price?
This multifunction offers
a huge range of features,
and while it might not
have the fastest printer,
it’s generally quick
enough to dispatch all the jobs it will
encounter in busy workgroup use.
The payoff for your patience is that it
will complete almost anything you
want to a very high standard - it
offers one of the best scan and print
quality combinations we’ve seen.

On the flip side, a heavily used
MFC-1.8970CDW fleet might need
stock of up to eight different
consumables. Even if each is
reasonably priced and comes with
along service life, that makes
management more of a headache,
and suggests this device might be
best viewed through the lens of a
managed print contract.

It’s hard to shake the impression
that this MFP is overpriced. While
sharing its print specifications with
the HL-L8570CDW, it’s twice as
expensive; its scanner and display are
both good, but we’re not sure they’re
worth that premium. And while it’s
good to see the MFC-1.8970CDW
arrive with such generous inbox
toners, remember the HL-L8570CDW
gets those too. Overall, thisisa
strong MFP, but it might be worth
waiting to see if its price drops
before buying. SIMON HANDBY

SPECIFICATIONS

Four-colour 2,400 x 600dpi A4 lasere1,200 x
1,200dpi scannere7in colour LCD touchscreen
edual-band Wi-Fi5eUSB-A2e1Gb Ethernete
33.6K faxmodemeautomatic duplex printinge
250-sheet A4 cassette@50-sheet rear traye
80-sheet automatic document feeder @454 x
505x460mm (WDH) e 27kge yr RTB warranty
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FIVE
FIVE-MINUTE
FIXES

that could save your business

from cyber disaster

or SMBIT teams tasked
with maintaining day-to-
day operational
capabilities, keeping on
top of security best
practice at the same time can seem
like a herculean task. But not all
cybersecurity measures have to be
complex, weeks-long projects that
suck up time and resources. Here are
some measures you can tackle over a
cup of coffee to help keep your
network and your business protected.

Sign up for the NCSC

Early Warning Service
The UK government’s National Cyber
Security Centre has been helping
businesses prevent and respond to
cyber-attacks for almost a decade. As
part of its work, the centre collates
and monitors threat intelligence feeds
from a variety of sources, and offers a
fantastic (and free) early warning
service to help UK organisations keep
up with data breaches and potential
malicious activity.

Ifyou're signed up to the service,
the NCSC will actively notify you any
time your organisation is mentioned
in any of the feeds it monitors; even
ifyou’re already tracking threats
yourself, it’s well worth signing up
as, in addition to shared feeds from
public groups, security vendors and

104

Security projects don't need to be big to be effective

\.

highlights five quick exercises that

every business could benefit from

commercial organisations, the NCSC
says it refers to “privileged feeds
which are not available elsewhere”.
As well as flagging mentions of
your business in external feeds, the
NCSC offers alerts for potential risks
such as vulnerable applications and
open ports on your network,
evidence that your infrastructure
may be being used for malicious
purposes and potential malware
compromise indicators. If you’ve
registered for a MyNCSC account, all
you need to sign up is your company
name and a list of the public IP
addresses and domain names you
want to monitor, as well as all the
contacts that you want to receive the

BELOW Take
advantage of free
alertstogetearly
warning of
potential attacks

The National Cyber Security Centre
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alerts. Naturally these should include
key security and IT operations
personnel, but you might also want
to set up specific alerts for business
owners or finance controllers, to put
threats in areal-world context and
help ensure they don’t accidentally
fall prey to fraudulent wire transfer
requests or similar.

The NCSC stresses that its service
should be considered only as one part
of alayered defence strategy, not least
because the service doesn’t carry out
active network scanning. However, an
early warning helps you to rapidly
take responsive measures such as
air-gapping critical systems,
tightening firewall restrictions or
enforcing an immediate password
reset for privileged accounts.

Other helpful resources from
the NCSCinclude its Cyber
Essentials and Cyber Essentials
Plus certification schemes, which
organisations can use to sharpen up
their awareness and confirm their
security credentials to customers and
partners. For further training, its
“Exercise in a Box” tabletop role-
playing packs help IT teams game out
realistic attack scenarios, while the
Cyber Security Toolkit for Boards
supports senior leadership in
understanding and implementing

| recommended codes of practice.
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Review your patch
management strategy

Even in a small business, keeping on
top of updates for employee devices,
back-end software and infrastructure
can be a mammoth job. But there’s
always room to make it a little more
efficient, and if you haven’t revisited
your patch management plan
recently, this can be a quick and easy
way to improve your security posture.

In particular, the traditional “Patch
Tuesday” release pattern is being
increasingly replaced by a phased,
ring-based approach that allows
businesses to balance a rapid threat
response with stable, predictable
processes. If you’re not already using
this model, it’s worth spending a few
minutes plotting how your systems
might be divided into tiered update
rings - typically consisting of a small
pilot ring to catch major issues with
new patches, a broader general-user
ring, and finally mission-critical
hardware and senior leadership devices.

Usually, the first test ring is set to
receive patches almost instantly,
with a few days’ delay before each
subsequent ring. However, it also
makes sense to set up a fast-track
process, so that when a severe
vulnerability is discovered (keep an
eye on the CISA Known Exploited
Vulnerabilities list at tinyurl.com/

ABOVE Some
major security
enhancements can
be made in minutes,
fromthe comfort of
your desk

RIGHT Staged
updating gives you
achance totrial
new patches ahead
of afull rollout

385cisalist), you can cascade the
appropriate patches through the rings
in a significantly shorter timescale.

Similarly, fast-tracking patches
for commonly exploited apps can be
awise decision. Popular apps such as
Adobe Acrobat and Google Chrome
are common targets for hackers, who
routinely look for businesses
running older, exploitable versions
of the software to gain a backdoor
into corporate environments.

On the flipside, there are some
scenarios where it’s better to pause
all non-essential patches. If your
business has predictable busy
periods, mapping out these peak
seasons with department heads and
instituting patch freezes can help
you avoid headaches from poorly
timed outages. You can consider
giving individual users the ability to
postpone patch installation too, but
this shouldn’t be an indefinite
option: make sure that you’ve set
limits on how many times users can
put off installing a security update.

If you haven’t revisited your
patch management plan
recently, this can be a quick
way to improve your security

=) Default_UpdateRing

Device anel iser chick-in status
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Remember that patch management
is a key part of compliance procedure,
and many cyber-insurance policies
mandate that policyholders ensure
their systems are kept updated.
Whatever your update strategy, it’s
worth maintaining a centralised log of
all patches applied and outstanding.
Aswell as helping with compliance
obligations, this helps to identify any
assets that are being left unpatched
for long periods. For instance, if an
accounting app is receiving security
updates every six months or so, you
may wish to investigate alternative
options that are supported with more
frequent updates. Cross-referencing
your ring structure with your asset
management platform will help
ensure that no critical systems are
accidentally slipping through the net.

Check your network

permissions
One of the great benefits of cloud
architectures is how flexible and
extensible they are. However,
working across
multiple
interconnected
environments
resultsin a very
broad security
perimeter, with
lots of potential
opportunities for
compromise. It’s
easy to authorise a small plugin to do
aspecificjob, or to give a temporary
contractor access to your systems,
and then forget about it once the job is
complete. Cloud storage buckets or
network shares can be made public for
a specific purpose, then never locked
back down again. Such slips create
opportunities for hackers, who scan
the internet regularly for unsecured
public storage and mine data breaches
for leaked access credentials.

There’s also a risk of potential
vulnerabilities arising from shadow
IT. Unwary employees may install a
seemingly innocuous app without
realising that they’re granting it deep
access to your network and systems.

Create an emergency comms backchannel

Inthe event of anactive cyber-attack, internal
communication channels such as Teams, email
and Slack could be shut down or compromised.
It'simperative for IT, security and senior
leadership teams to have a reliable way of
communicatingin such situations, andit's agood
ideato plan thisinadvance, as a matter of minutes
can mean the difference between a successful
response and a catastrophe.

The simplest approachis to set up agroup
chatonasecure, non-corporate platformsuch
as Signal, Telegram or WhatsApp. Ensure that

this group isn'tlinked to any company-owned
hardware or accounts, to prevent attackers
fromalso being able to remotely accessit or
lock users out.

With any luck, you'll never have to use your
backchannel, but as aninsurance policy it's good
to know that you've got a way to quickly confer
withmajor stakeholders should the need ever
arise. Just be sure thatit's only used in the event
of amajor attack or lockout, as using external
channels for everyday management creates
challenges for transparency and governance.
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Worse, malicious actors have been
known to set up imitation apps
mimicking popular existing tools or
hijacking legitimate plugins, hoping
to trick unsuspecting users into giving
them a foothold from which to steal
data or install further malware.

The best response is to regularly
audit your network environment and
apply the principle of least privilege
- thatis, ensuring that users, software
and processes have only the minimum
level of access they need to perform
their function. There are numerous
tools that can help with this, working
across local file systems, multi-cloud
environments and user endpoints;
many are either open-source or free
community editions of commercial
security products, such as Semperis’
free Purple Knight tool (semperis.
com), which scans Active Directory,
Entra ID and Okta environments to
identify areas where misconfigured
permissions may present a risk of
cyber-attack. Other free utilities are
builtinto the platforms of major
hyperscalers including Microsoft,
Google and AWS.

A quick scan of the output from
these tools can help you identify any
users or applications that have greater
access than needed, as well as flagging
unfamiliar apps with access privileges.
To prevent issues recurring, you can
mandate administrative approval for
third-party tools, and implement
stricter permissioning rules for
new user accounts. If your audit
reveals previously unknown areas of
shadow IT, consider rolling out an
approved solution so that users have
no reason to resort to unofficial,
unmanaged alternatives.

Document backup

dependencies
No doubt your business already has a
robust backup strategy in place, but
the restoration side of things is easy to
overlook. In an ideal world, restoring
from backupsisn’t something you
should ever have to do, but if you
find yourselfin a position where it’s
necessary, youreally want the
process to be smooth and successful.

The Network Fast fixes

ABOVEThereare
plenty of tools that
canhelp expose
vulnerabilities on
your network
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To help with this, it’s worth
creating a visual map of dependencies
while the going is good, and plotting
out the process of booting up your
restored systems in a recovery
scenario. Having a simplified
visualisation of how data moves
through your environment allows
you to plan which services need to be
brought online in what order, when
you need to get back up and running.
For example, your first priority is
likely to be getting Active Directory
and DNSrestored, as without these
services business apps and databases
can’tbe authenticated.

You can also use your dependency
map in conjunction with tools such as
Lansweeper or Domotz to create a
more comprehensive map of your
entire estate. This may take longer,
butit’s invaluable for identifying any
bottlenecks or single points of failure
within your backup architecture. For
example, if your servers and backup
systems are both running through the
same primary switch, consider using
switch stacking to add redundancy
and failover capacity. It’s also good
practice to ensure that cloud data is
mapped and backed up independently
of local server infrastructure, to
prevent cross-contamination in the
event of aransomware infection and
to avoid bandwidth bottlenecks.

And a map can highlight any gaps
in your backup routines, such asa
new cloud environment that was

Attackers often spend long
periods lurking on networks
after they initially gain access
before making their move

Block lateral movement
across subnets

Lateral movement is acore component of almost any cyber-
attack; once ahacker has afoot in your digital door, they’ll
usually look for ways to leapfrog across to other systems. Most
businesses have basic network segmentationin place to
prevent (for example) users on aguest Wi-Fi network from
accessing the corporate LAN. However, individual subnets are
often left openinternally — soif a hacker or piece of malware
compromises asingle machine, they can freely scanand
sweep every other device on the network.

If you want to maximise security and lock down lateral
movement risks on your most vulnerable subnets, there
are several steps worth taking, including enabling client
isolation on Wi-Fi, configuring private VLANs on wired
switches and changing internal firewall rules to a strict
“default deny” policy. These measures can ensure that
any compromised device is trapped on a digital island,
limiting an attacker’s runway to expand the breach.

recently added but hasn’t yet been
integrated into backup plans.

Of course, if your servers go down
you may not have access to your digital
assets, so make sure you have a physical
copy of the map printed out and stored
somewhere accessible. Other ways to
strengthen the resiliency of your
backups include applying WORM
policies to enforce data immutability,
setting a regular schedule for testing
restore times from backups and
documenting explicit recovery time
objectives to provide a baseline
timeframe for getting systems back up.

Plant a trap file

Cyber-attacks often seem to happen
suddenly and without warning, but in
reality attackers often spend extended
periods lurking on networks after they
initially gain access, quietly collecting
information and mapping out storage
configurations, before making their
move. The sooner you can catch them,
the less time they have to exfiltrate
data and damage your business.

One way to trick attackers into
revealing themselves is through the
use of “canary files” that are designed
to look particularly enticing, such as
spreadsheets purporting to show
financial information or PDFs of
supposedly confidential business plans.
These files are deliberately placed in
relatively easy-to-access locations on
your network - not obvious enough to
be suspicious, but visible enough to
attract the attention of unauthorised
snoopers. When the file is accessed, an
embedded token silently triggers an
alert notifying security teams ofa
potential compromise, allowing them
to investigate and take action.

There are anumber of options for
deploying canary files: security
specialist Thinkst offers a supported
commercial service at canary.tools
and an open-source version hosted at
tinyurl.com/385thinkst. The latter is
free to set up and use, and can be
configured to mimic multiple file
types and environments. As well as
documents and databases, it’s also
possible to hide canary tokens in fake
AWS API keys, dummy network
directories and more - helping you to
catch not only external intruders but
rogue employees, too.

If you want to take your security
response a step further, you can even
build an automated process on top of a
canary token to instantly lock down
access as soon as the alarm is
triggered. Automated orchestration
tools such as Zapier or cloud-based
webhooks can be set to listen for the
alert, and instantly strip access and
permissions from the account that set
it off, providing an immediate
response without requiring a manual
intervention by security teams. @
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Areyou overlookingimportant operational information?

Darien Graham-Smithweighs up the potential cost

Observability debt? What do we
owe now, and to whom?

Well, you’ve probably heard of
“technical debt” - the notional
liability a company incurs when it
makes short-term choices that are
easy and cheap today, but make future
operations harder or more costly.
Observability debt is a similar sort of
idea - it’s where you have operations,
system logs and so forth that can and
should be monitored, but you haven’t
invested in the resourcestodosoina
useful and actionable way.

Just being able to access the
informationis good, surely?
Observability debt isn’t just about
accumulating log files that no-one’s
monitoring; it can also involve a lack
of clarity about the information you’re
seeing. For example, if you have
multiple dashboard views on your
servers, you could end up with a
muddled, inconsistent picture of your
IT estate. If you have alerts continually
firing for a dozen different events, the
important ones may not cut through.
The “debt” accrues interest in the
form of IT staff having to work harder
to get at the information they need.

What sort of bad decisions might
lead to observability debt?

The tricky thing about observability
debtis that it can arise from decisions
that are, individually, perfectly good
ones for the business. Big upgrades
such as deploying new systems or
migrating services to the cloud tend to
introduce new data sources and
monitoring platforms to add to your
ongoing management requirements.
This ought to be factored into the
project cost, but rarely is.

The Network Cheat Sheet &3

How do we know whether we're
incurring observability debt?

A simple map of what information
you’re collecting and where it comes
from can help expose information
gaps, and also highlight any areas

of potentially troublesome overlap.
For example, if two dashboards tell
similar stories, IT staff may focus on
one and overlook important
information from the other. Even if
someone spots a discrepancy, there’s
rarely any standard procedure for
dealing with divergent signals - so
they may well use their own
discretion, resolving the immediate
situation but perpetuating long-term
ambiguity and inconsistency.

Can’'twe just feed all this datainto
an Al and letit figure things out?
It’s true that system logs, analytics
and telemetry data can be used for
Al-powered optimisation, anomaly
detection and other worthwhile
purposes. But the data needs to be
actually useful - telling the Al that
your PoE switch processed 20 billion
data packets in the past month won’t
yield much useful insight.

It also needs to be coherent enough
that the Al can make meaningful
connections; if you’re working with
dozens of reports from different
systems, the work involved in
collecting and preparing the data may
not be justified by the value of the
insights you get back.

How canwe ensure we don’t
accrue observability debt?
Realistically, you can’t - a modern
business will almost inevitably
operate across different platforms
and locations, and there’s always
going to be more information on
hand than you can sensibly process.
Butyou can try to avoid accruing
debt unnecessarily: when a new data
source becomes available, make a
point of figuring out what information
you actually need from it, and how it
fits into your existing monitoring and
management workflows. @

Paying down the debt

Observability debt may not be entirely avoidable, but
there are practical steps you can take to minimise its
impact. As we've mentioned, a good start is to make a
list of the dashboards, logs and reporting platforms
available to you, soyou can at least get a sense of
what you're working with.

With this done, you can start to think about
“sources of truth” -that s, deciding what
information, from which sources, you will consider
authoritative and actionable. As part of this, you
should also decide which outputs you're going to
intentionally ignore - this can be a big help when
dealing with an overload of notifications.

As anext step, consider responsibility. Acommon
observability debt scenario is when a new data
source comes online and no-one is directly assigned
to monitorit. Nominating an accountable individual
ordepartment for each type of log or alert, rather
than for each individual feed, helps provide clarity.

Once you've worked out these basic principles
you can try wargaming some scenarios, such as
conflicting reports from different security platforms,
oralerts popping up on afeed that has no assigned
owner. If this exposes an accountability gap, ora
conflict of responsibilities within your organisation,
that's not a failure -it's a valuable discovery.
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Expert advice from our panel of professionals

JONHONEYBALL

“The problemisn’t parents’lack of

knowledge but poorimplementation
by hardwarevendors”

Parents need a way to keep their children safe online, and Jon thinks he has it -

but we need a company to step up and deliver an easy-to-understand solution

NAS recently, spurred on by my

visit to Synology in Taipeia
month or so ago. I have eight
Synology NAS devices in active
deployment, with a couple that have
been retired due to old age. It isn’t the
standard SMB file storage: we run
quite a few services on these boxes,
taking advantage of Synology’s file
replication, archiving and off-site
cloud storage platforms, plus tools
such as its Calendar server. And some
virtual machines hosting Docker
containers. Oh, and the security
camera platforms on two physical
sites. [tisn’t a high-end installation
by any means, but it surely can’t be
typical for an SMB installation.

My visit to Synology’s HQ showed
a vibrant company working on a lot
of technology. All of that is very
good. On the flip side, there’s a
serious push towards the enterprise
end of the market, and I've discussed
its lock-in to its own branded hard
disks before in depth.

Ultimately, it’s Synology’s toys
and Synology’s toy shop, so it can
do what it wants to do. But I have
been becoming increasingly
frustrated with the platform as an
SMB user. It’s not the lack of
capability: given a decent CPU, 10Gb
Ethernet and enough system RAM, a
well-stocked and cached Synology
NAS can do big workloads
appropriate to its platform.

No, it’s the lack of genuine
progress for the home and SMB user
base. Synology said that home users
represent only around 5% of its sales,
and no-one would disagree that

I have been thinking a lot about

supporting home users can be a
whole different level of support cost
compared to a corporate or enterprise
customer. But the volumes are
obviously much higher, so although
there is a potentially tighter margin,
you sell more of them.

What do I mean by genuine
progress? The user interface is
adequate in anerdy “you need to
learn this” way. Far too many dialog
boxes are unclear or can’t be
expanded to show the necessary
data. Some are just user-hostile.

The log system is Byzantine and
opaque, and too many things are
awkward and clumsy.

There’s no likely fix. This Ul has
been around for years, and the new
7.4 version doesn’t solve any of the
issues. It’s clear that Synology views
its 5% of turnover via home users as
being an annoyance.

So this is what I want to see. First,
we have to accept that a lot of home
and SME internet connections come
through an ISP-provided router,
especially in the home market.
Companies such as Virgin like to lock
youinto their hardware by supplying
the service on coax, and then running

Jonisthe MD of anIT
consultancy that
specialises in testing
and deploying kit

3 @jonhoneyball

“Weneeda
boundary
security box.
And we need
tolaydown
somerules”

BELOW The Synology
interfaceis adequate
whenit's not actively

Ethernet, delivered by either raw DHCP
address or via a PPPOE connection.

Let’s assume that we have that.
What do we need then? We need a
boundary security box. And then we
need to lay down some rules. Your
home is your secure place, so your
internet connection should follow the
same rules of security. That means
that any device taken outside of the
home must be bound by its security
policies. And that means all devices
that are portable (laptops, phones,
tablets) should have a hard-wired
VPN client installed that
automatically connects straight back
tothe VPN server in your boundary
router box. All traffic is routed
through it from the remote client, not
just traffic that needs to reach
services in the home.

Once we have a method of
securing all devices, whether
they’re local to the LAN or remote
via VPN, we can now set up policy
rules that are simple to operate.
If you want a laugh, look at the
firewall rules that are in place on
most domestic and SMB-sized
firewall routers. They’re just pitiful.

We need standardised approaches.

key management services only in the user-hostile A default “easy security” mode that
cloud. Others, :

including Sky, like to —— SR S—

use wire standards

that veer away from

the default norm, and
make it somewhat
more awkward to
work around.

Getting a clean,
non-NAT IP feed from
one of these boxes is
somewhere between
difficult and
impossible. What we
need is a clean,
preferably non-NAT
[P address on

What can I help you with?
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JonHoneyball
Opinion on Windows, Apple and

everythingin between-p110

allows for any outbound traffic
originating from within the LAN. Or a
stricter “no traffic in either direction
unless explicitly allowed” mode for
those who are rightly more paranoid.

Asking users to set up port
mappings and filter rules is an
exercise in wasted effort. So the
system needs to learn patterns and
then dynamically adjust itself, driven
by clear conversations with the
network owner. “Did you want this
site to be visited by Little Johnny at
1am this morning?” is the sort of
question that can be answered.

“This IP address x.x.x.x connected to
servery.y.y.y on portis21atiam” is
meaningless garbage.

Then we need to enforce far better
and more usable Wi-Fi security.
Some systems will warn you about a
new MAC address appearing on your
network, but this is usually way too
obfuscated to be useful. Take a
time-based view of the network,
categorise everything automatically,
and then have the discussion with the
user. Then, with their guidance, place
obvious IoT items onto a separate
SSID and VLAN, with no access to the
local LAN. A smart dishwasher
shouldn’t need access to other
devices. And if for some odd reason it
does, it should be easy to allow this.

It’s actually scandalous that home
and SMB Wi-Fiinstallations are so
bad at this. Often there will be a guest
network facility, but I’ve encountered
some that don’t lock things down to
prevent LAN access, which mostly
makes it rather pointless.

Access should be managed via an
app. I really like the way UniFi is
going with its Identity system and
the Endpoint tool for access LAN
storage. Again, all of this should be
tied together into a super-simple
platform that manages access both to
the LAN and the internet, to local
storage services and also to the
enforced VPN tunnel home.

At this point, it becomes possible
to putin place a parental control and
monitoring system that actually
means something. It’s very easy for
us nerds to roll our eyes when a
parent bleats that “oh, it’s all too
complicated and Little Johnny would
work around it anyway”. But doing
soignores the key point. Ultimately,
the problem isn’t parents’ lack
of knowledge (why should they

Lee Grant
Talesfromthe frontline of
computer repair-p113

&
Real world computing & 5"

®

Olivia Whitcroft
Lawyer Olivia offerslegal advice
for the techindustry-p116

Steve Cassidy
The wider vision on cloud and
infrastructure-p120

Davey Winder
Keeping small businesses
safesince 1997-p118

on a time-based service, and to be
able to engage with the child about
what’s happened.

Of course, this doesn’t allow for
any sort of fine-grained control
within a platform. This either allows
for Facebook or not, and has no

know?) but poor implementation
by the hardware vendors.

The beauty of tunnelling
everything through your home
network is that you can apply policy
in a meaningful way. There’s no point
having rules for the home network if

ABOVE All portable
devices should have a
hard-wired VPN client

they’re simply ignored when the “It'sscandalous | control withinsucha platform itself.
device is taken out of the house and thathome and It can’t enforce YouTube to be in
onto someone else’s Wi-Fi network. SMB Wi-Fi child-mode, either. But it does allow
Or if the device connects to a 4G/5G . . for all the items that a parent wants:
network. The tunnel-all-traffic-to- installations time-based access, confidence that
home is the Killer feature that enables | aresobad the system can’t be bypassed, and
home security policies to work. But it at this” reassurance that they know what’s

happening on the home network.

Now I’m certain that many of you
dear readers are jumping up and
down on your sofas, shouting at the
dog, that Jon is truly an idiot and that
this will never work. Here is the
problem. Whether we like this or not,
such a mandated solution is almost
certainly in our future. The

government has got its teeth

into this topic and isn’t going

to let go any time soon. We also
know that the endless “make
the American companies pay
for the management of all of
their content” approachisn’t
going to work. That’s not
because of the ongoing
nonsense between the UK
regulator and 4Chan, but
simply because it’s unworkable
ata content level.

Solet’s be realistic. If we
want parents to take
appropriate control and
responsibility for the data

only works if the user is capable and
confident in the setup, configuration
and ongoing operation.

This time dimension is badly
missing from all current
implementations. A parent needs
to monitor what is happening, to
be able to unlock features and sites

BELOW Parents need
help fromtech firms
tokeep their kids safe
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SAMSUNG p

actions of their children, we must be
able to provide them with the tools
that actually work for them. No-one is
doing so, as far as I can see.

It would be an extraordinarily
powerful platform for Synology to
move into. However, it appears to be
moving away from consumers
entirely, which is somewhat of a pity
given it has the building blocks to
create something extraordinary if it
was to put its mind to it.

That’s the problem with pushing
up into the enterprise space, pulling
up the drawbridge behind you.
Higher profit margin on smaller sales
is fine, but leaves you exposed if the
wind changes direction. Maybe UniFi
will walk into this space: it has most
of the components ready to go, and
understands the software and VPN
tunnelling space well with its
one-button Teleport solution and
the endpoint access tools. Maybe I'm
justlooking in the wrong direction
with Synology for this home and
SOHO space.

Samsung renewal costs
About a year ago, I bought the then
new Samsung Z Fold7 phone. This is
the larger unit that unfolds sideways,
rather than the small one that unfolds
upwards. It’s been an interesting
device, albeit one plagued by various
implementation problems. But that’s
Samsung phones and Android.

My concern was more around the
longevity of the hardware itself. I

= @ ® & e O ® "
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haven’t used it as my daily driver,
butit’s had a reasonable amount of
wear and tear around the lab. Tam
happy to report that the hinge is still
fine, and the screen hasn’t fallen
apart. Although I could be convinced
that the trough in the screen along
the hinge is bigger than it was when
it was new.

However, when [ bought the
phone, I took out the official
Samsung insurance policy, just in
case it decided to fall apart in my
hands. It costs £9.49 a month, which
seemed a reasonable short-term
insurance for a device costing nearly
£1,500. A year on, it was time to
terminate the contract.

It turns out this isn’t quite as
simple as you might expect. Samsung
itself doesn’t handle this warranty,
which is essentially an insurance

policy. It’s subcontracted to Assurant.

Getting through to the right
person wasn’t easy, nor helped by the
fact that it seems that Assurant
stopped being the backend earlier in
the year when it moved to someone
else. However, I finally got through to
someone who assurant-ed me that
they would cancel the policy. Shortly
after, an email arrived confirming the
cancellation on 22 June.

Imagine my surprise to receive a
monthly payment email on 1 July
telling me that my Samsung Care+
policy was active and about to
be billed. Except the “Monthly
accident damage” line item
was £0.00. The Delivery and
installation cost was £0.00.
The total excluding VAT
was £0.00. And the VAT
was £0.00. However, the
totalamount was £9.49.

ABOVE My SamsungZ
Fold7is still going
strong, despite a fair
bit of wear and tear

“Maybe I'mjust
lookinginthe
wrong direction
with Synology
for thishome
and SOHO space”

BELOW Satechi's
OntheGo hubisagreat
addition to any laptop

I’'m ataloss tounderstand how a
billing system can generate an invoice
where all the line items are zero, and
yet charge over nine quid for the total.
[ forwarded this back to the billing
email address and heard nothing.

Would you be surprised to hear
that [ have just received another
payment email stating it would take
the £9.49? Another phone call to
Assurant’s support line, and now [
have to send proof that payment was
taken, and that they will, if necessary,
getarefund from Samsung.

AllT can say is that this is far too
complicated, opaque and riddled with
annoyance. And any billing system
that appears, in writing, to be so
broken, is one to be avoided under all
circumstances. [ really expected
better from Samsung.

MacBook Neo update
[thought I'd give an update on my
MacBook Neo. I bought the larger
storage version, which has the
fingerprint reader. And I chose the
Citrus finish, which is somewhere
between lemon and lime in colour.

Let’s start with the positives.

It’s beautifully made and feels like
athree grand MacBook Pro. In fact,
it isa three grand MacBook Pro in
everything except for raw
performance, ports and storage.
Functionally, it’s otherwise just
the same thing.

The A series processor is more than
quick enough for day-to-day tasks,
but it’s no pro workstation for pro
tasks. For a giggle, I installed the
powerful media-editing tools Final
Cut Pro and Logic Pro and the
experience was... well, somewhat
disappointing. But what did [ expect
with 8GB of system RAM? To be blunt,
if you want pro level tools, you buy a
powerful workstation. Otherwise the
huge amounts of time you invest into

1n2
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learning these tools is wasted by the
throttling of the machine you choose
torun them on.

For more normal workloads, the
Neoisjust fine. By that I mean I really
can’t tell if ’'m on my Neo or on an M3
Max Mac mini.

The ports are a limitation only if
you make it so. The power port is slow
USB, but that’s okay. The faster port
works fine. If I want more ports, there
are excellent add-ons from companies
such as Satechi. [ adore the look of'its
OntheGo dongle, which would give
me USB-C, a100W charging port,
HDMI at 4K/60Hz, 1GbE, two USB-A
ports and SD/microSD readers. All in
a cute round hub that can fit into my
bag. [ would buy one immediately
(£55 from tinyurl.com/385satechi)
but Satechi doesn’t import the
matching Citrus-coloured version
that you can buy in the USA.

I know that the black one would
work fine, as indeed would any
decent USB-C port expander. But
dammit, it needs to be matching
Citrus. Because Steve Jobs would
have wanted it to be so. Maybe I’ll
have to order from Satechiin USA
and have it shipped. ’'ve done
madder things before now.

Talking of bolt-on additional
hardware, I’ve just ordered a new
unit from Ugreen called the Magnetic
M.2 NVMe SSD Enclosure with
MagSafe (tinyurl.com/385ugreen).

This is a battery-pack-sized unit
with MagSafe that will clip onto the
back of my iPhone 17 Pro Max. Inside
you can fit a USB 3.2 Gen2 10Gbits/sec
NVMe stick, so naturally I've ordered
a Samsung 990 Pro 2TB unit.

It snaps onto the MagSafe
mounting and comes with a very
short USB-C-to-USB-Cjumper cable
to plug into the phone. There’s a
USB-C power socket on the side of the
unit, allowing for it to be mounted as
well as charging the phone.

Why buy it? For the 4K, 120 frames
per second ProRES format that the 17
Pro Max can do. It’s too fast for the
built-in storage of the phone so you
need to use external storage. And it
generates huge files, as I discussed a
few months ago. Having a storage
unit snap onto the back of the phone
is much more convenient than an
external USB-Cdrive danglingon a
cable. I look forward to trying it out.
@ jon@jonhoneyball.com

LEEGRANT

“Indierepairershavethefreedom
and flexibility tospenddays
workingonridiculous repairs”

As our intrepid repairer attempts to outperform a private detective, he's
distracted by a dazzling new award with HP’'s name onit

here is, understandably, a
I certain amount of trepidation

when I tell you stories of
repair mayhem and computer shop
catastrophes. This increases
somewhat when dealing with
subjects from yesteryear, so let me
flag straight away that if one of you
lovely readers recognises yourselfin
what I’'m about to say, I wouldn’t be
surprised at all. Also, it would be nice
to connect as one of my clients has
gone to considerable effort (and cost)
to hunt you down.

This repair began in 2003, the same
year that Alison and [ opened our
repair shop. It was a different time
when broadband was slow, software

With LawPak running the show, all
was well with Paul’s business.

Meanwhile, in 2026

IfTcan introduce a little timey-wimey
chronology shuffle into this (surely)
Costa Book Award long-list narrative,
I knew nothing about LawPak when
Paul arrived in the shop nearly two
decades later. What I did spot was that
the uncomfortable look on his face
was the one used exclusively by my
most anxious clients. Over the next 45
minutes, he explained precisely why
he looked like a man on the edge. I
should also mention that he was
clutching an ageing desktop PC, but
we’ll get to that later.

Lee Grant and his wife
have runarepair shop
in West Yorkshire for
over 20years

3¢ @tnargeel.com

came on discs and the PC Pro Podcast “If one of you Understandably, the XP laptop
wasn’t athing. However, Bowie was Iover readers running LawPak was now well past its
still on tour, so it wasn’t all bad. . sell-by date. As the machine wasn’t

At this time, a man called Paul recogms?s connected to the web, any incentive to
worked for a small solicitor’s firm yourselfin replace it had been ignored, mainly
located somewhere in Yorkshire. whatIsay, I because it was working, but also
Much of the management of this busy wouldn't be because of a quirk in how Paul’s
practice was entrusted to a piece of . » | version of LawPak was installed.
software called LawPak Accounting, surprlsed atall During the initial 2003 setup,
happily churning away on a small LawPak requested a code to validate
Windows XP laptop atop Paul’s desk. the installation process. According to
I’m told that, at the time, LawPak was Paul, this wasn’t given to the user in
extraordinarily popular and was the media bundle and we’re still
effortlessly adept at handling case several years before internet
management, time recording, tax BELOW It'sbackto authentication was widespread. The
compliance and client records. 2003 with LawPack method in play was to make a phone

call to LawPak’s team,

exchange a few details, and

then someone would read out

a code for the user to input. All
2 very quaint by modern

. Tm;:k_i;'ﬁ“:':_'__ = standards, but it worked.

" If you listen to the PC Pro
Podcast, we often speak about
the problem of connected
services ending, leaving the
user with a lump of hardware
that no longer functions as

the manufacturer has turned
the servers off. This issue
isn’t exclusive to the modern
age, as LawPak users now
experience the same issue.
The person at the end of

the registration hotline is
no longer there. Itis

- [Rurning] - Crats Veusiios

pput  Devcss  Help

Maching  View
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suspected that the people behind
LawPak have long since retired.

Paul had spotted this about a
decade previously when he’d
attempted to install LawPak ona PC
and couldn’t obtain a new code. Now,
what would you have done at this
point? As a valued reader of the
galaxy’s finest technology magazine,
Iimagine that you’d have taken this
as the moment to perform the
long-delayed migration to another
piece of software and bid LawPak a
fond farewell. From what I've already
explained, you’ll have inferred that
Paul didn’t take this path, but what
may surprise you is that in order to
get anew activation code, his firm
employed a private investigator who
utterly failed to locate LawPak’s team.

One day somewhere in the 2010s,
Paul’s LawPak laptop coughed and a
local IT company was called in to
clone the drive onto a spare desktop
PC. Why the decision wasn’t made to
retire the laptop at this pointisn’t
clear, but now Paul had a backup. If
the laptop hiccupped again, he could
dash to the roof with a kite and wait
for the lightning to breathe new life
into the LawPak backup machine.

This was the desktop that Paul
was clutching to his chest on the
morning he arrived. Earlier that day,
the 20-something-year-old laptop
had coughed again and a panicking
Paul had dragged the backup
desktop machine from the back of
the cupboard, plugged it in, and
watched as nothing happened.

Always test the backup

In the meantime, the laptop had
crawled itself back into a semi-
working state, but even Paul had to
admit that the time had come to act.
The laptop was now permanently
switched on and a 24-hour security
cordon putinto place as if it were a
priceless antique in the Louvre.
I'know that you’ve spotted that a
power cut would bring this plan to
its knees, but he hadn’t.

Paul handed over the backup
desktop and asked me to get it
running. Naturally, I enquired when it
had last been used, and to be told that
itnever had was rather revealing.
Seemingly, the IT company had
completed the cloning work,
delivered it back to Paul, who’d
shoved itin a cupboard. The moment I

| B viBoot - T023F1ATBB7DIBCT-00-00.mrimg on GHOSTMACHINEZ - Virtual Machine Con...

File  Action

u®0

| Status: Running

Media

Clipboard  View Help
[ TR ] i

alive. Although Paul
had asked me to get this
machine running,
resurrecting an Athlon 2
PCwasn’t the solution to
this problem and
although “the customer
isalwaysright”, there
are times when they
need a solution-focused
nudge into avoiding the
wrong decision.
AsT’'msure you’ve
already realised, the fix
was to virtualise the XP
environment. Paul
should have migrated

spotted the AMD Athlon 2 sticker, [
realised that this machine may have
been new to Paul, but certainly hadn’t

| ABOVE Some of you
may recognise this old
XP menu...

been “new” for some time.

I'sent Paul away and pulled the side
off the desktop and swiftly deduced
that the reason the desktop was dead
was because all the CPU’s power
capacitors were leaking. This was a
common ailment of PCs until around
2010. Manufacturers used aluminium
capacitors in the design of their

products, and these were filled with
an electrolyte (hence, electrolytic
capacitors) to conduct electricity.

To give the capacitors greater
performance and longevity, high-
quality manufacturers developed
high-quality electrolytes. Others
seemingly topped up the components
with salt mixed with water and the

“A24-hour
security cordon
was putinto
placeasif it
wereapriceless
antiqueinthe
Louvre”

contents of the vacuum bag.
Replacing these capacitors would
have been a reasonably simple task,
but it was impossible to tell what
other components were reaching, or
had already passed, the end of their
service life. Digging deeper, I was
surprised (as was Paul) that the
machine had two SATA drives. One

was connected but goosed by a severe
motor error, but the mysterious
disconnected drive was damaged but

W

BELOW VirtualBox
threw up several
| bootingshowstoppers

(& o # [Running] - Oracke YirtualBiox

Input

off LawPak overa
decade previously but, by his own
admission, retirement was looming
and the desire to scope, source and
learn new software had long gone.
As this antique software on life
support was still being used in a
business setting, I told Paul he
needed a new laptop to run it on.
Paul accepted my suggestions and
all had to do was get it to work.

XPtoVM

The next stage was a multi-day
voyage back in time. Twenty years
ago,  was match-fit in terms of
getting petulant XP installations to
behave, but most of that knowledge
has been archived by my brain.

To make this part of the story a
little more palatable, I'm going to
recallit at 2x speed. To begin, I
needed a functional drive image, so |
took the faulty (but alive) hard drive
and used Clonezilla (clonezilla.org)
to generate what I needed. From that,
Ire-imaged a workbench SATA drive
to give a functional XP disk, which is
much easier to manipulate than a
Clonezilla image.

Next, [ used Microsoft’s own
Diskavhd (tinyurl.com/385disk2vhd)
to turn the newly imaged drive into a
Virtual Hard Disk (VHD) and piped

_thisinto VirtualBox (virtualbox.
% | org). After tweaking the
settings of the VirtualBox XP
environment, [ attempted to
boot from the VHD and
encountered the first of several
booting showstoppers. These
were caused by the XP VHD
loading drivers for hardware
that existed within the Athlon 2
system but weren’t present
within the VM environment.
So old favourites such as
gagp3okx.sys and intelppm.
sys had to be renamed in order
for XP to move through the
boot process.
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Although progress was slow, I
eventually got the machine to move to
a point where it showed me a menu
which I'm sure many PC Proreaders
will have seen. If I said, “1ST TRY THIS
seleccione esto primero” to you, some
of you will recognise this as the first
option of an old tool that modified
XP’s boot.ini file to get it to launch.
Although it was nice to see an old
friend, it made me wonder if Paul’s
backup desktop had ever been
capable of a clean boot. Seeing this
menu certainly suggests that the

boot system had been under the
microscope at some point, so |
repaired the boot.ini file using Linux
(to avoid fighting with NTFS
permissions), and finally the XP VM
fired into life and LawPak loaded.

Sadly, [ wasn’t out of the woods.
Ifixed the drivers for the display and
also tweaked the hard-drive modes.
Alllooked well, but there was no
escaping that the performance of the
XP VM was diabolical. For those
familiar with VirtualBox, [ was being
shown the turtle icon, which indicates
that performance is lacking.

Eventually, I spotted that
VirtualBox couldn’t utilise the Nested
VT-x/AMD-V feature as it was being
hogged by Windows’ own built-in
hypervisor, Hyper-V. Despite
removing Hyper-V as an installed
feature, the VirtualBox turtle kept
appearing. The desperate fix was
to modify the Windows 11 boot
record so Hyper-V did not load
(the command was: bededit /set
hypervisorlaunchtype off) and,
one reboot later, the turtle had
gone and XP was flying. [ installed
an XP PDF printer, which dropped
files into a folder that VirtualBox
makes accessible to XP and
Windows 11. Once [ was happy, the
customer was called.

There are many things I could say
to wrap up this tale. We could muse on
the dangers of running unsupported
software, but businesses and
consumers are creatures of habit and
it’s hard to let go of something that
works. We should also raise a glass
to the mysterious people behind
LawPak, whose software is still
powering at least one busy business.

I'suppose we must also blow the
trumpet for independent computer
repairers. If Paul had arrived on the
doorstep of one of our large high-

I
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street multiples asking for this repair,
I’'m certain he’d have been laughed
back into his car. Indie repairers have
the freedom and flexibility to spend
days working on ridiculous repairs
that won’t get us into the FTSE 100,
but will put a smile on the face ofa
solicitor addicted to antique software.

PCPrice Wars
(episode #4833)

It goes without saying that the tech
business is an ultra-competitive
sharks’ nest surrounded by viper-
infested waters and, although I've
dislocated my idioms, I’'m sure you
get theidea. If you flick through your
PC Proback issues (see issue 381,
pi114), you’ll see the pricing horlicks
that Dell was making of its power
cords. Aside from the confusion
about which of the five variants was
the correct one, there was the
unfathomable pricing of £19.40 for
what is essentially a 1m kettle lead.
Clearly the executives at HP are
huge fans of my column, with the
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ABOVE AllUSB-Csare
equal,butsomeare
more equal than others

“Clearly the
executivesat
HPare huge
fans of my
column”

BELOW A contender
for2026's “F*** me!
Look atthe f******
price of that!” award
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exact same intensity with which I
loathe their printers. That said,
something in my report about Dell
clearly stirred HP’s marketing
department into action and they’ve
released their 2026 contender for PC
Pro’s coveted “F*** me! Look at the
f****** price of that!” award.

HP has been selling the same 1m Cs
(cloverleaf) mains cable, which slots
into a billion PSUs, for the record-
beating price of £62.04. Let us all
stand to applaud this audacious bout
of price gouging. I can’t wait to see
what pricing gems other firms will
launch to wrestle the prized
silverware out of HP’s hands.

The universality of USB-C
Hindsight is an attribute that can
generate moments of elation and
surprise, especially when it reveals
the obvious that has always been
sitting in plain sight. Over the years,
I’'ve enthused about the benefits of
USB-C as a standard for charging
laptops, believing the universality of
the connector will make life for
consumers much simpler.
Irecently worked on a “dead”
laptop owned by a frantic
customer who needed to host an
online seminar. Apparently,
every member of the family and
half the street had attempted to
bring life to the machine, and
they’d all missed the obvious. So,
was the USB-C plugged in? Yes.
Was the mains switch turned to
“on”? Also, yes. Is the USB-C cable
part of the laptop charger oris it a
cable thatlooks identical but is
plugged into a 5V phone charger?
Yes, well, that explains it.
IfImay misquote Orwell: “All
USB-Cs are equal, but some USB-Cs
are more equal than others.”
@ |ee@inspirationcomputers.com
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OLIVIAWHITCROFT

“Don't mention Brexit. I've
mentioneditonce, butl thinkl
gotitawaywithitallright”

If you'll forgive us for the stating the bleedin’ obvious, sometimes it’s useful
to state the bleedin’ obvious - especially when it comes to Fawlty contracts

Basil Fawlty as they read this

article: “Can’t we get you on
Mastermind, Olivia? Next contestant,
Olivia Whitcroft from Surrey, special
subject: the bleedin’ obvious.” I've
tended to focus my articles on tricky
or evolving areas of law, but have
recently been reminded that, in the
frenzy of tackling complexities, it’s
important not to overlook the more
basic foundations of a matter.

So this article looks at the following

bleedin’ obvious points (BOPs) which
sometimes appear to be forgotten.

I ’m imagining readers quoting

1. The UK isnot in the EU.

2. If you want a business to do
something for you, you should do
something for it in return.

3. Ifyou want someone to follow your
terms, you should let them know
what those terms are.

4. Not all personal data is an identifier.

1.The UKis notin the EU

A popular BOP to start with. The UK
left the EU in January 2020 - almost
seven years ago now. As a corollary to
this, UK companies have operations
outside the EU. The UK is also no
longer in the European Economic
Area (EEA).

Nevertheless, the number of
UK-based documents that I still
come across that appear to assume
the UK is part of the EU is
phenomenal. Each week, as sure as
Mr O’Reilly is going to muck up the
building work at Fawlty Towers,
I’'m going to read a UK agreement,
privacy notice or risk assessment
with a reference to EU law or
transfers of data outside the EEA*.

It may be excusable if these were very
old documents, but they’ve usually

Acknowledgement

Fawity Towers quotes and references are from

Fawlty Towers by John Cleese and Connie Booth;

© John Cleese, Connie Booth, Waterfall

Productions Limited.
|

Oliviais principal of
the law firm OBEP,
which specialises in
technology contracts,
IP and data protection
3 @0bepOlivia

“Maybeit’s
wishful
thinking that
we’llbe
rejoining the
EUimminently”

BELOW The UK left
the EU sevenyears
ago, butyou'd never
know it looking at
some legal contracts
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been drafted or reviewed recently.
Did I miss the memo, “Don’t mention
Brexit”? (I've mentioned it once, but I
think I got away with it all right.) Or
maybe it’s all wishful thinking that
we’re rejoining the EU imminently.
Here are some examples relating to
the provision of services in the UK.

B “The provider shall not transfer data
outside the EEA.” It uses datain the
UK, so will almost certainly be in
breach of this.

B “The provider shall perform its
services from its office in the
European Union.” Oh dear, it
doesn’t have one.

M “The company shall keep data
confidential unless it is required to
be disclosed by a law of the
European Union.” It will have to
ignore any UK disclosure
requirements, then.

How can you address this? I would
suggest doing “Find ‘EU’ or ‘EEA’ and
replace with ‘UK’” in all your
documents. You’ll probably also need
to check the provisions still work with
these substitutions, but you can worry
about that when you come to it.

2.Ifyouwant abusiness to

do something for you, you
should do something for
itinreturn

To form a binding contract, both
parties need to provide something of
value, known as “consideration”. For
example, I provide you with a service,
and you pay me. Or Mr Fawlty agrees
to provide a hotel room with a bath
and a view, and Mrs Richards
promises to pay £7.20 plus VAT.

If you try to require someone to do
something for you but offer nothing in
return, then there’s consideration
passing from them to you, but no
consideration passing from you to
them, and so no contract is formed.

The consideration passing one way
doesn’t need to be of comparable
value to the consideration passing the
other way. So if one party pays £1 for
something that’s worth a lot more,
that’s still sufficient.

A couple of other rules: “past
consideration is no consideration”,
meaning that, for example, if a service
has already been performed, it’s too
late to require a payment in return (if
this didn’t form part of the original
terms) and a subsequent promise of
payment may be unenforceable. Also,
it’s not sufficient to use something
that a party is already required to do
as consideration.

IThave an example of a recent
situation with questionable
consideration. The parties entered
into an agreement under which one
party would provide the other with
access to asystem in return for
payment. At a later stage, some
“acceptable use” terms were
presented to the customer to agree to.
But where was the fresh consideration
for agreeing to these new terms? The
provider was already obliged to

provide access to the
system under the
original agreement, so
this wasn’t sufficient.
Idid, however, say that
consideration was
“questionable” rather
than definitively absent.
If the original contract
for services had
envisaged these future
acceptable use terms,
then it’s possible that
they were an element
of'the original
bargain (where the
consideration from
the provider was
access to the system).
But this leads me on
nicely to BOP 3.
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3.Ifyouwant someone
tofollowyour terms, you
should let them know

what those terms are
I'wasrecently signing up for an online
account to book an event. To register,
I'had to agree to some terms and
conditions. There was purportedly a
link to these, which I clicked on. This
resulted in a pop-up saying that |
needed to register to view the terms
and conditions. So I needed to agree to
the terms in order to view the terms
thatI’d just agreed to. I've kept a

copy of this with the filename
“Terrible Booking Process”.

Just as when Mr Hamilton wants a
Waldorfsalad at Fawlty Towers he
needs to spell out the ingredients at
the time of ordering (celery, apples,
walnuts, grapes, or so I've heard), if
you want particular terms to be
incorporated into a contract, you need
to make them clear at the time the
contract is formed. Terms can be
incorporated by reference to another
document, as long as the other party is
given sufficient notice of them. If the
core terms of the contract aren’t
available to look at until after the
agreement has been entered into, this
is unlikely to be sufficient notice.

In addition, any unusual or
onerous terms may not be effectively
incorporated if you haven’t drawn
sufficient attention to them. So if you
are trying to “hide” provisions you
don’t think the other party will like
deep within your standard terms, they
may not form part of the contract.
Even ifthey are incorporated, they
may risk unenforceability if they
aren’t reasonable in context.

The solution: at the time a contract
is being made, give people a copy of
the terms you want to apply,
specifically point out any terms that
may surprise them, and try to be fair.

4. Notall personal data

is anidentifier

To finish off,  have another common
BOP. Personal data, as has been
similarly defined in UK data
protection law since the Data
Protection Act 1984, means
information relating to an identified
or identifiable individual. This is

not equivalent to “data that identifies
an individual” or “personally
identifiable information”, as 1
commonly see referenced.

Data thatidentifies an individual
may include direct identifiers such as
name, facial image (used for facial
recognition), online ID, customer or
staff number. Someone may also be
identified indirectly from particular

Real world computing

pieces of data, if
combining them with
other information
allows that person to be
identified or singled out.
For example, reference
numbers within
pseudonymised data sets
enable organisations to
link information back to
identified individuals,
and physical
characteristics may
enable someone to be
singled out within
specific CCTV footage.
These are all subsets of
personal data.

The concept of

personal data is wider,
however, and includes any other
information which relates to that
individual who can be identified.

The potential scope of what “relates
to” anindividual is broad and includes
your opinion of them, inaccurate

data about them, information that
forms the basis of a decision
concerning them, or data that
otherwise impacts them.

To give an example, the
information “there are bricks in Lord
Melbury’s briefcase” contains the
name of Lord Melbury as an identifier
(and even ifit’s fake it still singles him
out). The fact that there are bricks in
his briefcase is additional personal
data about him. Mr Fawlty’s opinion
of him (changing from high esteem to
contempt following the brick
discovery) is also his personal data.

All data protection rules rely on the
meaning of personal data: you must
process personal data for specified
and lawful purposes and with a lawful
basis, individuals have a right of
access to their personal data and so
on. You may craft an otherwise
fabulous data protection policy, but if
the meaning of personal data has not
been understood, the policy may not
be implemented correctly.

“Personally identifiable
information”, and variants of this
term, are more US-centric ways to
refer to a concept similar to
personal data. However, the
term has different
meanings under
different laws and in
different contexts, and
may be more limited
in scope than personal
data. Use of this
terminology in UK
documents can
therefore lead to
uncertainties.

ABOVE Handling
personal datasuchas
credit card details
needs to be treated
with caution

“The moral of
thestoryisto
get thebasics
right before
delvinginto the
complexities”

BELOW T&Cs should
be clear from the

outset, and shouldn’t
“hide” any surprises

The ICO also picks up on this point
on the “Tackling misconceptions”
page of its Gen Al guidance. It says:
“‘Personally identifiable information’
(PII) is different to the legal definition
of ‘personal data’... Organisations
must not undertake compliance based
on a fundamental misunderstanding
or miscommunicate their processing
operations.”

I'wasrecently reviewing a risk
assessment looking at complex uses of
data for data analytics. It had some
clever analysis and mitigations. But
“personal data” had been equated
with “personally identifiable
information” and went on to describe
itas “data which identifies an
individual”. This meant the
assessment may have been
insufficient or incomplete, as it may
not have considered the wider (or
differing) scope of personal data.

What does all this mean? If you're
looking at risks and compliance under
UK data protection law, it’s best to
stick with the term “personal data”
and its legally defined meaning, to
avoid misapplication in practice.

The moral

The moral of the story is to remember
to get the basics right before delving
into the complexities of a matter. And
abonus BOP, well known in the
hospitality sector: you can’t keep
aratina hotel, particularly
when a health inspector is
about to pay a visit.

*Postscript: I finished
writing this article and
turned my attention to
a contract for review.
Second page, third line
down: mention of the

EEA - bingo!

@ olivia.whitcroft@obep.uk
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DAVEY WINDER

“Drumbanginglam, butifit
takesnoisetogetattention,

thensobeit”

What is OSINT, and why aren’t you already using it? Plus the not-so-hidden
dangers of Al tools revealing record levels of security vulnerabilities

engaging with cybersecurity

professionals in any capacity,
the term “OSINT” will inevitably
pop up at some point. But what
precisely is OSINT, and why should
you not only care about this dark
art but also seek to educate yourself
in it? Wonder no more.

The first thing to know is that the
acronym expands to Open-Source
Intelligence. The second thing is that
just because you can use Google
doesn’t mean you’re already an
OSINT practitioner. Well, it does to a
degree, I guess, but not one that’s
worth shouting about except to
yourself, in the mirror, followed by
“are you talking to me?”

Real cybersecurity people know
that OSINT demands much more
attention than a single search
engine, not least because so much
information isn’t indexed by such
“surface web” tools. Which brings me
nicely to a third point: information is
not the same as intelligence.

Indeed, the SANS Institute defines
OSINT as “intelligence produced by
collecting, evaluating and analysing
publicly available information with
the purpose of answering a specific
intelligence question”. In other
words, the information you find is
just the starting point, the raw data if
you will. It demands analysis and the
addition of context to become
actionable intelligence. If you don’t
possess critical thinking skills, then
you shouldn’t be anywhere near the
cybersecurity field, in my never
humble opinion, and you certainly
shouldn’t turn to OSINT as some kind
of magic security tool.

Those of you with that kind of
thought process will already be
wondering what the heck you can use
OSINT for in a defensive capacity.

I fyou spend sufficient time

Davey is ajournalist
and consultant
specialising in privacy
and security issues
X @happygeek

“You certainly
shouldn’t turn
to 0SINT as
some kind

of magic
security tool”

BELOW The OSINT
Portalis a useful hub
for OSINT research
and tools

Surely this kind of publicly available
information-gathering is the very
thing threat actors use to build attack
profiles? You’d be right; they do.
OSINT and social engineering/
phishing are joined at the hip. It’s one
of the reasons cybersecurity people
are always warning about being
careful what you post online, across
social media platforms in particular,
as these very postings can be used to
build personalised attacks.

The rise of Al tooling to create
convincing phishing bait using data
from OSINT operations is one of the
reasons targeted attacks have become
so prevalent and so successful. But
there are two sides to the OSINT coin,
and the defensive side is just as useful,
if not more so. By using exactly the
same information-gathering
reconnaissance methodology,
defenders can pre-empt attacks and
look to erect stronger barricades, be
that in terms of warning likely targets
or ensuring layered authentication
protections are in place.

Here’s another way to think of
OSINT: as another weapon in the
penetration-testing arsenal.

One that can help assess your
attack surface and expose the more
obvious weaknesses. Such as, he
says nonchalantly, all that highly

Welcome to the OS
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Quick Navigation

Collated Resources
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Bookmarks

sensitive corporate data, including
the aforementioned employee and
director details, that are being
exposed online.

If criminal forums on the dark web
have new posts that include the name
of an executive working at your
organisation, that’s the kind of
information that can be turned into
actionable intelligence. If public
sources are mentioning attacks
against businesses that are in the
same industry/sector as you, that’s
information that can be used as
actionable intelligence. If you find
evidence of brand impersonation,
domains registered that are
manipulated to look like yours, then
that’s... yes, you get the picture by
now, [ hope. I know, drum banging I
am, but if it takes noise to get
attention, then so beit.

Whereto find OSINT

By now you should have an idea of the
stuffyou’re looking for, bearing in
mind that it always has to be specific
and properly aligned with your
business security needs (general
OSINT trawling is, frankly, a waste

of everyone’s time and resources).

So to the next question: where do

you look for it?

The answer will largely depend on
the intelligence you require, but
sources such as WHOIS databases,
the dark web, GitHub repositories,
paste sites, LinkedIn profiles, breach
disclosures and social media postings
are allin the frame.

Which brings me to the most
important question: how do you
search them effectively? The problem
here is there are lots of tools for OSINT
purposes, and you can easily get lost
in finding and testing them.

Aaron Roberts, the co-founder of
Webamon, the self-proclaimed
“Google of threat
intelligence,” has one
of the best resources
out there. It’s free to
use, although you’ll
have to register to do
so. It’s called the
OSINT Portal
(osintportal.com)
and does just what
it says on the, er,
URL. It’s a hub for
OSINT research and
tools, sorting them
by category such as
CVs, data breaches,
paste sites, search
engines (including
the dark web), social
media and so on.
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Butit’s much more than that. Ilove
the collated resources section, for
example, where you can find highly
curated collections of OSINT resources
organised by category, whether
you’re looking for cybercriminal
campaign intelligence, UK-specific
OSINT or a starting point for cyber-
threat intelligence.

Using Al tojog your code
security memoryisa
double-edged sword

I must put my hands up and admit to
writing as much about the double-
edged sword thatis Al in the
cybersecurity field as the next
journalist looking for clicks.
Nonetheless, the topic is an important
one given that the number of newly
disclosed vulnerabilities is continuing
to go through the roof, month after
month after month.

The facts speak for themselves.
Microsoft’s July Patch Tuesday
announcement saw the company
confirm an absolutely staggering
570 security vulnerabilities, in what
was arecord-breaking rollout at the
time. Although I wouldn’t be at all
surprised if that has been beaten by
the time you read this.

Google has been making similar
discoveries, with the biggest ever
Chrome security update addressing
429 vulnerabilities in June. Literally as
I’m about to submit my copy, news
has broken that 432 Linux kernel CVEs
were confirmed across just two days at
the end of July. And if all that has left
your mouth agape, better get the gob
vice out as Oracle managed to top the
lot with, wait for it, the release of
1,449 security patches.

Looking more closely at only one of
these platforms, Google Chrome, it
becomes obvious that one type of
vulnerability is front and centre
more than any other: memory issues.
More specifically, we’re talking about
use-after-free, heap buffer overflow
vulnerabilities, and uninitialised
memory usage.

The Open Worldwide Application
Security Project (owasp.org) defines a
use-after-free condition as something
that happens when a program
references heap-allocated memory
after it has already been freed or
deleted, which can result in data
corruption and even arbitrary code
execution, but all three are critical
memory security issues. They simply
differ when it comes to location.

While use-after-free issues occur
when a program accesses memory
after it has been discarded,
uninitialised use is when that program

accesses memory before data has been
written to it. A heap buffer overflow,
meanwhile, occurs when a program
writes more data into memory than
the allocated, fixed space can hold.

An exploited uninitialised use
vulnerability can lead to remote code
execution, privilege escalation,
information leaks and crashes. Heap
buffer overflows can allow a program
toread and/or write data controlled
by an attacker, and a use-after-free
exploit can create the conditions
required for data corruption and
arbitrary code execution.

Bear in mind that Chrome is
primarily a huge C + + codebase.

The discovery of dangling memory
pointersin C + + code is hardly
unusual, especially when the code is
extremely complex and dynamic.
But then Al enters the equation.

The common denominator among
all this vulnerability discovery
activity is Al. The latest LLMs can find
vulnerabilities in code at a rate we
have simply never experienced
before. And that’s a problem.

Automated, aggressive Al
vulnerability scanning isn’t
inherently bad, as it uncovers
vulnerabilities that need fixing.
However, it becomes inherently bad
when threat actors use it to do the

Protect codebases at
machine speed

CodeMender finds and fi>

ABOVE Cybersecurity
people are always
warning about being
careful what you post
onsocial media

“One type of
vulnerability is
frontand
centre more
than any other:
memory issues”

BELOW CodeMender
uses Al tofix code
vulnerabilities before
it'sreleased

~ode vulnerabilities autonomously

.

same. That’s one obvious example;
less obvious, but perhaps even more
concerning, is that the sheer volume
of vulnerability discovery, and most
importantly disclosure, is
overwhelming bug bounty platform
triage systems and developer
remediation processes alike.

Which is where my plea comes in.
If these tools can be used to discover
vulnerabilities in code that’s being
used, why can’t they be used to
discover them before they get
released? The answer, of course, is
that they can, and they are.

Tools such as the CodeMender
agent on Gemini Enterprise Agent
Platform, for example, exist to find
and fix code vulnerabilities with
developer tool integrations built in.
There are real-time IDE scanning
tools, Al-powered contextual data
flow analysis models, advanced
agentic methods for automated
proof-of-concept exploit execution
and, of course, automated patch-
generating options that, once
checked by the developer, can fix
what has been found. All of which
comes at a cost, both in terms of
licensing and trust.

But that’s not all, as Jeff Burt
writing at DevOps.com (tinyurl.
com/385devops) has sagely warned.
Burt pointed out that Al
coding assistants, which
are fast becoming a
developer essential,
represent a significant
security risk.

“Cybersecurity
researchers have reported
on such threats as
‘HalluSquatting’ and
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‘GhostApproval’, which target
developers and their Al tools.

“That’sin part because the adoption
of Al coding agents is outpacing the
development of security tools to
protect them,” Burt wrote.

This means that developers using
such tools are now a target. Or more of
atarget than they were previously, |
should say. Of course, I'm aware of the
irony of Al agents designed to find
vulnerabilities in code having
vulnerabilities of their own that
attackers exploit. In fact, I think I'll
go and have a lay down. Is it too early
for a large bourbon on the rocks?

Andfinally...

Printers: hate them or hate them, we
can’t quite yet live without them. Nor,
it would seem, can cybercriminals.
The latest threat - and it would be
laughable were it not so serious - to
emerge via the printer is the
ransomware note.

Yep, researchers at Kaspersky
have been analysing what they called
a bizarre ransomware campaign
whereby hackers have hijacked
victims’ printers and caused them to
print physical copies of the
ransomware notes.

Over to Eduardo Chavarro Ovalle,
Kaspersky digital forensic and
incident response group manager,
for his words on the matter: “These
incidents highlight a pragmatic
approach to ransomware. Instead of
relying on sophisticated malware,
attackers are taking advantage of
exposed services, weak
configurations and legitimate
administrative tools already present
in the environment to encrypt data
and pressure victims into paying.

In some cases, they also use channels
such as printed ransom notes to
exert psychological pressure on
victims and reinforce the urgency

of their demands.”

I guess this proves, up to a point,
that at least some of the target
infrastructure had been
compromised, but I’'m not really
sure why a printed demand should
be any more compelling than the
ones taking the usual route of
system notifications, emails and
telephone calls.

@ davey@happygeek.com

STEVECASSIDY

“Today, we haveit easy.Too easy,
tothepointwheretheartof
programming could soonbelost”

Understanding how to code remains crucial for people who workin IT,
especially when today's tools make it so easy to grasp

hen was the last time you
wrote a program? While
working on a revised CV

in a vain attempt to take my mind off
the maxed-out fans in my server
room, I was quite surprised to realise
just how many languages I’'ve
worked in, and also how many of

my customers have combined the
roles of chief executive and
principal developer. Yet, in 2026, the
number of workers and owners |
know who would use a traditional
compiled language to address a
business problem is countable on the
fingers of one hand.

I’d go even further:  know more
people who have noidea what a
“compiler” might be, yet are working
all day, every day with a mouse,
keyboard and some things they
loosely describe as programs, or apps
in modern parlance. Most of this
generation of knowledge workers
would be horrified to discover that
they might be expected to roll their
own tools and technologies. Yet this is
how computing was started, and
many aspects of those early years
still deliver practical, everyday
business lessons if only you know
where to look.

Little of this folklore is found
online, because it pertains to the
early days of code and compiler and
hardware vs software. You have to
hunt out actual paper books to get to
the bottom of the importance of the
compiler, and why you should at least
understand its governing principles.

When I find someone interested
in this matter I recommend two
books: A Computer Called LEO by
Georgina Ferry, and Programming
Pearls by Jon Bentley.
The LEO book is
about the world’s
first commercial
computer, used to
process daily receipts
from an entire nation
of Lyons tea houses -
the Starbucks of its
era, selling tea and
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BELOW One of the
first commercial
computers processed
receipts fromLyons
teahouses

cake for minute amounts of money.
LEO was based on the University
of Cambridge’s EDSAC, itself an
adapted version of the American
EDSAC concept.

LEO was then reprogrammed for
the British way of life, not least the
British currency at that time, which
was still counting in pounds, shillings
and pence. So that starts out being in
base 10, shifts to base 12 for the
shilling, and then just spirals off into
lunacy with a coin that was worth
almost nothing and yet had 12 sides:
the threepenny bit. You won’t be
surprised to hear that no applications
for early computing platforms came
with packaged solutions to include
the existence of a 12-sided coin
worth less than a packet of crisps.
That early programmers working
for LEO, entirely self-taught of
course, managed to create useful
software from scratch is worthy of
adulation and respect.

Today, we have it easy. Too easy,
to the point where the art of
programming could soon be lost,
particularly for newcomers to IT.
But being unable to put together a
program - however simple - on a
computer you own is a near total
disaster, in my book. I started out
coding in COBOL, branching rapidly
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offinto BASIC, PASCAL, Modula-2
and -3. Of those, by far the most
productive in the longer term was
BASIC. Despite a certain level of
snobbery in developer communities,
BASIC was included with almost
every computer sold in the dawn of
the PCera.

Crucially, it also got tweaked a lot,
becoming a macro-writing toolbox
within Microsoft Excel and other
Microsoft Office applications. No
fooling: I probably spent 15 years
writing business applications in one
dialect of BASIC or another. Ten years
of that was customising Lotus Notes,
which had embedded a near-
unrecognisable version of BASIC
inside the cores (server and
workstation) of its corporate email
platform. When [ left that particular
marketplace, the best way to write

yourself an intelligent email agent on even know how your business abouttheriseandfall | mostly whatIliked was the price: £80
an IBM mainframe the size of a computing product has been oftheHyperCardcan | on my doorstep, tested, bubble
minibus was to use BASIC. developed, and you have no way to beseenattinyurl. wrapped and with leads included.
One of the greatest puzzles in examine the source code that’s com/385hypercard Don’t mind if I do.
figuring out the advantages of alleged to be doing all the work for After aweek or so of ludicrous
compiled versus interpreted code is you, then you’'re critically exposed to courier-delivery shenanigans (of
whether the platform you’re working | your supplier. And that’s not which more below), I finally received
on is telling the absolute truth about restricted to the IT department; it’s my new-to-me Lenovo ThinkVision
its status as a compiled language. the whole business. Taking an Pro 2840m, in good order and fully
Quite alot of BASICs reduce the interest in the variety of languages L functional - just short of the desk
entered code into “tokens” - short used to build your business software “Glum visit with | stand. No biggie, I thought. I have
data fields in which a single value suite is sensible insurance; even the the dentist or screen arm mounts clamped on my
maps to a multi-lettered language best of businesses fall out with optician, Nice desk, ending in the four-limbed claw
keyword. This trick became suppliers now and then. ! " of the standard VESA mount.
widespread in the humble Spectrum, hlgh'quallty I eagerly grabbed my electronic
but could still be found in some of Heart of glass screen, here screwdriver and set about
the bigger mainframe platforms One of the best ways to buy yourselfa Icome” demounting the old screen whose

nearly 20 years later.

Beyond the BASICs

It would be foolish to ignore the
competitors for compiled languages,
in trying to suggest that business
computing users familiarise
themselves with the technologies they
could be using with a bit of education
and encouragement. In particular, it
pays to understand the use cases and
differences between Apple’s
HyperCard and the 8oolb gorilla in the
world of coding these days - that suite
of utilities ending in “ML” - so, HTML,
XML and all their derivatives.

The distinction in my mind is clear:
real languages take the computers
they’re installed on through processes
of change. The various markup
languages are much more passive,
not so much being modified by the
attention of the CPU, as illuminated
as the device presents them to the
human driving the process.

HyperCard is now a lesson from
the history books. In particular the
decline of HyperCard, which
proceeded at some speed during 2004

until Apple withdrew the
product entirely. On the one
hand this was bad news for
businesses and academics
who had gone 100% boots-in
on Apple’s solution; on the
other, the lesson about
writing code in the most
portable tool you can find
was not lost on a whole
generation of pioneers in
computing, from Professor
Richard Dawkins right
down to poor old Cassidy,
trying to make sense of the
differences between BASIC
and Psion OPL, both of
which were considered

way out of the limelight
until that moment.

Real world computing

The Bicycle of the Mind: The Rise
and Fall of HyperCard

watch on IE8 YouTube

Let’s be crystal clear about the
business takeaway here. If youdon’t

ABOVE This excellent
mini-documentary

But the stars aligned. I like both the
seller and the brand (Lenovo), but

high-quality monitor is to go hunting
in the corporate refurbished
marketplace. I’ve been hanging out in
the online shops of my trusted traders
for rather too long, so long thata
definite pattern of buying has
emerged. Nasty shock from the
taxman? Time for a new laptop. Glum
visit with the dentist or optician? Nice

place would soon be occupied by
the Lenovo display. Or at least, |
started to unscrew the bolts, until
the whole mount gave off a deep,
grating moaning noise, and both
screens slumped forward, flapping
out and down as the elbow-style
carrier arms unfolded to their
maximum extension. This made

high-quality screen, here I come.
Only a few weeks ago, [ spotted a

beautiful 4K screen, all in order except | canmakeevenatrip

that the desk stand wasn’t included.

BELOW Ahigh-quality | matters even worse, because the
refurbished monitor leverage of the monitor’s dead
weight became amplified by the
tothedentistbearable | extension of the arms.

i T — =
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And it suddenly sunk in. All this
action and groaning and
1 what-have-you was taking
place around a heavy steel
clamp, grasping the top of
my working desk. My glass
working desk.

On this occasion, the
groaning and damage was
the cut edge of the glass
desktop grating across the
closing clamp of the screen
mount, for which I shall give
profuse and eternal thanks.

The VESA standard covers
alot of ground when it comes
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to screen mounting.
There are three different
sizes of bolt you might
have to use, a variety of
bolt-hole spacing
suggestions, and no
actual penalty should
you get the loading
wrong: kind of
disappointing to say the
least, especially now,
because the world has
moved on quite a lot
since VESA was
originally proposed.
15inand 17in TFT
displays were the kings
of the hill back then, and even though
some of them might have been heavier
than a modern screen, their smaller
size helped to offset the imbalance
created by two odd-sized screens
attached to a dual-arm mount.

But! Let’s not lose track of my
particular incident. The point of
damage and impending failure wasn’t
the screen end of the arm: it was the
clamp. A pair of metal platesand a
screw-down connector, designed to
be strong enough to allow you to pick
up the desk by the screen-mount. This
isfine so long as you’re working with
a chipboard desk surface, where
over-tightening of the humble steel
clamp just digs into the soft amalgam
of glue and woodchips making up the
desk. In the case of my nice modernist
glass-topped, trestle-mounted
working desk, the only material
available for the clamp to grab was
the actual glass surface itself.

(Don’t tell anyone, but I don’t like
glass desks. My partner decided I
needed a bit of a cheer-up and waited
until  was away from home to bring
in not one but two slightly oversized
dining tables as my work surfaces.
I'had to keep them, and ended up
adorning them with stick-down
mouse mats, because optical mice
don’t actually work on glass. Let’s
move on rapidly: this is one of those
relationship subjects.)

So here is my serious business
guidance. While computing hardware
has been getting faster and smaller
and less power-hungry all the time,
there has been a marked lack of
innovation in the systems that form
your workspace. My new 4K screen
presents a heavier load, offset further
from the mount’s centre of gravity,

increasing the drag on the desk clamp
mechanism and the surface it’s
mounted on. The very last thing I
want is for a careless bump to a
heavier screen to make the glass desk
shatter like a car windscreen,
dumping not just the screen mount
but also everything else on the desk
down into a glittery pile of toughened
glass adorned with sharp edges.

Iregret toinform you that there’s
no widely agreed written standard for
load-bearing glass sheets. It’s just not
possible to Google for weight-bearing
in table-top transparent materials: if
you stray into architectural resources
then there are some studies and
suggestions, and there’s a standout
piece of work done on cars with moon
or panoramic sunroofs (apparently
they’re not alot of help should you
roll your pride and joy into a ditch).
But outside of this specialist area,
what we mostly work on is a few rules
of thumb and stand-out examples,
and there are precious few of those
when it comes to monitors. And
remember, each screen weighs about
as much as a nine-month-old baby.
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ABOVE This Lenovo
screenwas an £80
bargain, but at the
cost of my glass desk

“The last thing I
wantisfora
careless bump
to make the
glass desk
shatterlikea
windscreen”

BELOW Glass desks
are notideal for
clamping monitors to

So what’s to be done
here? My solution was to
layer the clamp area,
mainly using a couple of
old, horribly scratched
polyurethane kitchen
chopping boards as
cushions between the
glass and the clamp. The
scratches and knife cuts
arerelevant, because
they provide more grip
on both the glass and the
clamp, and the larger size
of the board reduces the
forces around the edges.
I can foresee a moment
when there will be lots of sploshing
about and cursing while the kitchen
board pad is permanently epoxied to
the jaws of the clamp, but only when
heavy 5K screens or a strong-enough
mount to take a complete iMac
become more commonplace.

This is where the boundary
between amateur DIY and
professional, safe workplace lies, and
the distinction is in the matter of
insurance. You're unlikely to be able
to insure a bodge-up solution, no
matter how strong it is. Insurers want
to see the Kitemark logo and a
specification sheet with handy
measures such as maximum loading
and anticipated breaking points. As
IT people, we must acknowledge that
premises and furniture are fields
where the supported equipment has
changed radically over the last
quarter of a century, but the supports
themselves have not.

This train of thought came up after
a casual survey in the PC Proreaders
Facebook group, in which we were
asked what our desktop rig looked
like. Mine is not quite the most
leading-edge selection of devices, but
it was pretty close to the heaviest: in
particular, my IBM T210 screen and
Barco x-ray monitor are at the upper
limit of what I’d consider as a
.. one-manlift. They’re
definitely beyond the limits
I’d be happy to testa
desk-mounted arm with.

So the next time you
knock back a buying
request for an enormous
formed-alloy multi-screen
mount, priced within
an inch of the value of
the screens and laptop
that will present as its
burden, just run through

the logic for a minute. It
might actually be money
well spent.

@ cassidy@well.com




perating systems come

and go. Some are fondly

remembered (think

AmigaOS, famous for its
pre-emptive multitasking), while
others are best consigned to history
(looking at you, Windows Me). We’ve
had many mobile operating systems,
distributed operating systems,
network operating systems,
embedded operating systems and
even one designed to be the Third
Temple from the Hebrew Bible
(TempleOS). They’ve come to define
how we use our computers.

Given their importance, it’s no
surprise that enthusiasts enjoy
looking back and exploring what
operating systems had to offer.
Among them is a Canadian software
enthusiast called Andrew Warkentin,
who’s so passionate about such
foundational software he’s created a
digital museum packed with

Opera

Welcome to t

examples. His Virtual OS Museum is a
vast, impressive collection of more
than 570 operating systems across 250
platforms, and it’s a joy to explore.
Warkentin’s museum - available
via the website virtualosmuseum.org
- covers a wide range of goodies, from
early computing milestones such as
the Manchester Baby (the world’s first
stored-program computer, built in
1948) to the earliest versions of Unix.
Itincludes machines released in the
golden age of home computing, from
the Apple ITand Commodore 64 to
the ZX Spectrum and BBC Micro,
as well as once popular mobile
platforms such as PalmOS and EPOC/
Symbian. There are more obscure
systems such as Oberon and Bell Labs’
Plan 9, and you’ll also find later
mainframes and minicomputers.
Such is the size and complexity of
Warkentin’s archive that “visitors”
must put in some legwork before they
start exploring. Although each
operating system has been set up to
work without configuration, they all
run under emulation inside a Linux
virtual machine, using software
such as VirtualBox, QEMU and UTM.
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David Crookes looks at a tool that allows
hundreds of old operating systems
to runon modern computers

This means the museum must be
downloaded and launched on a
computer that has a lot of free
storage space. The amount required
isnot for the faint of heart.

As a minimum, the Lite version of
the Virtual OS Museum needs 22GB of
storage, and that only provides access
to the collection. Each individual
operating system must then be
downloaded separately. If that sounds
like a faff and you’d rather have
everything available from the outset,

ABOVE AO-DOS, seen
here running the game
Cybernoid, was a disk
0S for the Soviet
computers BK-0011
and BK-0011M

RIGHT The pre-launch
testversion of
Android-Milestone 5,
releasedin 2008

It’s hard not to admire
how much effort has
gone into bringing this
free collection to life

1ON reboot

ne Virtual OS Museum

you’d need a whopping 179GB of free
space. For anyone seriously interested
in computing history, however, such
requirements are a small price to pay.

M Operating history

It’s hard not to admire how much
effort has gone into bringing this free
collection to life. Warkentin, who has
been collecting emulators and virtual
machine images for over 20 years, has
spent a significant amount of time
looking for operating systems and
emulators to install.

G orer




He’s also made a few
contributions of his own,
asking people to send him
DVDs containing multiple
operating system images
that he could then dump
(dumping being the act of
copying its internal memory
or file system to create a
snapshot of what the
computer is doing at that
moment). Some of these have
been used to install images in
the Virtual OS Museum.

“I’ve also dumped some
operating systems from
original media that weren’t
previously available online,”
he told PC Pro. “These were
MaxOS Linux (an obscure attempt at a
commercial Linux distro from a
company semi-local to me in the early
2000s) and LynxOS 4.0.”

But just how did Warkentin
become interested in creating such
a collection?

“Iread about old non-Unix
timesharing operating systems like
ITS and TOPS-10 in places like the
Jargon File [a glossary and usage
dictionary of slang that dates back
to the 1970s],” he said. “I wondered
what they were like and eventually
found a site with ITS tape images and
instructions on how to install them.”

Those instructions related to SIMH,
an open-source emulator written in
1993 that recreates many classic
computers such as the PDP-10 and
VAX. “Iimmediately downloaded and
installed the images,” Warkentin said.
“I then downloaded a bunch of images
from the SIMH site and installed those
aswell. Soon enough I was hooked.”

As time went on, Warkentin
realised his growing collection would
be of interest to others. “The thought
of sharing it crossed my mind a few
times over the years, but it wasn’t
until a few years ago that 1 got serious
about getting it up to a release-worthy
standard,” he said.

The work involved cleaning up the
collection so that it had a consistent
structure. He also added proper
metadata. Warkentin wanted users to
get stuck in with minimum fuss, so he
handled the complicated process of
getting the operating systems running
on amodern computer. Packaging all
the operating systems into a Linux
virtual machine was an obvious step.

“There’s really no other good way
to package something like this,”
Warkentin said. “Packaging all the
dependencies of more than 150
emulators would be very difficult to
do any other way. No mainstream OS
has a container manager that would
be up to this, and distributing thisasa
loose collection of independent

emulators and
images would be
very difficult.”

By the time
Warkentin was
ready to share
the Virtual OS
Museum with
the world, he’d
alsoadded a
graphical
launcher to make
it simple to find and select an
operating system. “Before that, I was
just running the scripts for each
installation from the command line,”
he said. “Sometimes I still do.”
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M Challenging times

Warkentin isn’t alone in his desire to
preserve old computer systems and
software. Preservation, whether
digitally or physically, is widely
considered to be of vital importance.
Experts and enthusiasts fear that vast
amounts of history would otherwise
be lost - more so as physical media
begins to degrade over time.

Assuch, there are many
preservation efforts, most of them
driven by enthusiasts who have
created emulators along with disk and
tape images of software. This has
ensured the survival of a lot of
software, especially given the potential
for physical media to degrade.

But while many websites such as
the Internet Archive have proven
invaluable in ensuring software and
operating systems remain available to
use, there’s a general feeling that even
more needs to be done. The non-profit
Video Game History Foundation in the
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“l was running the scripts
for each installation

from the command line.
Sometimes | still do”

US, for example, recently
launched the latest
version of its digital
archive (archive.
gamehistory.org), which
is packed with magazine
scans, press materials
and documents.

In 2020, the National
Videogame Museum in
the UK set up a Specialist
Subject Network called
the Videogame Heritage
Society. Its members
include the BFI, Science
Museum Group, Museum
of London, Centre for
Computing History, Bath
Spa University, the

British Library, C64 Audio
and The RetroHour
Podcast. Their mutual
aim: to collaborate on

the challenges of digital
game preservation.

There certainly are
challenges. In March, the
fan-run Myrient archive,
containing more than
390TB of game ROMs and

ISOs covering systems, was forced to
close, citing unsustainable monthly
costs. In July, Germany’s largest video
game archive, the Internationale
Computerspielesammlung,
announced it was closing due to

the expiration of public funding,
despite having more than 60,000
catalogued games.

This is rather worrying. If game
preservation is proving difficult to
sustain, what hope is there for
“serious” software? “It does seem like
platforms with a gaming focus tend to
be the best preserved,” Warkentin
said. “Nearly every home computer,
no matter how obscure, has an
emulator, same with later consumer
platforms, but the same can’t be said
for other categories.

“A decent number of workstations,
minicomputers and mainframes are
emulated these days, but there
definitely still are some gaps. The
worst preserved category would
definitely be midrange/office
computers such as the IBM System/3x
machines and the like. There was an
entire cottage industry of small
manufacturers of such machines in
some places, but software and
documentation for nearly all of them
seems to be lost. Even most such
machines from major manufacturers
like IBM are still unemulated.”

M Exploring the classics

It’s why the Virtual OS Museum is
important and why havingitasa
downloadable local archive is sure
to work well in the long term.
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Retro TheVirtual OSMuseum

Warkentin’s only regret is that he
didn’t release the Virtual OS Museum
sooner, something he puts down to a
“severely crippling tendency to stay
quiet”. But, with a concerted effort

to be more active (“it’s only recently
that I’ve realised how much it’s held
me back”), Warkentin is throwing
himselfinto his hobby.

“I’'m getting back into emulator
development,” he said. “Quite a while
ago [ patched a few emulators to run
OSes that were previously broken, but
IT'hadn’t done anything like that for
quite a while.”

So far, he has begun developing
one emulator and he will be making a
video about it soon. But his ambitions
aren’t stopping there. “I would also
like to buy obscure hardware that’s
currently unemulated, image the
disks, and write emulators for it, but
I don’t really have the money to do
that kind of thing at the moment.”
Suffice to say, there’s a Patreon link
on the Virtual OS Museum web page
and it’s a good way of financially
supporting his work.

In the meantime, Warkentin is
happy discovering past operating
systems with all their innovations and
quirks. He said he particularly likes
the general architecture of QNX, a
commercial, Unix-like real-time
operating system developed by
BlackBerry. He also admires older
versions of Mac OS X, as well as the
desktops of Business TRON (BTRON),
which was originally released in 1984
as anext-gen computing environment
and packed innovations such as
built-in hypertext and object-
oriented interface elements.

Another favourite is Scheme A. This
was devised in 1951 by Alan Turing,
with the help of Cecily Popplewell, for
the Ferranti Mark 1 - the world’s first
commercially available stored-
program computer.

“Scheme A is the first system
software that could be described as an
OS orresident monitor, and it’s a lot
simpler than the
somewhat later
sequential batch
monitors that could
load a series of jobs
from cards or
magtape,” he said.
“Basically all it does is
load software from
punch tape using a
very primitive
command interpreter
and handle calling
routines from the
drum memory
through a directory;
each program has to
be manually loaded
from punch tape.”

“l want to add an ‘exhibit’
feature with lists of OS
installations relevant to
particular topics”

cross-application support for
different file formats rather than
each application having a fixed
list of supported formats), and a
desktop with a compound document
model and application embedding
similar to BTRON (to allow more
flexibility on how applications can
work together).”

M Backtothe future ==

Asyou can

Warkentin’s experience 2
of operating systems has
had another positive
effect: he’s created his
own operating system,
which he gives the
working title UX/RT.
You can find out more
about it by going to his
GitLab page (tinyurl.
com/38sretro) and, if
you download the
Virtual OS Museum,

imagine, work on
UX/RT and the
Virtual OS Museum
are keeping
Warkentin busy,
but he’s keen to
continue working on
both for some time.
Indeed, he has a list
of operating systems
.—I'll BRJEET 15 THE ABVANTASE. he would like to add
gl to the museum,
ensuring it remains

you’ll also find a
demo image ready to try. UX/RT
is so impressive that a major
conglomerate paid for him to fly to its
headquarters to discuss using itasa
replacement for QNX. It also uses
some once-used but now forgotten
ideas that he believes modern
operating systems ought to revisit.
“My own OS is similar to QNX in its
general architecture, but I’ve come
across a few things that I think
modern OSes should have and it
will incorporate features from
various other
OSes. These will
include scoped
file system
namespace tables
like VMS (to allow
more control
over how files are
shared between
processes), a data
type switch
library like the
AmigaOS family
(to provide
extensible

| TOP NeXTStep 3.3,

| gloriously retro

far and away the
world’s largest collection of pre-
installed emulated operating systems.
“There’s still definitely some stuff
missing,” he said. “There are a few
Amstrad CPC OSes in there,

the final release of
the OS developed by
Steve Jobs’ NeXT

BELOW 0S-9,a specifically a couple of early versions
real-time, process- of SymbOS and a port of MSX-DOS to
based 0S developed a Russian clone, but that’s definitely
inthe 1980s one of the platforms that’s
underrepresented at the moment.
BOTTOM The Virtual This is true of a few other major home

0S Museum looks computer platforms, and Linux is also
somewhat underrepresented. While I
do have adecent
number of Linux
images, it’s still not
enough to be truly
representative.”
Warkentin is also
keen to expand
people’s knowledge of
past operating systems
and allow users of the
Virtual OS Museum to
better appreciate the
features that were
included. “I want to
add an ‘exhibit’ feature
with lists of OS
installations relevant to
particular topics and
explanations as to how each is
relevant,” he said. “I'd also like to add
some kind of integration with a wiki.”
For now, though, he’s more than
happy to see what people make of his
collection and to hear stories from
those who have begun to explore it.
Indeed, halfthe fun is in clicking
randomly and checking out the likes
of the IBM Big Iron or a Texas
Instrument graphing calculator.
Ifyou’d like to give it a try, visit
virtualosmuseum.org, select
Downloads and seek help with
installation in the ReadMe/Help
section. You won’t be disappointed. @
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The long history

of the future -

and what’s
already here

Nicole Kobie assesses her own predictions about
future tech. Was she right more often thanwrong?

he problem with predicting
the future is this: one day it
may catch up on you. Two
years ago, my book about
the history of the future
came out; my publishers, with little
regard for my mental health, chose to
wait more than two whole years for
the paperback to be released (in stores
now!). So every headline about
driverless rollouts, humanoid robot
advances and the looming arrival of
AGI have sparked panic: how wrong
was I? And how foolish will the
passage of time make me look?
Thankfully, the future still moves
slowly. For every new city that gets
Waymo cars, there’s an equally
embarrassing incident about
driverless cars sparking a traffic jam,
taking a rider around in circles outside
an airport or heading down the wrong
side of the road. The same follows for

126

most of the technologies I explored,
including Al and robotics.

Butit’s clear that some of these
future technologies have inched
closer. Here, I'll smugly note where [
was correct (so far, anyway), humbly
highlight where I’ve missed the boat,
and along the way offer an update on
the state of everything from
humanoid robotics to flying cars.

Driverless cars
Waymo is in London. Teslas are in
limited use as robotaxis in Texas and
Florida. Baidu has robotaxis via Apollo
Go in Wuhan, Shanghai and parts of
Shenzhen, among others. Progress is
slowly marching along when it comes
to driverless cars. But I'm still not
convinced this technology is changing
our streets any time soon, if ever.

On the one hand, these machines
continue to be remarkable: they can

he trends and technologies that are the shape of things to come

Uures

actually navigate cities without a
person at the wheel. Most of the time,
at least. And the problem is cities are
full of edge cases. Consider San
Francisco. The lovely tech-filled city
by the bay has been the de facto test
lab for Google-owned Waymo since
2009, soyou’d think they’d have the
streets down by now.

But alas, no. Waymo One is now
offering a commercial taxi service in
the city, and though the cars are
certainly capable, they keep getting
tripped up by what technically
minded people would call “edge
cases”. Just in the past few months,
the following has happened: Waymos
ran out of power and shut down
amid 4 July traffic, sparking an
investigation by city officials. On the
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book s available
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A trio of the robotaxis
blocked a street in a
‘standoff’ following a
minor collision
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same day, Waymo robotaxis drove
over fireworks that had been set off in
the middle of the street (apparently a
common form of celebration there,
though admittedly bonkers). And in
June, a Waymo got lostin a
construction area and required police
intervention; that same month, a trio
of the robotaxis blocked a streetin a

“standoff” following a minor collision.

Waymo’s only rival in the city,
Cruise, was put on pause in 2023 after
awild accident in which a person
was thrown under the car; the
driverless system didn’t spot them
and kept driving. The victim
thankfully survived, but owner GM
shut it down shortly thereafter.

That’sin a city - an admittedly
complicated one, what with the street
fireworks - that has been Waymo’s
testlab for 17 years. And now they’re
coming to London.

Waymo is already testing on the
capital’s streets, as is local startup
Wayve as part of an Uber partnership
- both with safety drivers. Baidu and
Uber also have a partnership
planned to join them later this year.
That these cars can navigate
London’s complicated streets -
bizarre roundabouts, stolen Lime
bikes, unpredictable human
pedestrians - at all is a sign that the
systems aren’t total failures.

But as ever, it’s not the day-to-day
traffic that’s the problem, it’s the
once-in-a-lifetime events that
continue to confuse these cars.
Despite that, Waymo’s execs said ata
press event in London earlier this year
that they were spending a lot of time
trying to understand how zebra
crossings work. On one hand, asa
pedestrian, good please continue,
but on the other hand, similar
crossing styles exist in San Francisco,
so this shouldn’t be a newsworthy
engineering challenge but a doddle.

In short, driverless is here. But, as
I predicted, it’s just not a way most
people are getting around, so keep
your licence, bus pass or Lime app,
because you’re going to need it for a
good long time.

AGI

It’s almost impossible to unpick the
hype around artificial intelligence
right now, and that’s true of artificial
general intelligence (AGI) and
superintelligent Al in particular.

In the book, I noted: “At the time of
writing, AGI, or super-intelligent Al
or strong Al - whatever you want to
callit - doesn’t exist. It might never
exist, or it might have been created
before this book is published.”
How’s that for a dodgy prediction?

ButIdon’t think AGIis looming.
That’s because I’ve used the
generative Al chatbots and the like
that we have now, and they are so
frustratingly dumb [ may actually
chuck my laptop into our
neighbouring canal in frustration.
Earlier today,  asked how much
rain we had last night, only for Al
Overviews - admittedly the dumbest
of all Al bots - to tell me it didn’t rain.
ButIlooked out of the window at gam,
and it was raining; [ told it so, and
it corrected itself. Why does
anyone trust these
machines with
anything?

Plenty do, of
course. And Al is
unquestionably
more a part of our
daily lives than I
would have
thought possible
two years ago.

But are we close to
AGI? Some tech

leaders believe it’s
imminent. Others,

Futures History of the future

| myselfincluded, don’t think LLMs,
even when combined with reasoning
models, are the right route. Either
way, we don’t have anything we could
call AGI, no matter how much the Al
hype machine likes to pretend. That’s
fine by me; let’s figure out how to
make good use of what we’ve got
before rolling out the death machines.
Another consideration is the
arrival of another Al winter, in
which failure to progress in the
technology sparks a pullback in
funding. This seems unlikely given
the heavy investment flowing
towards the sector, but if the bubble
bursts and all those data centres

ABOVE Waymo's

robotaxisareonthe = prove unnecessary, the ensuing
streets of London economic fallout won’t be pretty.
-butdon'tgive up Personally, I think it will spark riots.
the bus passjust yet At this point, Al is probably too big

to fail; if the bottom falls out of this
market, expect governments to swoop

Al is unquestionably
more a part of our daily
lives than | would have
thought possible two
years ago

in with cash to keep development
happening - not so you can avoid
writing emails yourself, but for
military might. Al is here to stay, in
other words. And it got here much
faster than I predicted.

Humanoid robots

BELOW AlIchatbots | Two years ago, there were a few
arefrustratingly startups starting to edge into this area:
dumb, yet still Figure, 1X Technologies, Sanctuary,
trusted by many Agility Robotics. And they’re all still

kicking around. But a question
remained: why use humanoid
robots when they’re so
difficult to build?

In some ways, this
particular technology
has come on faster
than Iwould have
thought possible,
but remains

largely in the

trial phase.

Hyundai Motor

Group has plans

toroll out Boston
Dynamics’ Atlas
more widely -
though, of course,
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that company is now the owner of the
famed robotics firm, so no wonder.
Challenges remain. The idea of a
robot butler d la The Jetsonsremains
unlikely. In the book, [ mention
Prosper Robotics, a company that uses
humanoid robots controlled remotely
by overseas workers to clean homes.
The company hasn’t updated its social
media for three years, so perhaps that
project may no longer be happening,
but American company Shift is paying
people to let them clean their homes
as part of atraining data-gathering
exercise. We truly live in weird times.
Either way, Tesla’s Optimus still
isn’t here. In March, CEO Elon Musk
admitted plans to reveal the latest
version of the humanoid robot were
being pushed back, saying it was
“walking round, but needs finishing
touches before it’s ready to be shown”.
Inshort, we remain largely at the
same point: these robots exist, they’re
being trialled, but they aren’t a major
force. Given worker shortages in key
areas such as logistics, it seems likely
robots will be used, but why we keep
making them human-shaped is a
question I still can’t answer. Amazon’s
warehouse robots continue to largely
be functional, though it recently
bought humanoid robot developer
Fauna, but for home use, rather than
industrial. Robotics continue to pick
up pace, but humanoid shapes are still
trundling along - just as [ predicted.

Flying cars

This is perhaps the technology I was
most bullish about, though I don’t
expect any of us - beyond Tony
Stark-wannabes with the cash for
serious cosplay — will ever have
personal flying cars. Where would we
park them? How would they take off
without individual traffic control?
And do we want airborne traffic jams?

However, the idea of flying taxis or
short-haul electric planes has real
merit, in particular to bring public
transport to areas without solid links.
Unquestionably, these should
disrupt helicopters, but hopefully
they will be more than a way for the
wealthy to rise above traffic.

So far, we remain solidly in the trial
phase. Flight tests abound, and a few
are even ready to head into limited
production - helped by solid support
from the US, which has a military that
is surely interested in quiet flying
machines. An Alef Aeronautics model
is now moving towards production.

That said, it’s been a turbulent start
for many companies. Germany’s
Lilium went out of business, while
British Vertical Aerospace has pushed
back certification of one of its eVTOLs
t02029. Inthe US, Archer Aviation
continues to chase certification.
Coming up with a new form of air

Therest of futuretech

Brain computer interfaces
This is the future tech that I'd most like
to see happen -so long as it's used to
help people with brain disorders,
paralysis and other health issues.
Progress is happening, slowly,
though that's probably the right

way to develop a technology

that gets surgically implanted into
people’s brains.

Neuralink, the brain implant startup
backed by Elon Musk, had its first
human patient in 2024 and has since
announced a total of 26 other
participants, including a Brit named
Paul. That's serious progress - especially for the
patients who have regained physical capabilities -
but it's a long way from becoming brain-reading
technology that would let us ditch our keyboards.
The slow road is what I predicted, and it's necessary
to move slowly where brain health is at risk.

Hyperloop

This is perhaps the least controversial opinion in the
book: hyperloops are a silly idea and aren't going to
happen. Virgin Hyperloop is no more as of 2023, and
Hardt Hyperloop followed suit earlier this year, as
did Zeleros. A few companies remain in operation,
slowly toiling away at the vacuum-sealed magnetic
trains, and trial tracks are still in place, so the dream
isn't completely dead.

One in particular is TransPod, which until the end
of last year was pushing a line between the Canadian
cities of Edmonton and Calgary, saying it was ready
to build and merely awaiting a transport report from
the local government; that arrived and doesn’t
mention hyperloop at all. There is a plan to link those
two cities, using high-speed rail at 320km/h... some
time within the next 30 years. This prediction was
an easy win.

Smart cities
This idea seems to be on the wane. Toyota's Woven
City has pivoted to a “living laboratory”, while Saudi

transportisn’t easy, nor is appeasing
regulators (thankfully).

ABOVE Brainimplants
are progressing slowly

Arabia's NEOM and The Line-a 170km-long
. mirrored city in the desert - have been
. scaled back, to put it mildly, with just a
2.4km section built. Instead, the
project is now focusing on Al data
centres. This was another easy
prediction: building a city from
scratch rarely makes sense and
always exceeds budgets.

Of course, smart tech is still
flooding cities - and raising issues
around privacy and surveillance.
Controversial CCTV/ANPR surveillance
firm Flock has been dropped by
policing agencies in LA and Mountain
View in California, as well as elsewhere.

Augmented reality

Smartglasses that can overlay digital information
onto the real world are here, but does anyone want
them? Meta cleverly worked with actual glasses
makers for its Smart Glasses lineup, ensuring they
dodged the weird sci-fi vibes of Google Glass back in
the day, selling seven
million units last
year. That's seven
million more than I
thought would ever
sell, but means the
devices remain
relatively niche - for
now. Google has its
own smartglasses
set to arrive this
autumn.

No matter how good these are, surely no-one
wants their social media notifications popping up in
their eyeline or to ask Gemini a question without
pulling out their phones. I expect to be proven wrong
on this, and I find that disappointing and worry about
the privacy implications. I just can't wrap my head
around why anyone would want a computer on their
face, so that likely means they'll become massively
successful in the next two years. Sigh.

ABOVE Does anyone really
wantacomputer on their face?

Dubaiand Abu Dhabi want to launch
operations with Joby Aviation and

In the short term, if you want to BELOW Flyingcars | Archer Aviation respectively this year.
take to the air now, you’ll need to head | arecomingtoDubai | Sojust head to the Middle East and
to China, where EHang is running and AbuDhabilater | install an Uber app to take to the air,
tourist flights around a park, though thisyear easy-peasy. In the US, the 2028

Summer Olympics in LA are planning
- well, hoping - to offer air taxis via
Archer Aviation to help link up the
city and dodge its terrible traffic.

Flying cars are really air taxis, and
they are slowly arriving in some cities.
Expect rollouts to follow the pattern
of driverless cars, with plenty of trials
followed by a long wait for actual
commercial services, starting in big
cities in other countries. I had hoped
we’d be further along by now, but
aviation certification is a long road, so
no surprises there. It’s still a long wait
to the future, I'm afraid. ®
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Onelastthing...

nmid-August, courts in England
and Wales declared a ban on
smartglasses, specifically the
new Meta glasses. As PC Pro
Podcast listeners will know, I’'m not
surprised. His Majesty’s buildings
already have strict rules about the use
of cameras; simply hiding them
within your Ray-Bans was never
going to impress a judge.

The courts aren’t alone. Numerous
well-known places like Wetherspoons
are coming round to the idea that video
recording within their environments
isn’t conducive to happy customers.

A pub doesn’t have the same legal
restrictions as a court - you’re
unlikely to be jailed for contempt at
the Dog and Whistle - but it’s a private
space so house rules apply.

It reminds me of the ill-fated
Google Glasses, launched with huge
fanfare in April 2013. That product
rolled forward till about January 2015
when sales stopped. The reason - well,
one reason among many - was that
people weren’t happy at being filmed
in public places. Idon’t need to remind
you what the common name for
Google Glass wearers was, either.

This all opens up the question of
why you would want to wear glasses
with cameras built in. Or, to twist that
question slightly, what benefits could
they possibly bring? Well, there are
many reasons why head-mounted
cameras are useful, starting with
those who need to document work.

A car technician is a good example, or
engineers working on aircraft engines.
There are any number of tasks where
video recording is entirely appropriate
and useful to the business.

Let’s not forget the transformative
capabilities of a camera wirelessly
connected to a smartphone, allowing
someone with visual impairment to
have the scene around them described
aurally. “There is a door to your left,
five feet away. It’s closed with the
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Jon Honeyball pokes
oneintheeyeat

currentsmartglasses,
butmayjusthave
the solution

door knob on the right. You are now
two feet away.” This is the sort of
assistive technology that should be
applauded, especially when combined
with Lidar to create a 3D map of the
space around you.

But that scenario is a long way
away from taking some camera-
enabled Ray-Bans into the gym
changing room. And there lies the
core of the problem. The current
solutions are trying to hide away the
capabilities, rather than celebrate
them and make it open and obvious
what is happening. A tiny red LED
doesn’t count. What we need is an
entirely new form factor.

We also know that Apple
is working on smartglasses,
based on the ecosystem
developed with the Apple
Vision Pro hardware and,
most importantly, the
visionOS software platform.

So here’s what Iwould do
ifIwas Apple. Design smartglasses
without a lens component. No, |
haven’t lost my mind. People with
perfect vision don’t want lenses in
front of their eyes, nor do those who
wear contact lenses. So make a pair of
glasses that have no lenses, just a
horizontal unit with a standard nose
bridge. Make the video recording LED
super bright. Give feedback to the user
via speech from the glasses’ ear wings
and via other supported devices - their
Apple Watch, an iPhone, via CarPlay.

But this means there wouldn’t be a
floating screen in front of the eyes, |
hear you mutter. Good. They’re
rubbish. The technology simply isn’t
there to provide a high-resolution
solution for both eyes coupled to a
decent battery life. Trying to jam
low-resolution optical wave guides
into the glasses results in a miserable
experience, especially if it’s for one
eyeonly. Let’s do away with it until
the technology catches up.

With an entirely different style of
device, there’s no pretending that
people are just wearing Ray-Bans with
a barely visible flashing LED. They’d
be obvious for what they were and
would be immediately recognisable.

For those who need prescription
lenses, offer that too in the new
design. But keep to the core principle
of public visibility. That way, we can
have the conversation about what’s
happening. Most importantly, the
industry isn’t attempting to hoodwink
the general public by hiding this
invasive technology away within
something familiar. That just makes
everyone feel uncomfortable.

Here's what I would do if I was Apple.
Design smartglasses without alens

component. No, I haven't lost my mind

Now let’s come back to the benefits
question. Such iWear (I’ll take my
usual 5%, thanks) adds to my personal,
portable computing fabric. I use them
when appropriate. I put them in my
pocket when not. I can benefit from
voice assistance in the helmet of my
motorbike, or when taking phone
calls, or when doing any of the myriad
tasks where the new Siri Al comes into
play. It’sjust another item in my
day-to-day technological life, not
something to be feared.

This is a classic example of “don’t
come up with a better idea, redefine
the question”. The current solutions
are too creepy, because they hide the
capability rather than celebrate it.
And those efforts at displays within
glasses are too miserable to be serious.

M Jonis acontributing editor to PC Pro. He's
still smiling at the term “iWear” and cursing
Apple for moving away from the “i” naming

strategy. Join himat pcpro.link/discord
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TIM DANTON, PC PRO JUNE 2026
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HAVEN EMBER
PRO SERIES

CPU: AMD Ryzen 5 9600X 6 Core /
Ryzen 7 9700X 8 Core
GPU: AMD RX 9060 XT 16GB /
NVIDIA RTX 5070 12GB
RAM: 32GB DDR5 6000MTs
SSD: 2TB M.2 NVMe SSD
CASE: Jonsbo V12 Micro-ATX

From £1,499.00%* inc VAT

W2F AMD R8845
16GB 1TB Mini PC

CPU: AMD 8845HS onboard
GPU: Integrated Radeon 780M
RAM: 16GB DDR5 5600MTs
SSD: 1TB M.2 NVMe SSD

£899.00* inc VAT
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email: sales@wired2fire.co.uk  tel- 01306 882 211 www.wired2fire.co.uk

WIREDZFIRE - FACS HOUSE - 37/39 Holmesdale Road - Dorking - Surrey - RH5 4HS

*Prices/Discounts subject to change due to component volatility



